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PREFACE

About This Installation Guide

This document lists the pre-installation requirements and provides step-by-step instructions for
installing Integration Objects’ Smart 0T Highway (SIOTH) and all its modules: Data Flows, Data
Model, Job Engine and Unified HMI (UHMI).

Target Audience

This document is intended for Integration Objects’ Smart loT Highway users responsible for
installing SIOTH in the master node and remote nodes. It assumes knowledge about Windows
operating system and its configuration.

Document Conventions

Convention Description

Bold Bolded text indicates user interface elements,
(o}

such as buttons, menu items, and dialog names.

(!) Note
Information to be noted
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OVERVIEW

Smart loT Highway (SIOTH®) is an advanced IT-OT-loT integration platform designed to facilitate
secure data exchange and transformation. It establishes secure end-to-end pipelines to collect and
store data from edge 10T devices and various other sources. SIOTH enables organizations of all
sizes to easily connect applications, systems, and services in a managed, scalable, and secure
environment. This comprehensive integration solution allows for seamless connectivity between IT

and OT, enabling the conversion of industrial data into actionable intelligence and valuable insights.

The SIOTH platform operates on robust functional architecture, as illustrated in Figure 1.

il

ADO . NET HTTPS OPC LA ES AMQP Azure Event Hub MQTT

Scripts ata Model

Modbus DNP OPC IEC 60870-5-104 ofine r ACne Allen Bradely SNMP
L VO TN W

Communication & Cyber Security Backbone

cMMs Jerp  NoSQU/ IT Assets

Flat Files

[ ERR

Figure 1. SIOTH Platform Overview
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SIOTH® Platform could be installed on 2 different modes:

¢ Standalone Mode: All SIOTH components are installed in a single node called Master Node.
e Distributed Mode: A master node is installed to host the SIOTH core modules and remote nodes
are installed to host remote connectors or UHMI modules.

customerservice@integrationobjects.com 9
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GETTING STARTED

1. Compatibility
For Windows based systems, Integration Objects’ Smart 10T Highway supports the following:
e Operating Systems
o Windows 10 Enterprise
o Windows 11
o Windows 11 loT
o Windows Server 2022
o Windows Server 2019
o Windows Server 2016
o Windows Server 2012 Standard
e Web Browsers
o Chrome in its latest version
o Firefox in its latest version
o Edge in its latest version
o Microsoft SQL Server (Express, Standard and Enterprise Editions)
o SQL Server 2022
o SQL Server 2019
o SQL Server 2017
o SQL Server 2016

o SQL Server 2014

customerservice@integrationobjects.com 1C
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2. Minimum Hardware Specifications

The table below outlines the minimum hardware specifications recommended for SIOTH master

node:

Hardware Component Minimum Specification

Processor 8 cores

RAM 16 GB

Disk Space 10 GB dedicated to SIOTH installation

Table 1. Minimum Specifications Recommended for SIOTH Master Node

3. Master Node Installation Prerequisites

The following minimum prerequisites need to be met before installing Integration Objects’ Smart 0T

Highway (SIOTH) on the master node:

3.1. Web Browser
Make sure that a web browser is installed on the master node. Refer to the compatibility

section for the list of supported web browsers.

3.2. Windows Features Activation

3.2.1.0nline Activation

Open the Control Panel and click on “Turn windows features on or off”.

customerservice@integrationobjects.com 11
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1. For Windows Server OS
Activate the following features as illustrated in the screens below:

Select server roles

Before You Begin
Installation Type

Server Selection

Server Roles

Web Server Role ||

=]

Role Services

Confirmation

Select one or more roles to install on the selected server.

Roles

|| Active Directory Certificate Services

[] Active Directory Domain Services

[] Active Directory Federation Services

[ Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[] Device Health Attestation

[] DHCP Server

[] DNS Server

[] Fax Server

[m] Filz and Storage Services (1 of 12 installed)
[] Host Guardian Service

[ Hyper-v

[] Metwork Policy and Access Services

[] Print and Dacument Services

[ Remate Access

[] Remote Desktop Services

[] Volume Activation Services

[] Windows Deployment Services

[] Windows Server Update Services

< Previous Install

DESTIMATION SERVER
VM-FEB-20250211

Description

Web Server (IS} provides a reliable,
manageable, and scalable Web
application infrastructure.

Cancel

Figure 2. Server Roles Activation on Windows Server (1/3)

customerservice@integrationobjects.com
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[z Add Roles and Features Wizard — O X
DESTINATION SERVER
Select features VM-FEB-20250211

Before You Begin Select one or more features to install on the selected server.

Installation Type Features Description
Server Selection 4 MET Framework 3.5 Features - Window_s Communicagion.
Server Roles NET Framework 3.5 (includes NET 2.0 and 3.0} JEITCe T8 )l e TS

HTTE Activation ‘Windows Process Activation Service
Non-HTTP Activation to invoke applications remotely over

the network by using protocols such

Web Server Role (11S) 4 [W] MNET Framework 4.8 Features (2 of 7 installed) -
. V| NET Framework 48 (Installed) 2s HTTP, Message Queuing, TCP,
Role Services ASP.NET 4.8 and named pipes. Consequently,

Confirmation PROIRWCE Services (1 of 5 installed applica.ﬁons.can start and stop

HTTP Activation dynamically in response to incoming

Message Queuing (MSMC) Activation work. items, rgsultlng in application
Named Pipe Activation hosting that is more .rl.abust,
TCP Activation manageable, and efficient.
| TCP Port Sharing (Installed)
0 Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[ BitLacker Netwark Unlock
[] BranchCache
[ Client for NFS
[ Containers

Figure 3. Server Roles Activation on Windows Server (2/3)

customerservice@integrationobjects.com 13


mailto:customerservice@integrationobjects.com

infeqralion
objects

o

Integration Objects’ Smart IoT Highway Installation Guide

Fﬁ Add Roles and Features Wizard

Select role services

Before You Begin

nstallation Type

Confirmation

Select the role services to install for Web Server (II5)
Role services

a [V Web Server
"
Default Document
Directory Browsing
HTTP Errors
Static Content
HTTP Redirection
[] WebDAV Publishing
Health and Diagnostics
Performance
Security
Request Filtering
[[] Basic Authentication
[[] Centralized S5L Certificate Support
[] Client Certificate Mapping Authentication
(] Digest Authentication
[[] 11S Client Certificate Mapping Authentication
[] 1P and Domain Restrictions
[] URL Authorization
Windows Authentication
4 Application Development
NET Extensibility 3.5
NET Extensibility 4.8
Application Initialization
ASP
ASPNET 35
ASPNET 4.8
[ cal
ISAPI Extensions
ISAPI Filters
Server Side Includes
WebSocket Protocol
I [] FTP Server
4 Management Tools
115 Management Conscle
i [ 11S & Management Compatibility
[ 115 Management Scripts and Tools
O Management Service

Figure 4. Role Services Activation on Windows Server (3/3)

(1) Note:

For Windows Server 2012 and Windows Server 2016 operating systems, it is
necessary to download and install “.NET Framework 4.8” using a separate installer.

customerservice@integrationobjects.com
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2. For Windows Client OS

1

Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its check box.
Afilled box means that only part of the feature is turned on.

=] MET Framework 3.5 (includes NET 2.0 and 3.0) A
Windows Communication Foundation HTTP Activation
Windows Communication Foundation Non-HTTP Activation
=] MET Framework 4.8 Advanced Services
ASP.MET 4.8
[=] WCF Services
HTTP Activation
Message Cueuing (M3MO) Activation
Mamed Pipe Activation
TCP Activation
TCP Port Sharing
[] | Active Directory Lightweight Directory Services
] | Containers ]

RIEIEEIE]

Figure 5. .NET Features Activation on Windows Client

customerservice@integrationobjects.com
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3
Turn Windows features on or off

To turn a feature on, select its check box. To turn a feature off, clear its check box. A filled box means that only part of the feature is turned on,

.MET Framework 3.3 (includes .NET 2.0 and 3.0)
NET Framework 4.8 Advanced Services
Active Directory Lightweight Directory Services

Containers

Data Center Bridging
Device Lockdown
Guarded Host
Hyper-V
Internet Explorer 11
= M | Internet Information Services
[ | FTP Server
=W Web Management Tools
[ | 1S 6 Management Compatibility
115 Management Console
[ | IS Management Scripts and Tools
[ | 1S Manzgement Service
= ® | World Wide Web Services
= [®] | Application Development Features

=

|
|
|
=
|
|
|

NET Extensibility 3.5
NET Extensibility 4.8
Application Initialization
AsSp

ASP.NET3.3
ASP.NET4.3

O  cal

ISAPI Extensions
ISAPI Filters
Server-Side Includes
WebSocket Protocol

= ®] | Commen HTTP Features
Default Document
Directory Browsing
HTTP Errors
HTTP Redirection
Static Content
‘WebDAV Publishing
[ | Health and Diagnostics
[ | Performance Features
=100 Security
Basic Authentication
Centralized 550 Certificate Support
Client Certificate Mapping Authentication
Digest Authentication
115 Client Certificate Mapping Authentication
IP Security
Request Filtering
URL Autheorization
Windows Authentication
[ | Internet Information Services Hostable Web Core
[ | Legacy Components

OREREE

ROROOOO0O0O

Figure 6. IS Features Activation on Windows Client

3.2.2.0Offline Activation

1. Windows Server OS
Follow the steps indicated in this section “For Windows Server OS”.
In the Confirmation Installation section, choose the 'Specify an alternate source path'

option and set the path of the source files.

customerservice@integrationobjects.com 16
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[ Add Roles and Features Wizard - O #
2 = = 2 DESTIMATION SERVER
Confirm installation selections heFeB 20250212
‘ A Do you need to specify an alternate source path? One or more installation selections are missing source files on the destinati.. X
Before You Begin To install the following roles, role services, or features on selected server, click Install.
Installation Typa [[] Restart the destination server automatically if required
Server Selection Optional features (such as administration tools) might be displayed on this page because they have

been selected automatically, If you do not want to install these optional features, click Previous to clear

Server Roles their check boxes,

Feztures
\Web Server Role (115) NET Framework 3.5 Features -
B .NET Framework 3.3 (includes .NET 2.0 and 3.0)
Role Services
HTTP Activation

Confirmation

Non-HTTP Activation
.NET Framework 4.7 Features
ASP.NET 47
WCF Services
HTTP Activation
Message Queuing (MSMQ) Activation

Export configuration settings
Specify an alternate source path s

|<meousH Next > | | Install || Cancel

Figure 7. Confirmation Activation on Windows Server

[z Add Roles and Features Wizard X

Specify Alternate Source Path

Some servers might not have all source files available to add all roles, role services, or features. The source files
might not have been installed, or might have been removed by users after the operating system was installed.

If the server on which you want to install roles or features does not have all required source files, the server can
try to get files by using Windows Update, or from a location that is specified by Group Policy.

You can also specify an alternate path for the source files, if the destination server does not have them, The

source path or file share must grant Read permissions either to the Everyone group (not recommended for

security reasons), or to the computer (local system) account of the destination server; granting user account
access is not sufficient.

The following are examples of a valid source file path where the destination server is the local server, and where
the E: drive contains the Windows Server installation media.

Source files for NET Framework 3.5 Features are not installed as part of a typical installation, but are available in
the side-by-side store (SxS) folder:
E:\Sources\SxS\

Source files for other features are available in the Install.wim file. Add the WIM: prefix to the path, and a suffix to
indicate the index of the image from which to get source files. In the following example, the index is 4:
WIM:EASources\Install.wim:4

Path: |D:\sources\sxs |

I OK |l Cancel l

Figure 8. Alternate Source Path for Offline Installation
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= Add Roles and Features Wizard — m} X

DESTINATION SERVER

Installation progress M-FEB-20250212

View installation progress

o Feature installation

Installation succeeded on VM-FEB-20250212.,

.NET Framework 3.5 Features
.NET Frameweork 3.5 (includes .NET 2.0 and 3.0)
HTTP Activation
Non-HTTP Activation
.NET Framework 4.7 Features
ASPNET 4.7
WCF Services
HTTP Activation
Message Queuing (M5MQ) Activation

Named Pipe Activation
TCP Activation

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next > Close Cance

Figure 9.0ffline Activation Succeeded

2. Windows Client OS

Mount the installation media to your computer and note down the associated drive letter.

DVD Drive: (D2)
CCCOMA_Xb64FRE_EN-US_DV9

0 bytes free of 5.12 GB

Figure 10. Mount the Installation

Then, run the batch script "WindowsFeatures_script.bat' with administrative privilege.
You will find it located in the downloaded package under the following subfolder:

“..\Integration Objects' Smart loT Highway\Pre-Requisites\WindowsFeatures_script.bat”.
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Mame . Date modified Type Size
Browse OPC UA 1/30/2025 3:11 PM File folder
OPC Core components 1/3 File folder
‘25 ChromeStandaloneSetup6d an Application
ﬁ dotnet-hosting-6.0.23-win 11/ M Application
m[ mongodb-compass-1.40.4-win32-x64 11/ Application
‘_'Ewindowsdesld:op-runtime-E.D.ES-win-xﬁd Application
=] WindowsFeatures_script I e . e e
Open
Edit
Print
I M) Run as administrator I

Figure 11. Windows Features Script

BN C\Windows\System32\emd.exe - O X

Enabling feature: NetFx3

Figure 12. NET features Activation offline

3.3. .Net Hosting
Install the dotnet-hosting-6.0.25-win.

3.4. SQL Server — Optional

If SQL Server is intended to host SIOTH users management or UHMI databases, refer to the

“Appendix1” section for the SQL Server configuration requirements.
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4. Remote Node Installation Prerequisites

4.1. Data Source/Destination Server

The following minimum prerequisites need to be met on each server where a SIOTH connector
will be deployed:
4.1.1.Windows Features Activation

Open the Control Panel and click on “Turn windows features on or off”.

4 /| NET Framework 3.5 Features (Installed)
+ .NET Framework 3.5 (includes .NET 2.0 and 3.0)
+ HTTP Activation (Installed)
+ Non-HTTP Activation (Installed)
4 | NET Framework 4.8 Features (Installed)
+ .NET Framework 4.8 (Installed)
+ ASP.NET 4.8 (Installed)
FIRVAR\WCF Services (Installed)
«| HTTP Activation (Installed)
v Message Queuing (MSMQ) Activation (Inst:
+| Named Pipe Activation (Installed)
«| TCP Activation (Installed)
| TCP Port Sharing (Installed)
b [] Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[] BitLocker Network Unlock
[T] BranchCache
[] client for NFS
[] Containers v

Figure 13. Data Source/Destination Server Features Activation

4.1.2. .Net Hosting

Refer to the section “.Net Hosting”.
4.1.3.Windows Runtime Desktop

Install windowsdesktop-runtime-6.0.26-win-x64.
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4.2. UHMI Server

The following prerequisites need to be met on the server hosting the UHMI Designer and UHMI

Runtime environments:

4.2.1.Web Browser

For further details, refer to the section “Web Browser”

4.2.2.Windows Feature Activation

¢ For Windows Server operating system: Refer to the section “Windows Server
0s".
e For Windows Client operating system: Refer to the section “Windows Client

oS’

4.2.3..Net Hosting

Refer to the section “.Net Hosting”.

5. Specific Connectors Prerequisites

For specific SIOTH connectors, additional prerequisites may be required based on the supported

communication protocol or data store:

5.1. OPC Classic Connector (DA, HDA, AE)

e OPC Core Components Redistributable (x64 or x86), SIOTH setup will handle the

installation of this component.

5.2. OPC UA Connector

e OPC UA Local Discovery Server (Setup will be included under the
prerequisites folder)

¢ Change the parameter AllowLocalRegistration = yes under the path
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“.:\ProgramData\OPC Foundation\UA\Discovery\ualds.ini”

e Restart the windows service “OPC UA Local Discovery Server’

5.3. DNP Connector

e dotnet-hosting-5.0.12-win
e Microsoft Visual C++ Redistributable 2015-2019 v 14.28.29913.0 (x64)

e OpenSSL for Windows 1.1.1L x64 (Win640penSSL_Light-1_1_1Kk)

5.4. PI/PlI AF Connector

e PISDK 2018 (PISDK_2018-SP1-Patch-3)

customerservice@integrationobjects.com 22


mailto:customerservice@integrationobjects.com

infegralion
l O objecl's

Integration Objects’ Smart IoT Highway Installation Guide

INSTALLING SIOTH

1. Installation Process

Right-click on the downloaded executable of the SIOTH installation program and select “Run as
administrator”. The installation will start automatically, and the setup wizard will take you through

the following steps:

() Note: If SIOTH is already installed on your machine, the setup wizard will proceed to the uninstallation
of the existing version as a first step. You will need remove the existing version before installing a

new version.

1. Click the Next button on the prompt dialog to go to the next page.

Integration Objects’ Smart loT Highway - X

InstallAnywhere will guide you through the installation of Integration Objects’ Smart loT Highway.
Itis strongly recommended that you quit all programs before continuing with this installation.

Click the 'Mext' button o proceed to the next screen. If you want to change something on a previous
screen, click the 'Previous' button.

You may cancel this installation at any time by clicking the 'Cancel’ button.

Cancel Previous Next

Figure 14. Welcome Dialog

2. Read and accept the license agreement by selecting “l accept the terms of the license

agreement” and click Next.

customerservice@integrationobjects.com 23


mailto:customerservice@integrationobjects.com

infegralion
O objecl's

Integration Objects’ Smart IoT Highway Installation Guide

Integration Objects’ Smart loT Highway -

Cancel

Installation and Use of Integration Objects’ Smart loT Hig y Requil pt of the
Following License Agreement:
Integration Objects End-User License & Customer Support and Services Agreement

Integration Objects End-User License Agreement

PLEASE READ THIS END-USER LICENSE AGREEMENT (the "Agreement”) CAREFULLY
BEFORE PROCEEDING. THIS AGREEMENT LICENSES THE SOFTWARE TO YOU AND
CONTAINS WARRANTY AND LIABILITY DISCLAIMERS. BY INSTALLING THE SOFTWARE,
YOU ARE CONFIRMING Y OUR ACCEPTANCE OF THE SOFTWARE AND AGREEINGTO
BECOME BOUND BY THE TERMS OF THIS AGREEMENT. IF YOU DO NOT WISH TQ DO SO,
CLICK "Do not accept” BELOW AND DO NOT INSTALL THE SOFTWARE.

1. Definitions

(a) "IO Software" means the software program covered by this Agreement and all related updates
supplied by Integration Objects, also referred to as 10.

(b) "0 Product" means the |0 Software and the related documentation and content and all related
updates supplied by 10.

2. License

This Aareement allows voll o

[} accepi ihe terms of the License Agreement

Figure 15. License Agreement Dialog

3. Provide your Username and Company Name, then click Next.

Integration Objects’ Smart loT Highway - X

Cancel

4. Choose the type of installation you want to proceed with and click “Next”.

User name :
Admin

Company:

Previous

Figure 16.User and Company Information Dialog

customerservice@integrationobjects.com
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H Integration Objects’ Smart loT Highway - x

® 0 Complete
The most common application features will be installed. This option is recommended for most users.

) 43,, Custom

Choose this option to customize the features to be installed

Cancel Previous

Figure 17. Installation Type Dialog

In case of Custom installation, you will be redirected to the list of SIOTH components. Select

the components you want to install and unselect the ones you do not and click “Next”.

E Integration Objects’ Smart loT Highway - X

Install Set Custom

- EALL

B @ Connectors

=8 @ Frotocals

- @OPCUA
|BoPC

- (@ OPC 32-bit

- @MAQTT

- @BACnet

- @ ONP3

- @REST Client

- BAMQP-091

Description
This installs all features. At least one component shall be installed.

Cancel Previous Mext

Figure 18.Custom Components Selection Dialog

5. Choose the installation folder path. Click "Next" for the default path or click "Choose"
to select a different destination folder.
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Integration Objects’ Smart loT Highway - X

Choose a destination folder for this installation.

Where Would You Like to Install?
C:\Program Files\integration Objects\Integration Objects' Smart loT Highway

Restore Default Folder Choose..

Figure 19. Selecting Install Destination Folder Dialog

6. Configure the local node settings:

Provide the IP address or Hostname of the target machine.

Select whether you are installing SIOTH on the Master Node or not. The Master
node stands for the machine where the SIOTH Middleware will be installed along
with the SIOTH configuration portal.

Select MongoDB to install it if it is not installed yet and in case of master node
installation.

Select InfluxDB to install it if it is not installed yet and in case of master node
installation.

Select RedisDB to install it if it is not installed yet and in case of master node

installation.
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Integration Objects’ Smart loT Highway -

Local Machine Host:

Cannot assign 127.0.0.1 or localhost as machine host.

Check if the local machine is Master Node:

® Master Node

) v A8

Install MongoDB:
[CJ MongoDB

Install InfluxDB:
() InfluxDB

Install RedisDB:
[J RedisDB

Figure 20. Prerequisites Configuration Dialog

7. Choose the license mode that SIOTH will be following:

E Integration Objects’ Smart loT Highway - X

License Mode:

@ Centralized
() Decentralized

MR NLN NN

Figure 21. License Mode Selection Dialog
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8. Choose a user account to run the SIOTH services or leave the fields empty to use the

local system account. Click Next to continue. You can still configure the services logon
from Windows Services after installation.

ntegration Objects’ Smart loT Highway

Enter the user account credentials or click Next to log on with local sy stem:

Username:

Password:

AR SN

Admin Account Configuration

‘g Logen with Local System account:

The usermame is empty. The services will startusing the Local System
aceount.
YWould you like to continue?

Cancel Previous Next

Figure 22. User Account Credentials

9. Choose the Database Type and the corresponding information, then click Next. SIOTH
supports MS SQL, SQLite, MySQL, and PostgreSQL Servers.

1. Proceed with the default database selected: SQLite

= Integration Objects’ Smart loT Highway I;li-

Provide identity database configuration details:

Choose type *
SQLlite

TAANRNNRY

Previous |8

Figure 23. Default SQLite Database
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10. Click “Next” then UHMI database configuration dialog will be prompted, choose the
Database type: SQLite or SQL DB.

e Proceed with the Default Database selected: SQL.ite

= Integration Objects’ Smart loT Highway == -

Provide UHMI database configuration details:

Choose database type *
SQlLite

v
v
v
v
v
v
v
v
v
>

Figure 24. UHMI Default Database

Upon clicking “Next”, review your pre-installation summary, then click the “Install” button

to start the installation.
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Integration Objects’ Smart loT Highway - X

the followi

Product Name:
Integration Objects’ Smart loT Highway

Install Folder:
C/\Program Filesinteg Objec Qf Objects’ Smart loT Highway

Shortcut Folder:
Ci\Users\A \AppData\R M Menu'P;

NN ASOVRSSSS

Disk Space Information (for Installation Target):

Required: 4,872 95 MegaBytes
Available: 207 646.56 MegaBytes

00000

Figure 25. Pre-Installation Summary Dialog

The setup will copy the necessary files into the target folder, create the SIOTH application pools
and websites in 1IS, create a shortcut icon to access the SIOTH configuration portal, create the
services for the installed features and make an uninstallation entry in the Add/Remove Programs
in the Control Panel. This process may take a few minutes.

Integration Objects’ Smart loT Highway - X

M N e S S Y

Extracting duplicates...

Cancel

Figure 26. Installation Progress Dialog
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During the installation process, MongoDB setup will be launched. Go through the setup

wizard to install MongoDB.

ﬁ MongoDB 5.0.4 2008R2Plus SSL (64 bit) Setup — X

Welcome to the MongoDB 5.0.4
2008R2Plus SSL (64 bit) Setup Wizard

The Setup Wizard will install MongoDB 5.0.4 2008R 2Plus SSL
(64 bit) on your computer. Click Next to continue or Cancel
to exit the Setup Wizard.

S o

Figure 27. MongoDB Setup — Welcome Dialog
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ﬁ MongoDB 5.0.4 2008R2Plus SSL (64 bit) Setup — X
End-User License Agreement
Please read the following license agreement carefully
Server Side Public License A
VERSION 1, OCTOBER 16, 2018
Copyright © 2018 MongoDB, Inc.
Everyone is permitted to copy and distribute verbatim copies of this
license document, but changing it is not allowed.
TERMS AND CONDITIONS o
[1 accept the terms in the License Agreement
ot | [ ok ==

Figure 28. MongoDB Setup - License Agreement

ﬁ MongoDB 5.0.4 2008R2Plus SSL (64 bit) Setup

Choose Setup Type
Choose the setup type that best suits your needs

Complete
All program features will be installed, Requires the most disk space.
Recommended for most users.

Custom

Allows users to choose which program features will be installed and where
they will be installed. Recommended for advanced users.

Back Next Cancel

Figure 29. MongoDB Setup Type — Choose Complete
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Service Configuration

ﬁ MongoDB 5.0.4 2008R2Plus SSL (64 bit) Service Customization —

Specify optional settings to configure MongoDB as a service.

E Install MongoD as a Service

(®) Run service as Network Service user

() Run service as a local or domain user:

Account Domain: J

Account Name: JMUHgODB

Account Password: [

Service Name; [MongoDE

Data Directory: [E: \Program Files\MongoDB\Server5.0\data\|

Log Directory: [C: \Program Files\MongoDB\Server\5.0Yog\

[ <Back | MNext> | | cancel

Figure 30. MongoDB Setup — Service Configuration

ﬂ MongoDB Compass

Install MongoDB Compass

MongoDB Compass is the offidial graphical user interface for MongoDB.

By checking below this installer will automatically download and install the
latest version of MongoDB Compass on this machine. You can learn more
about MongoDB Compass here: https: //www.mongodb.com/products/comp...

[ 1nstall MongoDB Compass Back | Next

Cancel

Figure 31. MongoDB Setup - Install MongoDB Compass
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45 MongoDB 5.0.4 2008R2Plus SSL (64 bit) Setup - X

Ready to install MongoDB 5.0.4 2008R2Plus SSL (64 bit) -

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back | Install Cancel

Figure 32. MongoDB Setup — Start Installation

'# MongoDB 5.0.4 2008R2Plus SSL (64 bit) Setup - X

Installing MongoDB 5.0.4 2008R2Plus SSL (64 bit)

Please wait while the Setup Wizard installs MongoDB 5.0.4 2008R 2Plus SSL (64 bit).

Status: Updating component registration
P —

Back Next

Figure 33. MongoDB Setup - Installation in Progress
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Completed the MongoDB 5.0.4
2008R2Plus SSL (64 bit) Setup Wizard

Click the Finish button to exit the Setup Wizard.

Figure 34. MongoDB Setup - Installation Complete

Once the MongoDB installation is completed, Redis setup will be launched. Go through the

setup wizard to install Redis.

79 Redis on Windows Setup - X

Welcome to the Redis on Windows Setup

§ redis ™

The Setup Wizard will install Redis on Windows on your
computer. Click Next to continue or Cancel to exit the Setup
Wizard.

Back Next v Cancel

Figure 35. Redis Setup — Welcome Dialog
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9 Redis on Windows Setup - X

End-User License Agreement a

Please read the following license agreement carefully I"edls

Copyright © 2006-2015, Salvatore Sanfilippo ~
Modifications Copyright © Microsoft Open Technologies, Inc.

All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are

met:
v
[ ]1 accept the terms in the License Agreement
Print Back Next Cancel
Figure 36. Redis Setup — License Agreement
14 Redis on Windows Setup - X

Destination Folder
Click Mext to install to the default folder or click Change to choose another.

Install Redis on Windows to:

C:\Program Files\Redis\,

Change...

[ ] Add the Redis installation folder to the PATH environment variable.

Back ' Mext ' Cancel

Figure 37. Redis Setup — Destination Folder Configuration
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79 Redis on Windows Setup - X
Port Number and Firewall Exception a

Select whether to add an exception to the Windows Firewall for Redis. redis

Port to run Redis on:

6379

[v]Add an exception to the Windows Firewall.

Figure 38. Redis Setup — Port Number and Firewall Exception Configuration

75 Redis on Windows Setup - x
Memory Limit a
Select whether to use a memory limit or not. l"EdiS
[] set the Max Memary limit
Max Memory: (100 MB
Back . Mext . Cancel

Figure 39. Redis Setup — Memory Limit Configuration
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ﬁ Redis on Windows Setup - X

Ready to install Redis on Windows ‘
redis

Click Install to begin the installation. Click Back to review or change any of your installation
settings. Click Cancel to exit the wizard.

Back . Install ' Cancel

Figure 40. Redis Setup — Start Installation

73 Redis on Windows Setup - X

Installing Redis on Windows

Please wait while the Setup Wizard installs Redis on Windows.

Status: Starting services

Figure 41. Redis Setup - Installation in Progress
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7 Redis on Windows Setup - X

Completed the Redis on Windows Setup

e redis "
Click the Finish button to exit the Setup Wizard.

Figure 42. Redis Setup - Installation Complete

Once the installation is complete, the following dialog will be displayed. Click “Done” to

close the installer.

Integration Objects' Smart laT Highway - X

Integration Objects' Smart loT Highway has been successfully installed to:
C:\Program Files\Integration Objects\Integration Objects' Smart loT Highway

Press "Done" to quit the installer.

v
v
v
v
v
v
v
v
v
v
v
v
v
v
>

Cancel Previous

Figure 43. Installation Complete Dialog

customerservice@integrationobjects.com 39


mailto:customerservice@integrationobjects.com

infeqralion
1 O objects

Integration Objects’ Smart IoT Highway Installation Guide

(") Note: In the event of an interruption during the installation phase, navigate to the following
path: “C:\Program Files\Zero G Registry” and remove the “.com.zerog.registry” file, as
shown below. This interruption may happen if previous versions of SIOTH were installed on

the same machine.

»| This PC » Local Disk (C) » Program Files » Zero G Registry

Mame Date modified Type Size
23

& .com.zerog.registry 12113/, Microsoft Edge H... T R
s
ts

Figure 44. Recovery for Installation Interruption

After that, re-run the setup to proceed with the installation phase.

2. Post-Installation Verification

After installation, the SIOTH Windows services will start automatically. The installed services are

described below:

% Senices(locel) [[TE8Gavieec ogal)
Hyper-V Remote Desktop Name. - Description Status Startup Type Log On As
Virtualization Service i, Hyper-V Heartbeat Service Monitors the state of this virtual machine by reporting a heartbeat a.. Running  Manual (Trigger Start) Local System

1y per-\ Remote Desktop Virtualization Senice Provides a platform for communication betueen the virtual machin... Running  Manual (Trigger Starf) Local System
éﬁi;{;:i’;‘;; *, Hyper-V Time Synchronization Service Synchronizes the system time of this virtual machine with the syste.. Running  Manual (Trigger Start) Local Service
TRestar the sevice % Hyper-V Volume Shadow Copy Requestor Coordinates the communications that are required to use Volume S.. Running  Manual (Trigger Start) Local System
% IKE and AuthIP IPsec Keying Modules The IKEEXT service hosts the Internet Key Exchange (IKE) and Authe... Running  Automatic (Trigger Start) Local System
[ Einfiu0e InflucDB Windows Service, Running__ Automatic (Delayed Start) Local Systern_|
Ef::"d‘z‘;;"p“m'm for " Integration Objects' OPC UA Wrapper License Service Service for managing OPC UA Wrapper license validation Running  Automatic Local System
communication between the virtuzl - Integration Objects OPCNet Broker Server Tunneling Server for securely transferring OPC data through the net.. Running __ Automatic Local System
machine and the operating system [ . Integration Objects SIOTH Data Model Archiver Service SIOTH service of the data model archiver module. Running  Automatic (Delayed Start) Local System
running on the physical computer. | % ntegration Objects' SIOTH Data Model Service SIOTH service of the data model module. Autoratic (Delayed Start) Local System
{4, Integration Objects' SIOTH Data Synchronization Service,  The Integration Objects SIOTH Data Synchronization Service enable.. Disabled Local System
% Integration Objects' SIOTH Job Engine Service SIOTH service of the Job Engine module, Running  Automatic (Delayed Start) Local System
J Integration Objects' SIOTH MQTT Broker Service SIOTH MQTT Message Server for recehving, filering, and publishing... Running  Automatic (Delayed Start) Local System
% Integration Objects' SIOTH Node Manager Service SIOTH service managing local and remote install of SIOTH compon... Running  Automatic (Delayed Start) Local System
/. Integration Objects' SIOTH Redundancy Service Orchestrator for managing redundant SIOTH master node pairs. Disabled Local System
" Interactive Services Detection Enables user notification of user input for , whic... Manual Local System
 Intemet Connection Sharing (IC5) Provides network address translation, addressing, name resolution .. Disabled Local System
(i Intemet Explorer ETW Collector Service ETW Collector Service for Internet Explorer. When running, this seni. Manual Local System
4, IP Helper Provides tunnel connectivity using [Pv6 transition technologies (6to... Running  Automatic Local System
£ IPsec Policy Agent Intemet Protocol security (IPsec) supports network-level peerauthe... Running  Manual (Trigger Star) Network Service
" KDC Proxy Server service (KPS) KDC Proxy Server service runs on edge servers to proxy Kerberos pro.. Manual Network Service
(4 KtmRm for Distributed Transaction Coordinator Coordinates transactions between the Distributed Transaction Coor.. Manual (Trigger Start) Network Service
 Link-Layer Topology Discovery Mapper Creates a Network Map, consisting of PC and device topology (con. Manual Local Service
% Local Session Manager Core Windows Service that manages local user sessions, Stopping 0. Running  Automatic Local System
(% Message Queuing Provides a messaging infrastructure and development tool for creat.. Running  Automatic Network Service
%4 Microsoft iSCSI Initiator Service Manages Internet SCSI (iSCSI) sessions from this computer to remot. Manual Local System
i Micresoft Software Shadow Copy Provider Meanages software-based volume shadow copies taken by the Volu Menual Local System
: Microsoft Storage Spaces SMP. Host service for the Microsoft Storage Spaces provide. Menual Network Service
MongaDB Server (MongoDB) MongoDB Database Server (MongeDE) Running  Automatic Network Service
ozlla Mantenance Service © Mozl Maitenance Service ensures that you have the [otest . Wanual Tocal System
 Multimedia Class Scheduler Enables rel of work based on sy de task pri.. Manual Local System

Figure 45. SIOTH Services

The installed services are configured to start up automatically and are running with the Local System

account by default, except for the MongoDB service that runs with the Network Service account.
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The table below outlines the installed services:

Name Description

IO SIOTH Node Manager SIOTH service managing local and remote installation of
Service SIOTH components.
IO SIOTH Job Engine _ )
_ SIOTH service of the Job Engine module.
Service
IO SIOTH Data Model _
_ SIOTH service of the Data Model module.
Service
IO SIOTH Data Model _ )
_ SIOTH service of the Data Model Archiver module.
Archiver
IO SIOTH Redundancy SIOTH service for managing redundant SIOTH master node
Service pairs.
InfluxDB InfluxDB service.
MongoDB MongoDB database server service.

Table 2. Services Description

SIOTH websites and APIs will also be created in 1IS and run automatically using the Local System

account.
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&5 Internet Information Services (IIS) Manager

M [j_‘]» » Sites »

2 |
v ei |
J Application Pools
v @ Sites
> @) Default Web Site
5 @ SIOTH_Adminldentity
> & SIOTH_BufferRestAP
5 &9 SIOTH_Clientldentity
> @ SIOTH_Configuration
5> € SIOTH_DatabasesRestAPI
> & SIOTH_DataFlowManagement
> € SIOTH_DataModel
> o SIOTH_EmailNotificationRestAP|
> &P SIOTH_EnvironmentBackupAPI
> € SIOTH_ExplorerRestAPI
> & SIOTH_FrontEnd
> P SIOTH_LicenseRestAP|
> € SIOTH_OcelotRestAPI
> €9 SIOTH_OPCUADataRestAPI(AE)
> & SIOTH_OPCUADataRestAPI(DA)
> @ SIOTH_Serverldentity
> & SIOTH_Tracker
> & SIOTH_UHMI_Designer_BackEnd
> o SIOTH_UHMI_Designer_FrontEnd
5 &9 SIOTH_UHMI_Runtime_BackEnd
> & SIOTH_UHMI_Runtime_FrontEnd

Figure 46. SIOTH Web APIs
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(1) Note:

The list of the SIOTH Web APIs created in the 1IS might vary according to the setup type
and selected features.

3. Uninstallation Process
Proceed as follows to uninstall SIOTH from your machine:
1. Gotothe Control Panel and select Uninstall a Program.under Programs.
2. Right-click on Integration Objects’ Smart IoT Highway and choose Uninstall.

Organize *  Uninstall/Change = v 0
Name Publisher Installed On  Size Version
15 Integration Objects’ Smart loT Highway Intearation Obiects 7/17/2023 598GB 2200
Uninstall/Change

Figure 47. Uninstall SIOTH

3. Select the Uninstall Product Option, then click Next.

E Configure Integration Objects’ Smart loT Highway - X

Select one of the following options:

© Add Features
O * Add features to the installed preduct

0 ?g Remove Features
M=l Remove features from the installed product

0 Repair Product
a Repair the installed preduct

1. Uninstall Product
_— Uninstall the product

Previous [t

Figure 48. Uninstall Dialog
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4. Confirm the uninstallation of all installed features by clicking Next.

Configure Integration Objects’ Smart loT Highway

About to uninstall...

Integration Objects’ Smart loT Highway

InstallAnywhere will remove the features that were installed during product installation

Previous

Figure 49. Uninstall Confirmation Message

5. Select whether to uninstall the MongoDB, InfluxDB and RedisDB or not, then click
Uninstall to continue.

H Configure Integration Objects' Smart loT Highway

Check if you want to uninstall MongoDB:
[ MongeDB

Check if you want to uninstall InfluxDB:
] InfluxDB

Check if you want to uninstall RedisDB:
[CJ RedisDB

Cancel Previous

Figure 50. Uninstall Prerequisites Selection Dialog
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6. Then, you will be prompted to confirm if the MongoDB and InfluxDB data should be deleted
during the uninstallation. Click Yes to confirm the deletion of MongoDB and InfluxDB data
or No to keep them.

Data Cleaning x

| b MongoDB and InfluxDB Data Cleaning

Do you want to clean MongaDB and InfluxDB data®?

Figure 51. MongoDB and InfluxDB Data Cleaning

7. The uninstall process will then begin and progress will be displayed:

Configure Integration Objects’ Smart loT Highway - bas

Please wait while InstallAnywhere's uninstaller removes the following features .

Perform actions
Files
LaunchAnywheres
ShorteutsiLinks/Aliases
Registry Enfries
Folders

Others Category

Uninstalling...
[ ]

Cancel

Figure 52. Uninstall Progress
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8. Once the uninstallation is complete, a dialog will appear summarizing the uninstallation
status. Choose Yes, restart my system and click Done to finish.

Configure Integration Objects’ Smart loT Highway o= X

The following items could not be removed

Unable to remove directory: C:\Program F Objects' Smart IoT Highway\Logs

® Yes, restart my system

) No, | will restart my system myself

Cancel Previous m

Figure 53. Completed Uninstallation

(") Note:
It is recommended to restart the system after SIOTH uninstallation for all files clean-up

and Windows services deletion.

4. Repair Process

Proceed as follows to repair the SIOTH installation on your machine:

1. Go to the folder where SIOTH is installed and run the program “Change Integration

Objects' Smart loT Highway Installation” as an administrator, as illustrated below:
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2. A pop-up window will appear. Select “Repair Product” and click on the “Next” button.

o Quick access
@ OneDrive
@ OneDrive

[ This PC
Z 30 Objects
I Desktop
5| Documents
& Downloads
b Music
&= Pictures
B videos
2. Loeal Disk (C:)
o Local Disk (D¢)

g Metwerk

\Pragram Files\Integratio

n Objects\Integration Objects' Srmart ¢

Date modified

Mame Type Size
7| nstallvanables PROPERTIES File
W0 comzerog registey Microsoft Edge H...
5 Setup lcon
] InstaliSeriptiap_xml 1AP_iML File
i WinRAR aichos

“i& Change Integration Objects’ Smart loT Highway Installation

Application

) IO SITTaTC T TGy

| | Nicense

Sio
SIOTH Identity
Job Engine
Logs
ConnectorsHub
Node Manager
ConfigurationFiles
InstData
resource
APis
UHMI
Connectors
License
SIOTH Services
SI0TH Configuration
Campanents
DatabMedel
Documentation

jre

Text Docurnent
leen

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder

Figure 54. Installation Folder

Configure Integration Objects’ Smart loT Highway

Select one of the following options:

*o Add Features
Add features to the instaled product

o a Repair Product

Repar the instaled product

Uninstall Product
O L Uninstal the product

Figure 55. Repair Product
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3. Click on the “Install” button

Integration Objects' Smart IoT Highway = X

InstallAnywhere will guide you through repairing the Integration Objects' Smart loT Highway
installation.

It is strongly recommended that you quit all programs before continuing.

Click the ‘Next’ button to proceed to the next screen. If you want to change something on a
previous screen, click the Previous’ button.

You may cancel this installation at any time by clicking the ‘Cancel’ button

Figure 56. Repair Installation

LT

This action may require the user to “repair”,
RedisDB, and InfluxDB.

change” or “remove” the setup for MongoDB,

Integration Objects’ Smart loT Highway - X

Extracting duplicates...

Figure 57. Repair In Progress
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4. Once the repair process is complete, a confirmation dialog will appear. Click

“Done” to close the installer.

Integration Objects’ Smart loT Highway = X

Integration Objects’ Smart loT Highway has been successfully installed to:

C:\Program Fileslintegration Objects\l ion Objects’ Smart loT Highway

Press “Done” to quit the installer.

Figure 58. Repair Complete Dialog

5. Add Features Process

Proceed as follows to add a new feature into the SIOTH installation:

1. Go to the folder where SIOTH is installed and run the program “Change Integration

Objects' Smart loT Highway Installation” as an administrator, as illustrated below:
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Ll v C:\Program Files\Integration Objects\Integration Objects' Srnart loT Highway
Mame Date modified Type Size
o Quick access
T instalivariables PROPERTIES File
@& OneDrive W0 comzerog registey Microseft Edge H...
@ OneDrive -ﬁ Setup fcen
| InstallScriptiap_xml
[ This PC i & i
Z 30 Objects “i& Change Integration Objects’ Smart loT Highway Installation /2172 Application I
B Desktop emnge e e L L TR A
Al Documents | license 1/ Text Docurnent 13KB
& Downlosds Sio . lcon 125 KB
SIOTH Identity 8 File folder
b Music Job Engine Y File folder
&= Pictures Logs 8 File folder
& Videos ConnectorsHub ] File folder
2. Loeal Disk (C:) MNode Manager File folder
= Local Disk () ConfigurationFiles g File folder
InstData ! File folder
b Network resource 8 File folder
APle & File folder
UHMI ! File folder
Connectors & File folder
License & File folder
SIOTH Services E! File folder
SI0TH Configuration ! File folder
Companents /2 File folder
DatabMedel ! File folder
Documentation 8 File folder
e 82 File folder

Figure 59. Installation Folder

2. To add a feature to the installed product, click “Add Features” as shown below:

Configure Integration Objects’ Smart loT Highway - X

Select one of the following options:

® 4© Add Features
Add features 1o the nstaliad product

@) "p Remove Features
Ml Remove features from the installed product

Repar the instalied product

e} a Repair Product

Uninstall Product
*) L Uninstall the product

Figure 60. Add Feature 1
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3. Then, click on the “Next” button.

= Integration Objects' Smart loT Highway - ®

InstallAnywhere will guide you through adding features to Integration Objects” Smart loT Highway.

It is strongly recommended that you quit all programs before continuing.

Click the ‘Next' button to proceed to the next screen. If you want to change something on a
previous screen, click the Previous' button.

You may cancel this installation at any time by clicking the ‘Cancel button

Figure 61. Add Feature 2

4. Select the desired features you want to instal, then click the “Install” button.

Integration Objects' Smart loT Highway = X

Install Set Custom

B [= ALL
2= Connectors
- = Protocols
OPCUA
OPC
~[A0PC 32-bit
MMaTT
[ABACnet

-~ [DNP3
[ZREST Client
AAMQP-091

Description
<Enter Product Feature descniption here -- do not forget to assign this Feature to desired Install
Sets>

Figure 62. Features List
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Integration Objects’ Smart loT Highway - X

Extracting duplicates...

Figure 63. Features Installation in Progress

5. Once the installation is complete, the following dialog will be prompted to confirm that the

add features process is done successfully.
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E Integration Objects' Smart loT Highway - X

Integration Objects’ Smart loT Highway has been successfully installed to:
C:\Program Files\Integration Objects\Integration Objects’ Smart loT Highway

Press "Done” to quit the installer.

Previous Done

Figure 64. Features Installation Complete Dialog

6. Remove Features Process

Proceed as follows to remove an installed feature from the SIOTH installation:

1. Go to the folder where SIOTH is installed and run the program “Change
Integration Objects' Smart loT Highway Installation” as an administrator, as illustrated
below:
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# Quick access
& OneDrive
@ OneDrive
[ This PC
2 30 Objects
B Deskiop
| Documents
¥ Downloads
B Music
=) Pictures

B videos

b Metwork

2 Loeal Disk (C:)
== Local Disk (D:)

C:\Program Files\Integration Objects\Integration Objects' Smart loT Highway

Marme

) installvariables
e COM.ZErog.regitry
T Setup

] InstallScrpt.iap_xmi

Date modified

Type

PROPERTIES File

Microsoft Edge H...

leon

Size

| | Heenze

Sio
SIOTH Identity
Job Engine
Logs
ConnectorsHub
HNode Manager
ConfigurationFiles
InstData
resource
APls
UHMI
Connectors
License
SIOTH Services
SI0TH Configuration
Companents
DataMedel
Documentation

jre

‘I8 Change Integration Objects’ Smart loT Highway Installation

Application

o oga ops @

m g g

o g oo

N EEEE

Text Docurnent
leon

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File felder
File folder
File folder

Figure 65. Installation Folder

2. To remove a feature from the installed product, click on “Remove Features” as illustrated

below:

= Configure Integration Objects’ Smart loT Highway

Select one of the following options:

Add Features

[+]
“" Add features to the installed product

Remove Features
®
e

Remove features from the installed product

o Repair Product
ﬁ Repair the installed product

O 1 Uninstall Product

—_— Uningtall the product

Figure 66. Remove Features 1

Previous
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2. Then, click “Next”.

E Configure Integration Objects’ Smart loT Highway - *

InstallAnywhere will guide you through removing features from Integration Objects’ Smart loT
Highway.

It is strongly recommended that you quit all pregrams before continuing.

Click the 'Mext' butten to proceed to the next screen. If you want to change something on a
previous screen, click the 'Previcus’ button.

You may cancel this installation at any time by clicking the ‘Cancel’ button.

Figure 67. Remove Features 2

3. Select the features you want to remove from the installation.

E Configure Integration Objects’ Smart loT Highway — *

Check features that you want to uninstall.

= [=]ALL
- [=]Connectars
=8 [=]Brokers
- [JOPCUASERVER
MQTTBroker
‘[JAzure Event Hub
[-]Data Stores
[=]Metwark Watchers

[=]Protocols
- [#]Job Engine
- []Data Madel
Description
This feature installs the Unified HMI.

Figure 68. Features to be Removed
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Then click on the “Uninstall” button to begin the uninstall process.

Cenfigure Integration Objects' Smart loT Highway - X

Flease wait while InstallAnywhere's uninstaller remaoves the following features. ..

Perform actions
Files
LaunchAnywheres
Shortcuts/Links/Aliases
Registry Entries
Folders

Others Category

Cancel

Figure 69. Uninstalling in Progress

4. The features uninstallation will be completed after restart of the system.
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i Configure Integration Objects' Smart loT Highway - >

The following items could not be removed:

Unable to remove directory: C:\Program Files\Integration O bjects\integration Objects’ Smart IoT Highway\aPls

You should restart the system to complete the uninstallation.

@ Yes, restart my system

(O No, | will restart my system myself

Figure 70. Restart System

(1) Note:

It is recommended to restart the system after removing features from SIOTH installer.

customerservice@integrationobjects.com 57


mailto:customerservice@integrationobjects.com

10 feggter

Integration Objects’ Smart IoT Highway Installation Guide

APPENDIX 1: SQL PREREQUISITES

1. SQL Server Configuration

Installation Microsoft SQL Server is required if it is selected as a database during installation.

Refer to the compatibility section for a list of supported SQL Server versions.

Ensure that the SQL Server network options are properly configured, and the user account

has adequate privileges to connect to the SQL Server. The next sections explain the required

privileges for Windows Authentication and SQL Authentication.

2. SQL User Privileges for Windows Authentication

For installations using the Windows Authentication for SQL Server, the following privileges
need to be added to the “NT AUTHORITY\SYSTEM?” service account before running the

SIOTH setup:
e dbcreator

Object Explorer
Connect~ ¥ *¥ ¢ M
= SIOTH-TRIAL-TES\SQLEXPRESS (SQL Server 15.0.1200 - SIOTH-TR
7 Databases
-] Security
= Logins

o #2MS_PolicyEventProcessingLogin®#

M #2#MS_PolicyTsqlExecutionLogin®#

+ BUILTIN\Users

:

NT Service\MSSQLSSQLEXPRESS

NT SERVICE\SQLTELEMETRYSSQLEXPRESS
NT SERVICE\SQLWriter

NT SERVICE\Winmgmt

Ee Ee Eo Eo Eo Ko
w
o

SIOTH-TRIAL-TES\Administrator
® Server Roles
Credentials

+

Figure 71. NT AUTHORITY\SYSTEM Account
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B Login Properties - NT AUTHORITY\SYSTEM . ] X
eIt page T Scipt v @ Heb
K General
*
# User Mapping Server role is used to grant server-wide security privileges to a user.
& Securables
& Status
Server roles:
[] bulkadmin
] dbereator
[ ] diskadmin
[ ] processadmin
] public
[] securityadmin
[] serveradmin
] setupadmin
[] sysadmin

Figure 72. Server Roles Configuration for the NT AUTHORITY\SYSTEM Account

3. SQL User Privileges for Specific User Authentication

For SIOTH installations using authentication for a specific user in SQL Server, the following
privileges need to be configured for the related SQL user account after its creation and before
running the SIOTH setup:

e Dbcreator

E M Security
= Logins

M« $EMS_PolicyEventProcessingLogin##
o« £EMS_PolicyTsqlExecutionLogin®®
+5 BUILTIN\Users

NT AUTHORITY\SYSTEM

NT Service\MSSQLSSQLEXPRESS

NT SERVICE\SQLTELEMETRYSSQLEXPRESS

NT SERVICE\SQLWriter

NT SERVICE\Winmgmt

sa

SIOTH-TRIAL-TES\Administrator

SIOTH_User

Figure 73. SQL Server Specific User
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B Login Properties - SIOTH_User - O X
Select a page
v Hi

% G T Scipt v @ Hep
K Server Roles
K User Mapping Login name: Search
F Securables :
K Status :

Password: {loo.ncooocooooo I

Confim d [ |

[ Specify old password

[] Enforce password polcy

] Map to Credential

Server: Mapped Credentials Credential Provider
SIOTH-TRIAL-TES\SQLEXPRES!
Connection:
SIOTH-TRIAL-TES\Administrator
v¥ Miew connection properties
Progress Remove
Beady Defaut database: master v
Defautt language: English - us_english v

ok ][ cance

Figure 74. SQL Server Specific User Login Properties

B Login Properties - SIOTH_User - O X
Selecta page A
K General L7 Scrnt @ Heb
» '
F User Mapping Server role is used to grant server-wide security privileges to a user.
# Securables
& Status
Server roles:
[ bulkadmin
[] dbcreator
[] diskadmin
[] processadmin
[~ public
[[] securityadmin
[] serveradmin
[] setupadmin
[] sysadmin

Figure 75. SQL Server Specific User Server Roles
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4. SQL Server Network Configuration

To establish a connection between SIOTH and the SQL Server database, configure the
following parameters in the SQL Server Configuration Manager:
1. Enable all protocols under the SQL Server Network Configuration.

& Sql Server Configuration Manager
File Action View Help

rTNEIEIEEN
“@ SQL Server Configuration Manager (Local) Protocol Name Status
B SQL Server Services . . . ¥ Shared Memory  Enabled
_E_ SQL Server Network Configuration (32bit) o X
; '8 500 Native GRait 110 Configueation (21 [|.3 redFipss  Eabled
2 : ¥=TCP/IP Enabled

v _E_ SQL Server Network Configuration
&= Protocols for SQLEXPRESS
» & SQL Native Client 11.0 Configuration

Figure 76.SQL Server Network Configuration

2. Set the correct TCP/IP port for connections. Open the TCP/IP protocol properties,
navigate to IPAIl under IP Addresses and set the TCP Port to 1433.

TCP/IP Properties ? 5

Protocol  IP Addresses
Enabled No ~
IP Address fe80:3¢5¢:297 c:dB41:28e3%9
TCP Dynamic Ports 0
TCP Part

2 1ps
Active Yes
Enabled No
IP Address
TCP Dynamic Ports 0
TCP Port

3 po
Active Yes
Enabled No
IF Address fed0:BcT1:2aad Bdecdeff% 19
TCP Dynamic Ports 0
TCP Port

(SR
TCP Dynamic Ports 50003
TCP Port 1433 w

Active

Indicates whether the selected IP Address is active.

Figure 77. SQL Server TCP/IP Port Configuration
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For additional information on this guide, questions, or problems to report, please contact:

Offices
- Americas: +1 713 609 9208
- Europe-Africa-Middle East: +216 71 195 360

Email
e Support Services:_customerservice@integrationobjects.com
e Sales: sales@integrationobjects.com

To find out how you can benefit from other Integration Objects’ products and services, please visit
our website:
Online
¢ www.integrationobjects.com
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