Integration Objects’

Seamless & Secure IT-OT-loT Integration

Smart loT Highway
UHMI SCADA
Version 2.4.2

INSTALLATION
MANUAL



&

D) 2 [
™ infegralion
-lk objecis

Smart IoT Highway UHMI SCADA Installation Manual

Integration Objects’ Smart IoT Highway UHMI SCADA Installation Manual version 2.4.2 Rev 1
Published November 2025.

Copyright © 2018 - 2025 Integration Objects. All rights reserved.

No part of this document may be reproduced, stored in a retrieval system, translated, or
transmitted, in any form or by any means, electronic, mechanical, photocopying, recording, or
otherwise, without the prior written permission of Integration Objects.

Windows®, Windows NT® and .NET are registered trademarks of Microsoft Corporation.

SIOTH® UHMI SCADA is a registered trademark of Integration Objects.

customerservice@integrationobjects.com 1



iC

&

infegratlion
objecis

Smart IoT Highway UHMI SCADA Installation Manual
TABLE OF CONTENTS

PREFACE 7
OVERVIEW .........ccccueeuecveccnnenn. 9
GETTING STARTED 10
1o COMPATIDIITY ettt st 10

2. Minimum Hardware SPeCifiCatiONS ... sisssisssse s ssssssss s ssssssssssssanes 11
3. UHMI SCADA Installation Prer@qUISIES ... sssssssssssssssssssssssssssnnes 11
B 1e WWOD BIOWSEN oot sisss s sisss s sasssssssisssisssas 77
3.2, WINAOWS FEATUIES ACHIVATION ... sssisssasssans 77
321, ONlINE ACHIVATION .ottt 11
322, OFfliN@ ACHIVALION oottt 15
330 ANEE HOSTINIG oottt sssssssss s s ssssasssssassnssanssns 18
34 SQL SEIVEL = OPUONG .coeeeeeeeeersrerssrsriririsrissississsssssssssssssssssssssssssssssssssssssssssssssssssssssassassans 18
INSTALLING UHMI SCADA 19
1. INSTAIIATION PrOCESS ...t 19
2. Post-Installation VerifiCatioN....... et sssse e sssse e ssss e ssseseen 27
3. UNINSTAllAtioN PrOCESS ...ttt s 29
4. REPAIN PIOCESS ...ttt e ses s 32
5. Add FEATUIES PrOCESS ......oiiuiicieeieineieeise ittt st s 35
6.  REMOVE FEATUIES PrOCESS ...ttt ss s sssnans 39
APPENDIX 1: SQL SSERVER PREREQUISITES 44
1. SQL SErver CONfIGUIAtION. ..ottt sttt ss s s st st ssss s snsnses 44
2. SQL User Privileges for Windows AUthentiCation............occcceceneeeneceneeeieceinseesessesecenones 44
3. SQL User Privileges for Specific User AUthentiCation.........co.oecoevrrecnrenrirereresseeneesieesssesssiesins 46
4. SQL Server Network ConfigUIation ... ss e ssssssse e 48

customerservice@integrationobjects.com 2



&

D) 2 [
™ infegralion
-lk objecis

Smart IoT Highway UHMI SCADA Installation Manual

TABLE OF FIGURES

FIQUre T: UHMI SCADA OVEIVIEW......cvuririereiiireieeseeessisessesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssessns 9
Figure 2: Server Roles Activation on WIindOWs SEIVEr (1/3) ... sssesssessssssssssssans 12
Figure 3: Server Roles Activation on WIiNdOWS SEIVer (2/3) ......ueiseeereeneeseiseinesisesssesssesesssesssesans 12
Figure 4: Role Services Activation on WINdOWS SEIVET (3/3) ... sssessssssessssssesens 13
Figure 5: .NET Features Activation on WindOws ClENt.........c.oiinineneenereeseieeie e sseessesssesesenene 14
Figure 6: IIS Features Activation on WIiNAOWS ClIENt ..o essssesssens 15
Figure 7: Confirmation Activation 0N WINAOWS SEIVET ... ssssessessssssssesssse e 16
Figure 8: Alternate Source Path for Offline INStallation ... 16
Figure 9: Offline ACtivation SUCCEEARM..........ooiuiee e 17
Figure 10: MouNt the INSTAllation ...ttt 17
Figure 11: WINAOWS FEAUIES SCIIPT ...ttt e s es s 18
Figure 12: NET features ACtivation OFfliNe ...t 18
Figure 13: WElCOME DIAlOG ...ttt 19
Figure 14: License AGreement Dialog. ... sessssss s ssssssssssssssssssssssssssssssssssssssssssssens 20
Figure 15: User and Company Information Dialog..........cuciiineeneieneise i ssssesssesssssssssssse s 21
Figure 16: Selecting Install Destination FOIder Dialog ... sssssssesens 22
Figure 17: Prerequisites CoNfiguration Dialog .........cocuueiineeneiineiseeieeise s sses s s ssss s ssss s 23
Figure 18: User ACCOUNT CredNtialS........covvreieeieeirrieieeie st ssssse st s s s s ssssssssssssssssens 24
Figure 19: UHMI Default Database..........occvceeriecieeieciiseeisessisessssessissssssessesssssssessssssssssessssssssssesssnssesenes 25
Figure 20: Pre-Installation SUMMary Dialog ... ssssssssssssssssssssssssens 25
Figure 21: Installation Progress DIialOg ..........ceicrneieeneeieeeresisceesesissesesessssesssesssssesesssesssesssesssnessnes 26
Figure 22: Installation Complete DIalog ... ssssesisesssessesesssessesesssessssesssesssnessnes 27
Figure 23. Recovery for Installation INterrUPLION ...t sesesens 27
FIGUIE 24: UHMI SCADA SEIVICES.....couieeeeeeereeeseieeise e sasessss s ssse s esss s s sssesss s s sasessssssesssesans 28

customerservice@integrationobjects.com 3



D) 2 [
= infeqration
Ul -

Figure 25:
Figure 26:
Figure 27:
Figure 28:
Figure 29:
Figure 30:
Figure 31:
Figure 32:
Figure 33:
Figure 34:
Figure 35:
Figure 36:
Figure 37:
Figure 38:
Figure 39:
Figure 40:
Figure 41:
Figure 42:
Figure 43:
Figure 44:
Figure 45:
Figure 46:
Figure 47:
Figure 48:
Figure 49:
Figure 50:
Figure 51:

object: Smart ToT Highway UHMI SCADA Installation Manual
UHMI SCADA WED APIS......oo ittt sesessssesesessssesssesssse e sssse s sssss s s ssnesssesssesssesssnens 28
UNINStall UHMI SCADA ...ttt sss e s 29
UNINSTAI DIGIOG .. ettt ss s baes 29
Uninstall Confirmation MESSAQE ...t ssssssssssss st s sssssssssanes 30
Uninstall Prerequisites Selection Dialog ... sesesssisesse s sesesssssnnes 30
INFIUX DB Data ClEANING ......oevueeeriereieeeeeeesiesies sttt ssssssss s st st ssss s ssssssssssssssssssnssnsans 31
UNINSTAI PrOGIESS ...ttt sss s baes 31
Completed UNINSTAHAtioN ...ttt sss s s sssnsns 32
INSTAIIATION FOIAN ..ottt bbb 33
REPAIT PrOTUCT ...ttt sttt snes 33
REPAITN INSTAIIATION <ottt ss b ss s baes 34
REPAIT IN PrOGIESS ...ttt s s 34
Repair COMPIELE DIAlOG ...t ss st ss s ss s sssesssssanes 35
INSEAIIATION FOIAET ..ot 36
A FEATUE T ottt bbb bbb 36
AAA FEATUIE 2 ...ttt bbb 37
FRATUIES LISt ..o ettt bbbt 38
Features INStallation iN Progress ...t ssse s sssess s s sssssnnes 38
Features Installation COmMPlete Dialog ... sssssssssssssse s sssssssssanes 39
INSEAIIATION FOIAET ..ot 40
REMOVE FEATUIES T ...ttt sae s et 40
REMOVE FEATUIES 2 ...ttt sis et stbesaessesinees 41
FEatures t0 D REMOVEM ...ttt 41
UNINSTAIIING IN PrOGIESS .....ouieeeecreieiee ettt sssss st s ssss st sssssssssssssssssssssssanes 42
RESTAIT SYSTEIM ...ttt st 43
NT AUTHORITY\SYSTEM ACCOUNT ...ttt ssssessse s s s s s s s ssnas 45
Server Roles Configuration for the NT AUTHORITY\SYSTEM AcCOUNt.......cocccmmevrmeceencrienecns 45
SQL SEIVEI SPECITIC USEI ..ot ssss sttt ssss s st ssssssssssssssnses 46

Figure 52:

customerservice@integrationobjects.com 4



1 () infegration

objecis Smart ToT Highway UHMI SCADA Installation Manual
Figure 53: SQL Server Specific User LOGin PrOPEITIES ........occceereneeeneeiireeeiseeeeseessseeesssesssseessssessssessssssesenes 47
Figure 54: SQL Server Specific USEr SEIVEr ROIES..........covrinrinrieesssssississississsissssssssssssssssssssssssssssssssssssens 47
Figure 55: SQL Server Network CoONfiQUIAtioN ... sssseesssessssessssesssesssssssssnes 48
Figure 56. SQL Server TCP/IP Port CONfIQUIAtioN ...t ssss s ssssssesssssssens 49

customerservice@integrationobjects.com 5



1 Q infegralion

o'~'5'Je'3 S Smart IoT Highway UHMI SCADA Installation Manual

LIST OF TABLES

Table 1: Minimum Specifications Recommended for UHMI SCADA ...........coorrmrrnrrnennsnsiesiesesssenenens 11

Table 2: SErVICES DESCIIPLION ...ttt st bbb 28

customerservice@integrationobjects.com 6


mailto:customerservice@integrationobjects.com

1 Q infegralion

o'~'5'Je'3 S Smart IoT Highway UHMI SCADA Installation Manual

PREFACE

About This Installation Guide

This document lists the pre-installation requirements and provides step-by-step instructions for

installing Integration Objects’ UHMI SCADA .

Target Audience

This document is intended for Integration Objects' UHMI SCADA users responsible for installing

the UHMI SCADA . It assumes knowledge about Windows operating system and its configuration.

Document Conventions

Convention Description

Bold Bolded text indicates user interface elements,
o
such as buttons, menu items, and dialog names.

(!) Note
Information to be noted

customerservice@integrationobjects.com 7
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OVERVIEW

The UHMI SCADA (Supervisory Control and Data Acquisition) software is a web-based solution
designed to provide comprehensive monitoring and control of industrial processes through a user-
friendly web interface. This installation guide will walk you through the steps necessary to
successfully install and configure the UHMI SCADA software on your system. The guide is structured
to ensure a smooth installation process, minimizing potential issues and ensuring optimal

performance.

The UHMI SCADA operates on robust functional architecture, as illustrated in Figure 1.

ADO . NET HTTPS OPC UA ES AMQP Azure Event Hub MQTT

g™ ering

is

Modbus DNP OPC C 60870-5-10¢ Profinet HartIP ACne 57 Allen Bradely SNMP

Communication & Cyber Security Backbone

Databases &  p~pms s NoSQL/
Hie CMMS / ERP Flat Files

Figure 1: UHMI SCADA Overview
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GETTING STARTED

1. Compatibility
For Windows based systems, Integration Objects’ UHMI SCADA supports the following:
e Operating Systems
o Windows 111IoT
o Windows 11
o Windows 10
o Windows Server 2022
o Windows Server 2019
o Windows Server 2016
o Windows Server 2012 Standard

e Web Browsers
o Chrome in its latest version
o Firefox in its latest version

o Edgeinits latest version

e Microsoft SQL Server (Express, Standard and Enterprise Editions)
o SQL Server 2022
o SQL Server 2019
o SQL Server 2017
o SQL Server 2016
o SQL Server 2014

customerservice@integrationobjects.com 1C
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2. Minimum Hardware Specifications

The table below outlines the minimum hardware specifications recommended for UHMI SCADA :

Hardware Component Minimum Specification

Processor 8 cores

RAM 16 GB

Disk Space 10 GB dedicated to UHMI SCADA installation, (SSD Recommended)

Table 1: Minimum Specifications Recommended for UHMI SCADA

3. UHMI SCADA Installation Prerequisites

The following minimum prerequisites need to be met before installing Integration Objects’ Smart IoT

UHMI SCADA

3.1. Web Browser

Make sure that a web browser is installed. Refer to the compatibility section for the list of supported

web browsers.

3.2. Windows Features Activation

3.2.1. Online Activation

Open the Control Panel and click on “Turn windows features on or off".

3.2.1.1. For Windows Server OS

Activate the following features as illustrated in the screens below:

customerservice@integrationobjects.com 11
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Fﬁ Add Roles and Features W

Before You Begin

Installation Typs
Server Selection
Features
Web Server Role {

Role Services

Confirmation

Select server roles

Select one or more roles to install on the selected server.
Roles

|| Active Directory Certificate Services £

[] Active Directory Domain Services

[] Active Directory Federation Services

[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[] Device Health Attestation

[] DHCP Server

[] DNS Server

[] Fax Server

[m] Filz and Storage Services (1 of 12 installed)
[] Host Guardian Service

[ Hyper-v

[] Network Policy and Access Services

[] Print and Dacument Services

[ Remaote Access

[] Remote Desktop Services

[ Valume Activation Services

leb Server (I15)

[] Windows Deployment Services

[] Windows Server Update Services

< Previous Install

DESTINATIOM SERVER
VM-FEB-20250211

Description

Web Server (lIS) provides a reliable,
manageable, and scalable Web
application infrastructure.

Figure 2: Server Roles Activation on Windows Server (1/3)

Fﬁ Add Roles and Features Wizard

Select features

Before You Begin

Installation Type

Server Selection

Server Roles

Web Server Role (IIS)
Role Services

Confirmation

Select one or more features to install on the selected server.

Features

4 v

.NET Framework 3.5 Features
MET Framework 3.5 (includes \NET 2.0 and 3.0}
HTTP Activation
Mon-HTTP Activation
4 [M] NET Framework 4.8 Features (2 of 7 installed)
+f| .NET Framework 4.8 (Installed)
ASP.MET 4.5
4@
HTTP Activation
Message Queuing (MSMQ) Activation
Named Pipe Activation
TCP Activation
+| TCP Port Sharing (Installed)
O Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[ BitLocker Network Unlock
[] BranchCache
[ Client for NFS
71 Containers

DESTIMATION SERVER
VM-FEB-20250211

Description

Windows Communication
Foundation (WCF) Activation uses
Windows Process Activation Service
to invoke applications remotely over
the network by using protocols such
as HTTP, Message Queuing, TCP,
and named pipes. Consequently,
applications can start and stop
dynamically in response to incoming
work items, resulting in application
hosting that is more robust,
manageable, and efficient.

ous Mext » Install Cancel

Figure 3: Server Roles Activation on Windows Server (2/3)

customerservice@integrationobjects.com
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(!) Note

Fﬁ Add Roles and Features Wizard

Select role services

Before You Begin Select the role services to install for Web Server (IS)

Installation Type Role services

4 Web Server
2
[#] Default Document
Directory Browsing
TTP Errors
Static Content
HTTP Redirection
Confirmation [ WebDav Publishing
I [ Health and Diagnostics
I [] Performance
4 Security
Request Filtering
[] Basic Authentication
[] Centralized SSL Certificate Support
[ Client Certificate Mapping Authentication
[] Digest Authentication
[ 1S Client Certificate Mapping Authentication
[] IP and Domain Restrictions
[[] URL Authorization
Windows Authentication
4 Application Development
NET Extensibility 3.5
NET Extensibility 4.8
pplication Initialization
ASP
ASP.NET 3.5
ASPNET 4.8
[ cal
ISAPI Extensions
ISAPI Filters
Server Side Includes
‘WebSacket Protocol
I [] FTP Server
a Management Toals
lIS Management Conscle
I [] IS 6 Management Compatibility
[ 1IS Management Scripts and Tools
(] Management Service

Figure 4: Role Services Activation on Windows Server (3/3)

For Windows Server 2012 and Windows Server 2016 operating systems, it is necessary to download and install

“.NET Framework 4.8” using a separate installer.

customerservice@integrationobjects.com
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3.2.1.2. For Windows Client OS

ndows Features — O

Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its check box.
A filled box means that only part of the feature is turned on.

[=] MET Framework 3.5 (includes .NET 2.0 and 3.0) A
Windows Communication Foundation HTTP Activation
Windows Communication Foundation Non-HTTP Activation
=] MET Framework 4.8 Advanced Services
ASP.NET 4.8
= WCF Services
HTTP Activation
Message Queuing (M5MC) Activation
Mamed Pipe Activation
TCP Activation
TCP Port Sharing
[ | Active Directory Lightweight Directory Services
[0 | Containers v

Cancel

REEEE

Figure 5: .NET Features Activation on Windows Client

customerservice@integrationobjects.com 14
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=
Turn Windows features on or off
To turn a feature on, select its check box. To turn a feature off, clear its check box. A filled box means that only part of the feature is turned on.

MET Framework 3.3 (includes .NET 2.0 and 3.0)
NET Framewaork 4.8 Advanced Services

[ | Active Directory Lightweight Directory Services
[ Containers
[ | Data Center Bridging
[ | Device Lockdown
[ Guarded Host
O | Hyper-v
]

Internet Explorer 11
= @  Internet Information Services
m [ FTP Server
= m | Web Management Tools
1 | 1S 6 Management Compatibility
115 Management Conscle
[ | IS Management Scripts and Tools
O s Management Service
= [m  Werld Wide Web Services
= [ | Application Development Features

NET Extensibility 3.5
NET Extensibility 4.8
Application Initialization
AsP

ASP.NET3.5
ASP.NET4.8

O  cal

ISAP| Extensions
ISAP| Filters
Server-Side Includes
‘WebSocket Protocol

= @ | Commen HTIP Features
Default Document
Directory Browsing
HTTP Errors
HTTP Redirection
Static Content
‘WebDAV Publishing
[ | Health and Diagnostics
[ | Performance Features
=0 Security
Basic Authentication
Centralized S50 Certificate Support
Client Certificate Mapping Authentication
Digest Authentication
II5 Client Certificate Mapping Authentication
IP Security
Request Filtering
URL Authorization
Windows Authentication
[ Internet Information Services Hostable Web Care
[0 | Legacy Components

ORERER

ROROOOO0O0O

Figure 6: IIS Features Activation on Windows Client

3.2.2. Offline Activation
3.2.2.1. Windows Server OS

Follow the steps indicated in the For Windows Server OS section.
In the Confirmation Installation section, choose the Specify an alternate source path option and

set the path of the source files.

customerservice@integrationobjects.com 15
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= Add Roles and Features Wizard - O X
= 2 = c DESTINATIOM SERVER
Confirm installation selections e 20250212
| M. Do you need to specify an alternate source path? One or more installation selections are missing source files on the destinati.. %
Before You Begin To install the following roles, role services, or features on selected server, click Install.
Installation Type [] Restart the destination server automatically if required
Server Szlection Optional features (such as administration tools) might be displayed on this page because they have

been selected automatically. f you do not want to install these optional features, click Previous to clear

Server Roles their check boxes.

Features

Web Server Rale [IIS) NET Framework 3.5 Features -

. .NET Framewark 3.5 (includes .NET 2.0 and 3.0)
Role Services

" HTTP Activation
T
on- ivation

NET Framework 4.7 Features
ASPNET 4.7
WCF Services
HTTP Activation
Message Queuing (MSMQ) Activation

Export configuration settings
Specify an alternate source path —s——

] [ e

Figure 7: Confirmation Activation on Windows Server

f Add Roles and Features Wizard X

Specify Alternate Source Path

Some servers might not have all source files available to add all roles, role services, or features. The source files
might not have been installed, or might have been removed by users after the operating system was installed.

If the server on which you want to install roles or features does not have all required source files, the server can
try to get files by using Windows Update, or from a location that is specified by Group Policy.

You can also specify an alternate path for the source files, if the destination server does not have them, The

source path or file share must grant Read permissions either to the Everyone group (not recommended for

security reasons), or to the computer (local system) account of the destination server; granting user account
access is not sufficient.

The following are examples of a valid source file path where the destination server is the local server, and where
the E: drive contains the Windows Server installation media.

Source files for NET Framework 3.5 Features are not installed as part of a typical installation, but are available in
the side-by-side store (SxS) folder:
E:\Sources\SxS\

Source files for other features are available in the Install.wim file. Add the WIM: prefix to the path, and a suffix to
indicate the index of the image from which to get source files. In the following example, the index is 4:
WIM:EA\Sources\Install.wim:4

Path: |D:\sources\sxs ‘

l OK H Cancel |

Figure 8: Alternate Source Path for Offline Installation

customerservice@integrationobjects.com
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= Add Roles and Features Wizard - O #
Installation progress P s vz

View installation progress

o Feature installation

Installation succeeded on VM-FEB-20250212.

NET Framework 3.5 Features
.NET Framework 3.5 (includes .NET 2.0 and 3.0)
HTTP Activation
Non-HTTP Activation
NET Framework 4.7 Features
ASPNET 4.7
WCF Services
HTTP Activation
Message Queuing (MSMQ) Activation
Named Pipe Activation
TCP Activation

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next > Close Cancel

Figure 9: Offline Activation Succeeded

3.2.2.2. Windows Client OS

Mount the installation media to your computer and note down the associated drive letter.

DVD Drivi: (D)
"_] CCCOMA_X6AFRE_EN-US_DV9

0 bytes free of 5.12 GB

Figure 10: Mount the Installation

Then, run the batch script 'WindowsFeatures_script.bat’ with administrative privilege. You will find it
located in the downloaded package under the following subfolder: “..\Integration Objects' Smart

IoT Highway\Pre-Requisites\WindowsFeatures_script.bat”.

customerservice@integrationobjects.com 17
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Mame - Date modified Type Size
Browse OPC UA File folder
OPC Core components File folder
{1 ChromeStandaloneSetup6d Application
ﬁ dotnet-hosting-6.0.25-win Application
m[ mongedb-compass-1.40.4-win32-x64 Application
‘@wmdowsdesk‘top-runtlme-ﬁ‘[llﬁ-wm-xm Application
=| WindowsFeatures_script I - — —
Print
I G Run as administrator I
Figure 11: Windows Features Script
B¥ C\Windows\System32\cmd exe - O X

Enabling feature: NetFx3

Deployment Image ng and Management tool
Ve 16.6.19641.844

Image Version: 10.8.19843

Figure 12: NET features Activation offline

3.3. .Net Hosting

Install the dotnet-hosting-6.0.25-win.

3.4. SQL Server - Optional

If SQL Server is intended to host UHMI SCADA user management or UHMI databases, refer to the

"Appendix1” section for the SQL Server configuration requirements.

customerservice@integrationobjects.com 18
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INSTALLING UHMI SCADA

1. Installation Process

Right-click on the downloaded executable of the UHMI SCADA installation program and select “Run
as administrator”. The installation will start automatically, and the setup wizard will take you through
the following steps:
1. Click the Next button on the prompt dialog to go to the next page.
(1) Note
If SIOTH is already installed on your machine, the setup wizard will proceed to the uninstallation of the

existing version as a first step. You will need remove the existing version before installing a new version.

Unified HMI SCADA — X
Introduction

InstallAnywhere will guide you through the installation of Unified HMI SCADA.

It is strongly recommended that you quit all programs before continuing with this
installation.

Click the 'Next' button to proceed to the next screen. If you want to change
something on a previous screen, click the 'Previous' button.

You may cancel this installation at any time by clicking the 'Cancel’ button.

>
O
O
O
O
O
O
O
O
O
O

Cancel

Figure 13: Welcome Dialog

customerservice@integrationobjects.com 19
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2. Read and accept the license agreement by selecting “I accept the terms of the license

agreement” and click Next.

Unified HMI SCADA - X
License Agreement

Installation and Use of Unified HMI SCADA Requires Acceptance of the
Following License Agreement:

Integration Objects End-User License & Customer Support and Services
Agreement

Integration Objects End-User License Agreement

PLEASE READ THIS END-USER LICENSE AGREEMENT (the "Agreement")
CAREFULLY BEFORE PROCEEDING. THIS AGREEMENT LICENSES THE
SOFTWARE TO YOU AND CONTAINS WARRANTY AND LIABILITY
DISCLAIMERS. BY INSTALLING THE SOFTWARE, YOU ARE
CONFIRMING YOUR ACCEPTANCE OF THE SOFTWARE AND AGREEING
TO BECOME BOUND BY THE TERMS OF THIS AGREEMENT. IF YOU DO
NOT WISH TO DO SO, CLICK "Do not accept” BELOW AND DO NOT
INSTALL THE SOFTWARE.

4
»>
o
o
o
o
o
o
o
o
o

| accept the terms of the License Agreement

provos

Figure 14: License Agreement Dialog

3. Provide your Username and Company Name and then click Next.

customerservice@integrationobjects.com 20
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B Unified HMI SCADA - X

Customer Information

User name :
|Admin |

Company:

povos

Figure 15: User and Company Information Dialog

4. To choose the installation folder path, Click Next to use the default path or click Choose to

select a different destination folder.

customerservice@integrationobjects.com 21
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B unified HMI SCADA - X

Cancel

Install Folder

Choose a destination folder for this installation.

Where Would You Like to Install?
C:\Program Files\Integration Objects\Unified HMI SCADA |

Restore Default Folder ‘ ‘ Choose. ..

Previous

Figure 16: Selecting Install Destination Folder Dialog

Provide the IP address or Hostname of the target machine.

Select Influx DB to install it if it is not installed. Influx is used to store logging and tracing

actions. The default retention is 2h.

Click Next to continue to the next step.

customerservice@integrationobjects.com 22
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B unified HMI SCADA - X

Prerequisites

Local Machine Host:

Cannot assign 127.0.0.1 or localhost as machine host.

Install InfluxDB:
InfluxDB

Pavos

Figure 17: Prerequisites Configuration Dialog

8. Choose a user account to run the UHMI SCADA services or leave the fields empty to use the
local system account. Click Next to continue. You can still configure the services logon from

Windows Services after installation.
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Unified HMI SCADA - X
Admin Account Configuration
Enter the user account credentials or click Next to log on with local system:

Username:

Password:

v
v
v
v
v
v
>

Figure 18: User Account Credentials

9. Click Next then UHMI SCADA database configuration dialog will be prompted, choose the
Database type: SQLite or SQL DB.
Proceed with the Default selected database (SQLite). In case of large project or

recommended use of SQL, see Annex 1 for SQL server installation and configuration.
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B Unified HMI SCADA — X
UHMI Configuration
Provide UHMI database configuration details:

Choose database type *
SQLite

v
4
4
v
v
v
4
»

provos

Figure 19: UHMI Default Database

10. Upon clicking Next, review your pre-installation summary, then click the Install button to

start the installation.

B unified HMI SCADA — X

Pre-Installation Summary

Review the following before continuing:

Product Name:
Unified HMI SCADA

Install Folder:
C:\Program Files\Integration Objects\Unified HMI SCADA

Shortcut Folder:
C:\Users'\khsalhi'\AppData\Roaming'MicrosoftiWindows\Start Menu'\Programs?

2SS C RN

Disk Space Information (for Installation Target):
Required: 1,788.79 MegaBytes
Available: 207 5157 MegaBytes

provos

Figure 20: Pre-Installation Summary Dialog
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The setup will copy the necessary files into the target folder, create the UHMI SCADA application
pools and websites in IIS, create a shortcut icon to access the UHMI SCADA configuration portal,
create the services for the installed features and make an uninstallation entry in the Add/Remove

Programs in the Control Panel. This process may take a few minutes.

Unified HMI SCADA - X

Installing Unified HMI SCADA

TR R Y

Installing... SCADAProxy

Figure 21: Installation Progress Dialog

Once the installation is complete, the following dialog will be displayed. Click Done to close the

installer.
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Unified HMI SCADA — X
Install Complete

Unified HMI SCADA has been successfully installed to:
C\Program Files\Integration Objects\Unified HMI SCADA

Press "Done” to quit the installer.

v
v
v
v
v
v
v
v
v
v
>

Figure 22: Installation Complete Dialog

(!) Note
In the event of an interruption during the installation phase, navigate to the following path: “C:\Program

Files\Zero G Registry” and remove the “.com.zerog.registry” file, as shown below.

)lThisPC » Local Disk (C:) » Program Files » Zero G Registry

MName Date modified Type Size

© .comazerog.registry 12/13/2024 9:13 AM Microscft Edge H... 6TKE g

W
O

This interruption may happen if previous versions of SIOTH were installed on the same machine.

2. Post-Installation Verification

After installation, the License and Influx services will start automatically. The installed services are

described below:
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. f_[r |KE and AuthlIP IPsec Keying Modules The IKEEXT s..  Running  Automatic (Tri..  Local System
Stop the service €4 InfluxDB InfluxDB Wi..  Running  Automatic (De.. Local System
Restart the service .
Ll Integration Objects’ SIOTH License Service Windows Se.. Running  Automatic (De.. Local System
& Intel(R) Audio Service Running  Automatic Local System

Figure 24: UHMI SCADA Services

The installed services are configured to start up automatically and are running with the Local System

account by default.

The table below outlines the installed services:

Name Description

Integration Objects’ License

Server

The License Server

Influx DB

Influx DB service.

Table 2: Services Description

The UHMI SCADA websites and APIs will also be created in IIS and run automatically using the Local

System account.

ﬁ?j Internet Information Services (lIS) Manager

~

<> »

View Help

Connections

v

L2} Application Pools

e/ Sites
€ Adminldentity
€ Clientldentity
&) Default Web Site
& Serverldentity
& Tracker
& UHMI_Designer_BackEnd
& UHMI_Designer_FrontEnd
& UHMI_Runtime_BackEnd
€ UHMI_Runtime_FrontEnd
& UHMI_SCADA_Proxy

Figure 25: UHMI SCADA Web APIs

customerservice@integrationobjects.

com

28



mailto:customerservice@integrationobjects.com

io infegralion

°bjecr5 Smart IoT Highway UHMI SCADA Installation Manual

3. Uninstallation Process

Proceed as follows to uninstall UHMI SCADA from your machine:
1. Go to the Control Panel and select Uninstall a Program under the Programs section.

2. Right-click Unified HMI SCADA and choose Uninstall.

Uninstall or change a program

To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

Organize =~  Uninstall/Change

INﬂI““ Publisher Installed On  Size Version
-ﬁ) Unified HMI SCADA Integration Objects 3/28/2025 1.75GE 2400

Figure 26: Uninstall UHMI SCADA

3. Select the Uninstall Product Option and then click Next
Configure Unified HMI SCADA - X

Maintenance Mode

Select one of the following options:

@ f Uninstall Product
s Uninstall the product

Figure 27: Uninstall Dialog
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4. Confirm the uninstallation of all installed features by clicking Next.

Configure Unified HMI SCADA - X

Uninstall Unified HMI SCADA

About to uninstall...

Unified HMI SCADA

InstallAnywhere will remove the features that were installed during product
installation.

Cancel

Figure 28: Uninstall Confirmation Message

5. Select whether to uninstall Influx DB or not and click Uninstall to continue.

E Configure Unified HMI SCADA - >
Uninstall Components

Check if you want to uninstall InfluxDB:
[ influxDB

Previous

Figure 29: Uninstall Prerequisites Selection Dialog
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6. You will be prompted to confirm if the Influx DB data should be deleted during the

uninstallation. Click Yes to confirm the deletion of Influx DB data or No to keep it.

Configure Unified HMI SCADA - X

Uninstall Components

Check if you want to uninstall InfluxDB:

[inflienn

Data Cleaning X

InfluxDB Drata Cleaning

Doyou want to clean InluxDB data?

Figure 30: Influx DB Data Cleaning

The uninstall process will then begin and progress will be displayed:
E Caonfigure Unified HMI SCADA - X

Uninstall Unified HMI SCADA

Please wait while InstallAnywhere's uninstaller removes the following features...

Perform actions

Files
LaunchAnywheres
Shortcuts/Links/Aliases
Reqistry Entries
Folders

Others Category

Uninstalling...
||

Figure 31: Uninstall Progress
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Once the uninstallation is complete, a dialog will appear summarizing the uninstallation status.

Choose Yes, restart my system and click Done to finish.

Configure Unified HMI SCADA - X

Uninstall Complete

All items were successfully uninstalled.
You should restart the system to complete the uninstallation.

@ Yes, restart my system

) No, | will restart my system myself

Figure 32: Completed Uninstallation

(1) Note

It is recommended to restart the system after SIOTH uninstallation for all files clean-up and Windows

services deletion.

4. Repair Process

Proceed as follows to repair the UHMI SCADA installation on your machine:
1. Go to the folder where UHMI SCADA is installed and run the program “Change Integration

Objects' Smart IoT Highway Installation” as an administrator, as illustrated below:
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o Quick access
& OneDrive
& OneDrive

0 This PC
2B 3D Objects
B Deskiop
| Documents
& Downloads
D Music
=] Pictures
B Videos
2 Local Disk (C3)
- Local Disk (Dx)

b Netwerk

Mame

T installvariables
8 comzerog reqistry

Date modified

Tipe Size
PROPERTIES File
Microsoft Edge H

T Setup lcon
| InstaliScript.isp_xmi 1AP_XML File
i QGERAE arhoc
& Change Integration Objects’ Smart loT Highway Installation Application
——rre TG — —
| license Text Docurnent 13KE
Sic leon 125 KB
SIOTH Identity File folder
Jab Engine File folder
Logs File folder
ConnectorsHub File folder
MNode Manager File folder
ConfigurationFiles File folder
InstData File folder
resource File folder
APis File folder
UHMI File folder
Connectors File folder
License File folder
SIOTH Services File folder
SIOTH Configuration File folder
Components File folder
DataMeodel File folder
Documentation File folder
File folder

jre

Figure 33: Installation Folder

2. A pop-up window will appear. Select “Repair Product” and click on the “Next” button.

Confiqure Integration Objects’ Smart loT Highway

Select one of the following options:

0 +o Add Features
aa Add features to the installed product

Remove Features
Remove features from the instalied peoduct

) Repair Product
Q Repar the instaled product

1 Uninstall Product
Uninstal the product

Figure 34: Repair Product
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3. Click on the “Install” button

Integration Objects’ Smart loT Highway - X

InstallAnywhere will guide you through repairing the Integration Objects’ Smart loT Highway
installation.

It is strongly recommended that you quit all programs before continuing.

Click the Next' button to proceed to the next screen. If you want to change something on a
previous screen, click the Previous’ button.

You may cancel this installation at any time by clicking the ‘Cancel’ button

| Install |
b

Figure 35: Repair Installation

"o

This action may require the user to “repair”, “change” or “remove” the setup for MongoDB, RedisDB,

and Influx DB.

Integration Objects’ Smart loT Highway = X

Extracting duplicates...

Figure 36: Repair In Progress
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Once the repair process is complete, a confirmation dialog will appear. Click “Done” to close the

installer.

Integration Objects’ Smart loT Highway = X

Integration Objects’ Smart loT Highway has been successfully installed to:

C:\Program Files\l ion Objects\) ion Objects’ Smart loT Highway

3 4 £

Press “Done” to quit the installer.

Figure 37: Repair Complete Dialog

5. Add Features Process

Proceed as follows to add a new feature into the UHMI SCADA installation:
1. Go to the folder where UHMI SCADA is installed and run the program “Change Integration

Objects' Smart IoT Highway Installation” as an administrator, as illustrated below:
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o Quick access
& OneDrive
@& Onelrive

[ This PC
~J 3D Objects
I Desktop
%] Documents
& Downloads
b Music
= Pictures
B videcs
= Local Disk (C:)
- Local Digk (Dx)

g Network

Name Date modified Type Size
_Il nstallvanables PROPERTIES File 16KE
€ .comzerog.registry Microsoft Edge Ha. 1,087 KB
& setup lcon
] InstallScript.iap_xmi |AP_XML File
i WgBAR acchive

‘i Change Integration Objects’ Smart IoT Highway Installation

Application

T TS ST ATC T T TNy Ty TSSOy

|| license

Sio
SIOTH Identity
Job Engine
Logs
ConnectorsHub
Mode Manager
ConfigurationFiles
InstData
resource
APls
UHMI
Cannectors
License
SIOTH Services
SI0TH Configuration
Components
DataMedel
Documentation
jre

!

=

@ g

o g o

@ oo @ @ e

Text Document 13KE
leen 125 KB
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder

File folder

2. To add a feature to the installed product, click Add Features as shown below:

Figure 38: Installation Folder

Configure Integration Objects’ Smart loT Highway

Select one of the follovang options

® Add Features
Add teatures 1o the instaliad product

o Remove Features
Remove features from the installad product

Repar the installed product

e} Q Repair Product

Uninstall Product
o L Uninstal the product

Figure 39: Add Feature 1
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3. Click Next.

Integration Objects' Smart loT Highway

InstallAnywhere will guide you through adding features to Integration Objects’ Smart loT Highway.
It is strongly recommended that you quit all programs before continuing.

Click the ‘Next' button to proceed to the next screen. If you want to change something on a
previous screen, click the Previous' button.

You may cancel this installation at any time by clicking the ‘Cancel’ button

Figure 40: Add Feature 2

4. Select the desired features you want to install, then click the Install button.
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Integration Objects' Smart loT Highway = X

Install Set Custom

2= /ALL

2= Connectors

== Protocols
OPCUA
OPC
A0PC 32-bit
MMaTT
[F1BACnet

~[ADNP3
AREST Client
FAAMQP-091
Description
;Emer Product Feature description here - do not forget to assign this Feature to desired Install
ets>

Figure 41: Features List

Integration Objects' Smart loT Highway - X

Extracting duplicates...

Figure 42: Features Installation in Progress

customerservice@integrationobjects.com 38


mailto:customerservice@integrationobjects.com

j infegralion

°bjecr5 Smart IoT Highway UHMI SCADA Installation Manual

Once the installation is complete, the following dialog will be prompted to confirm that the added

features process is done successfully.

E Integration Objects' Smart loT Highway - X

Integration Objects' Smart [oT Highway has been successfully installed to:
C:\Program Files\Integration Objects\Integration Objects’ Smart [oT Highway

Press "Done” to quit the installer.

Figure 43: Features Installation Complete Dialog

6. Remove Features Process

Proceed as follows to remove an installed feature from the UHMI SCADA installation:
1. Go to the folder where UHMI SCADA is installed and run the program Change Integration

Objects’ Smart IoT Highway Installation as an administrator, as illustrated below:
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« v
Name Type Size
o Quick access
| instalvariables
@ OneDrive e com.zerag.registry
@ OneDrive b Setup
| InstallScript.isp_xml
[ This PC i
2B 3D Objects ‘i Change Integration Objects’ Smart IoT Highway Installation Application I
Il Desktop _ e TS ITTaTe YO T TG Ay NEa oA T . g
%| Documents | license Text Docurnent 13KE
3 Downlosds Sie ) leen 125 KB
) SIOTH Identity File folder
& Music Job Engine File folder
= Pictures Logs File folder
B Videos ConnectorsHub File folder
i Local Disk (C:) Mode Manager File folder
- Local Dick (D:} CenfigurationFiles File falder
InstData File folder
a Metwork resource File folder
APls File folder
UHMI File folder
Cannectors File folder
License File folder
SIOTH Services File folder
SI0TH Configuration File folder
Components File folder
DataMedel File folder
Documentation File folder
jre File folder

Figure 44: Installation Folder

2. 2. Toremove a feature from the installed product, click on “Remove Features” as illustrated

below:

b Configure Integration Objects’ Smart loT Highway - X

Select one of the following options:

0 *e Add Features
Al Add features to the installed product

Remove Features
Remove features from the installed product

0 Repair Product
a Repair the installed product

Uninstall Product
* L Uninstall the product

Previous

Figure 45: Remove Features 1
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3. Click Next.

Configure Integration Objects’ Smart loT Highway - x

InstallAnywhere will guide you through removing features from Integration Objects’ Smart loT
Highway.

It is strongly recommended that you quit all pregrams before continuing.

Click the 'Next' butten to proceed to the next screen. If you want to change something on a
previous screen, click the 'Previous’ button.

You may cancel this installation at any time by clicking the "Cancel’ button.

Figure 46: Remove Features 2

4. Select the features you want to remove from the installation.

E Configure Integration Objects' Smart loT Highway — *

Check features that you want to uninstall.

=l [F]ALL
B [=]Connectors
= [=]Brokers
- [Z]OPCUASERVER
MQTTBroker
[]Azure Event Hub
[=]Data Stores
- [=]Network Watchers
- [=]Protocols
- [#]Job Engine
- []Data Maodel
Description
This feature installs the Unified HMI.

Previous Uninstall

Figure 47: Features to be Removed
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5. Click Uninstall to begin the uninstall process.

Configure Integration Objects’ Smart loT Highway - b

Please wait while InstallAmywhere's uninstaller remaoves the following features...

Perform actions
Files
LaunchAnywheras
Shorcuts/Links/Aliases
Registry Entries
Folders

Others Category

Figure 48: Uninstalling in Progress

6. The features uninstallation will be completed after the restart of the system.

customerservice@integrationobjects.com 42


mailto:customerservice@integrationobjects.com

1 Q infegralion

°bjecr5 Smart IoT Highway UHMI SCADA Installation Manual

i Configure Integration Objects' Smart loT Highway - X

The following items could not be removed:

Unable to remove directory: C:\Program Files\Integration O bjects\Integration O bjects’ Smart loT Highway\APls

You should restart the system to complete the uninstallation.

@ Yes, restart my system

(O Mo, | will restart my system myself

Cancel Previous

Figure 49: Restart System

(1) Note

It is recommended to restart the system after removing features from SIOTH installer.
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APPENDIX 1: SQL SSERVER
PREREQUISITES

1. SQL Server Configuration

Installation of Microsoft SQL Server is required if it is selected as a database during installation.
Refer to the compatibility section for a list of supported SQL Server versions.

Ensure that the SQL Server network options are properly configured, and the user account has
adequate privileges to connect to the SQL Server. The next sections explain the required privileges

for Windows Authentication and SQL Authentication.

2. SQL User Privileges for Windows Authentication

For installations using the Windows Authentication for SQL Server, the following privileges need to
be added to the "NT AUTHORITY\SYSTEM" service account before running the UHMI SCADA setup:

e dbcreator
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Object Explorer v I X
Connect> ¥ *§ 0 7 ¢

= @ SIOTH-TRIAL-TES\SQLEXPRESS (SQL Server 15.0.1200 - SIOTH-TR
& Databases
& I Security
=] Logins
M ##MS_PolicyEventProcessinglogin®#
2 #2#MS_PolicyTsqlExecutionLogin®#
5 BUILTIN\Users
:
sa NT Service\MSSQLSSQLEXPRESS
sa NT SERVICE\SQLTELEMETRYSSQLEXPRESS
sa NT SERVICE\SQLWriter
s NT SERVICE\Winmgmt
o sa
s SIOTH-TRIAL-TES\Administrator
@ W Server Roles
@ I Credentials

Figure 50: NT AUTHORITY\SYSTEM Account

B Login Properties - NT AUTHORITYASYSTEM - O X
Selecta page (T Scipt v @ Hebp
K General
&
& User Mapping Server role is used to grant server-wide security privileges to a user.
& Securables
& Status
Server roles:
[ ] bulkadmin
/] dbereator
[] diskadmin
[ ] processadmin
] public
[] securityadmin
[] serveradmin
] setupadmin
[ ] sysadmin

Figure 51: Server Roles Configuration for the NT AUTHORITY\SYSTEM Account
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3. SQL User Privileges for Specific User Authentication

For UHMI SCADA installations using authentication for a specific user in SQL Server, the following
privileges need to be configured for the related SQL user account after its creation and before
running the UHMI SCADA setup:

e Dbcreator

=] Security

Logins

mx $EMS_PolicyEventProcessingLogin##
mx FEMS_PolicyTsqlExecutionLogin®®
+5% BUILTIN\Users

NT AUTHORITY\SYSTEM

NT Service\MSSQLSSQLEXPRESS

NT SERVICE\SQLTELEMETRYSSQLEXPRESS
NT SERVICE\SQLWriter

NT SERVICE\Winmgmt

sa

SIOTH-TRIAL-TES\Administrator

SIOTH_User

Figure 52: SQL Server Specific User
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B Login Properties - SIOTH_User - [m] X
Select
. — 1T Scipt v @ Hebp
K Server Roles
: gz::;zﬂg Login name: Search
K Status ‘
Password: Eouoounnuu ]
Corfim d | |

[ Speciy old password

[ Enforce password polcy

] Map to Credential

Connection
Server: Mapped Credertials Credential Provider
SIOTH-TRIAL-TES\SQLEXPRES!
Connection:
SIOTH-TRIAL-TES\Administrator
v¥ VMew connection properties
Progress Remove
Body Defau database: master X
Default language: Englsh -us_engish i
Cance
Figure 53: SQL Server Specific User Login Properties
B Login Properties - SIOTH_User - O X
Select a page T Scipt v € Help
K Generl
»
& User Mapping Server role is used to grant server-wide security privileges to a user.
JF Securables
& Status
Server roles:
[ bulkadmin
[ dbcreator
[] diskadmin
[[] processadmin
[ public
[[] securityadmin
[ serveradmin
[] setupadmin
[] sysadmin

Figure 54: SQL Server Specific User Server Roles
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4. SQL Server Network Configuration

To establish a connection between UHMI SCADA and the SQL Server database, configure the
following parameters in the SQL Server Configuration Manager:

1. Enable all protocols under the SQL Server Network Configuration.

@ Sql Server Configuration Manager
File Action View Help

& | nEBe=H

ﬁ SQL Server Configuration Manager (Local) Protocol Name Status
B SQL Server Services ) ) ) ¥~ Shared Memory  Enabled
_E_ SQL Server Network Configuration (32bit) o &
B QL Native Client 11.0 Configuration (32bit) || 1 ormes PIPeS hshled
b2 : ¥=TCP/IP Enabled

v _a_ SQL Server Network Configuration
&= Protocols for SOLEXPRESS
§ SQL Native Client 11.0 Configuration

Figure 55: SQL Server Network Configuration

2. Set the correct TCP/IP port for connections. Open the TCP/IP protocol properties, navigate

to IPAIll under IP Addresses and set the TCP Port to 1433.
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TCP/IP Properties ? b
Protocol [P Addresses
Enabled No “
IF Address feB0:3c5c29TcdBd1:28c3%9
TCP Dynamic Ports 0
TCP Port
2 pa
Active Yes
Enabled No
IP Address
TCP Dynamic Ports 0
TCP Port
3 pe
Active Yes
Enabled Ne
IP Address fel0:8c71:2aad Bdecdeffi1d
TCP Dynarmic Ports 0
TCP Port
= ipall
TCP Dynamic Ports 50003
TCP Port 1433 w
Active
Indicates whether the selected IP Address is active.
o ] o

Figure 56. SQL Server TCP/IP Port Configuration
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For additional information on this guide, questions, or problems to report, please contact:

Offices

- Americas: +1 713 609 9208
- Europe-Africa-Middle East: +216 71 195 360
Email

e Support Services: customerservice@integrationobjects.com
e Sales: sales@integrationobjects.com

To find out how you can benefit from other Integration Objects’ products and services, please visit
our website:

Online
e www.integrationobjects.com
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