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PREFACE

ABOUT THIS USER GUIDE
This guide:
o Describes the OPC AE Explorer, its features and its functionalities,
e Lists the system requirements for installing and running this OPC Client,

e And explains how to manage its configuration.

TARGET AUDIENCE

This document is intended for Integration Objects' OPC AE Explorer users. Basic knowledge of
OPC AE (Alarms and Events) specification is assumed.

CUSTOMER SUPPORT SERVICES

Phone Email

Americas: Support:
+1 713 609 9208 customerservice @integrationobjects.com
_ _ Sales:
Europe-Africa-Middle East
+216 71 195 360 sales@integrationobjects.com
Online:

www.integrationobjects.com
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INTRODUCTION

1. OVERVIEW

Integration Objects’ OPC Alarms & Events Explorer is a fully compliant OPC AE client that
allows you to monitor alarms and events from one or more OPC AE servers connected to your
network. By using the OPC AE Explorer, you can determine the server configuration settings
(filters, conditions, sub-conditions, etc.) and filter the plant alarms and events in which you are

interested.

2. ARCHITECTURE

The following diagram illustrates a typical architecture for the Alarms and Events Explorer.
The Alarms and Events Explorer communicates with the available OPC alarms and events

servers, retrieves and displays alarms in a user-friendly graphical environment.

\;-] jDPC A&E Explorer

PLANT NETWORK

Controller

Figure 1: System Architecture

customerservice@integrationobjects.com 6
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3. OPC AE EXPLORER FEATURES

Integration Objects’ Alarms and Events Explorer allows the user to view all triggered OPC
alarms and events across the network in a user-friendly format and to combine related data
from different OPC alarm and event servers into a convenient and practical environment. The
user can also control the alarm characteristics’ updates stored in these OPC AE servers more

efficiently and more accurately.

4. OPC COMPATIBILITY

Integration Objects’ OPC AE Explorer supports OPC Alarms and Events (AE) version 1.02.

5. OPERATING SYSTEM COMPATIBILITY

Integration Objects’ OPC AE Explorer runs under the following operating systems:

e Windows XP SP1, SP2 and SP3
¢ Windows Server 2003

e Windows 7

e Windows 8 and 8.1

e Windows Server 2008

e Windows Server 2012

e Windows 10

e Windows Server 2016

6. SYSTEM REQUIREMENTS

Integration Objects’ OPC Alarms and Events Explorer installation requires the following
minimum runtime system specifications:

- Pentium 100MHz processor or higher recommended

- 128 MB of RAM. 216 MB recommended

- 10 MB hard disk space for full installation

customerservice@integrationobjects.com 7
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7. OPC ALARM AND EVENT EXPLORER FUNCTIONALITIES

Connection to all available OPC alarm and event servers (local & remote)
The user can connect to one or more, local or remote, alarms and events servers at the

same time.

Browsing of all data sources available in OPC Alarm and Event servers
The AE Explorer provides the possibility to browse all alarm and event sources. The

organization is done according to plant areas and sub-areas as shown below.

- Root
- Areal

o SubAreal
= Conditionl

V.

= Condition2
o SubArea2

© soo
o Sourcel
= Condition

o Source?
© sooo

- Area2

Sourcel
Source2

O SubConditionl

¢ SubCondition5

¢ SubCondition

IntegrationObjects.OPCAE.¥B.Simula... [X]

Spstern_Ewent
Tracking_EYEMT
=l BoilerT
- 1} Boiler?:makeup
% FICT001
- 1} Boiler!:makeups
&% FIC1002
1} Wateﬂ
+- o Waterl:makeup3
- 1} “waterl:makeupd
&% FIC1004

Ewentz Mumber :

]4 Save Help

Figure 2: Browsing Data Sources

Filtering of the retrieved alarms and events according to several criteria

With the AE Explorer, the user can set filters on any event subscription in order to limit the

events that he will be notified of. To setup a filter for an event subscription, the user can use

the following criteria:

customerservice@integrationobjects.com
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= Filtering by Event Type: only events satisfying the criterion “Event Type” will be

returned.

= Filtering by Event Categories: only events satisfying the criterion “Event

Categories” will be returned.

= Filtering by Areas and Sources: only events satisfying the criterion “Existing in

these areas or having these sources” will be returned.

= Filtering by Severity: only events satisfying the criterion “Events that have a

severity between the min and the max severity” will be returned.

= Users can select multiple criteria. They will be logically ANDed together. Then all

events satisfying all these selected criteria will be returned.

r

Subscription Filter Setting

— Event Type
All

O

O
O

Severity
|V Lo Severity |1

High Sewverity ; |'I a0

— Event Categonies

Lewell

Add <<
»»>> Remove

— Areas — Sources
Add Add
Apply Cancel Help

Figure 3: Subscription Filter Settings

customerservice@integrationobjects.com




1 Q infeqration

objects

Integration Objects’ OPC AE Explorer

Real-time capturing of the alarms and events fired by the OPC AE servers

The alarms and events fired by OPC AE servers are displayed in a screen view in real-time.

Therefore, users can monitor the alarm characteristics’ changes over time.

Integration O

File OPC Servers Configuration Managment Help

D | s &w 4 7

larms and Events Explorer,

Server Mame

<

= B 10-PCls

=% InkegrationObjects. OPCAE Simulation
@ Evertsubs_L
% IntegrationObjects, OPCAE. ¥B. Simulation

Host Name Event Subscription Name Source | Event Time Severty |  Message | Qualty [ Condtion | Sub-Condition
InkegrationObject... I0-PC1G EventSubs_1 FIC1001 472008 11:18:2... 100 LOLO Alarm Mok used by OPC, PWLEWEL LOLD
IntegrationObject... I0-PC1E EventSubs_1 FIC1002 4(7/2008 11:1 . 00 DEWIATION Alarm  Bad,Sensor Failure,No. .. DEVIATION DEVIATION
InkeqgrationObject... I0-PC16 EventSubs_1 FIC1003 472008 11:1 300 LOLO Alarm Uncertain, Sub-normal,.. PYWLENEL LoLo
InkegrationObject... I0-PC1G EventSubs_1 FIC1004 472008 11:1 500 Condition Mormal  Bad, Mok used by OPC... DEVIATION
IntegrationCbiject... 10-PCIE EventSubs_1 System_Event  4/7/2008 11:1; 200 Simple event
IntegrationObiect. .. 10-PC1G EventSubs_1 Tracking_EVENT  4/7/2008 11:1 500 Tracking event

Timestarp | Description

4/7/2008 11:17:42 AM

4/7/2008 11:16:39 AM

<

For additional information, Elease contack Www.mtag-nh'ects.mm

[ServerProglD: IntegrationCbiscts, OPCAE, VB, Simulation, Serveraddress 10-PC16] The server is running normally <OPC_STATUS_RUMNING =,
[ServerProglD: IntegrationObjects. OPCAE. Simulation, ServerAddress: 10-PC16] The server is running normally <OPC_STATUS_RUNNING >,

[ServerProglD: IntegrationObjects. OPCAE. Simulation, ServerAddress: 10-PCLE,EventSubscription Mame: EventSubs 1] Event Subscription callback launched properl
[ServerProglD:; InteqrationObjects. OPCAE Simulation, Server Address: 10-PCL6,EventSubscription Name: EventSubs_1] Event Subscription added properly.

[ServerProglD: IntegrationObjecks. OPCAE. VB, Simulation, ServerAddress: I0-PC16] Connection to server succeeded.
[ServerProglD; IntegrationObjects, OPCAE, Simulation, Serverfddress: 10-PC18] Connection to server succeeded.
Corfiguration: Alarms opened properly,

Configuration: k closed properly.

Figure 4: OPC A&E Explorer Main Interface

customerservice@integrationobjects.com
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Graphical browsing of alarm characteristics from any OPC A&E server

Option Settings
ALthentication

[+ Ewert Time

v Severity
v Meszage

v Cluality.
[v Condition Mame

Apply

Screen Alarm:z Caontrals

* without authentication
" 'with authentication

Login Mame g |

FPaszword |

Confirm Password |

Select the st af alarm charactenstics to cantral ;

[v SubCondition M ame
v Ewvent Type

[v Ewent Category

v Ack Required
v Active Time

Cancel

v hazk

[v Mew State
v Cookie
v Actor ID
v Attribute

Help

3

Figure 5: Option Settings

A screen view shows all information relating to alarms and events:

Event Time
Severity
Message
Quality
Condition Name

SubCondition Name

Event Type
Event Category
Ack Required
Active Time
Mask

New State

Cookie

customerservice@integrationobjects.com
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- Actor ID
- Attribute
Users can hide one or more of these characteristics according to his needs.

Point click configuration
In the OPC AE Explorer, the user can set more than one configuration. There is also a

default one that is started automatically when launching the application. This configuration

will save all connected OPC AE servers, added event subscriptions and related filters.

Log event display and file
The user can follow the operations handled by the OPC AE Explorer by using either the log

view or the log file.
The Explorer logs all OPC calls, even when successful and handles OPC system and

network errors.

customerservice@integrationobjects.com 12
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GETTING STARTED

1. INSTALLING AND RUNNING

This section explains how to install and run the OPC AE Explorer.

1.1. INSTALLING
The installation program for the OPC AE Explorer can be downloaded from the Integration

Objects’ website.

To start the installation, double click on the installation program and follow the instructions

presented by the installation wizard.

The installation copies all necessary files to the target computer, creates a short-cut icon in the
start menu and makes an un-installation entry in the Add/Remove Programs Window in the

Control Panel.

To start the OPC A&E Explorer, click Start = Programs =» Integration Objects =>0OPC
Explorer = OPC Alarms and Events Explorer.

default for first use.

The Alarms and Events Explorer does not require initial configuration. It is configured by

1.2. STARTING-UP

When launching the Alarms and Events Explorer, there are two possible cases:

customerservice@integrationobjects.com 13
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1.2.1.FIRST USE OF THE OPC ALARMS AND EVENTS EXPLORER
In this case, there is no default configuration launched at the application startup. The first time

the user wants to use the Explorer, he has to create a new configuration and save it as a default

one.

1.2.2.ONE OR MORE CONFIGURATIONS ALREADY EXIST
In this case, the Alarms and Events Explorer automatically loads the default configuration.

The main window related to this case is shown in the figure below.

= Integration Objects’ OPC Alarms and Events Explorer Current Open Configuration Name :: Alarms.
File OPCServers Configuration Managrent  Help
DE L i@ a8 ¢
Server Name | Hostame | Event Subscription Name Sowce | EventTime Severity Message | Quality Condition Sub-Condition | Mask | Mew St
InteqrationChiect., ., 10-FC16 Eventsubs_1 FIC1001 4[7/2008 11:18:2.., 100 LOLO Alarm Not used by OFC, PUYLEYEL LoLo OP... OPC_COM
IntegrationChjsct... 10-FC16 EventSubs_t FIC1002 4/7/2006 11:18; 500 DEVIATION Alarm  Bad,Sensor Failure,No...  DEWIATION DEWIATION OP... OPC_COM
IntegrationChject. ., 10-PC16 Eventsubs_{ FIC1003 4/7/2008 11:18; 300 LOLO Alarm Uncertain, Sub-normal... PYLEYEL LoLo OP... OPC_COMI
IntegrationObject.. 10-PC16 Eventsubs_{ FIC1004 4/7j2008 1 500 Condition Normal  Bad, ot used by OPC...  DEWIATION OP... OPC_COMI
IntegrationObiect. ., 10-PCI6 EventSubs_1 System_Event  4/7/2008 11:18:1., 200 Simple event
IntegrationObject. .. 10-PC16 EvenkSubs_ Tracking_EVENT  4/7(2008 11:18:1.. 500 Tracking swent
< >
= B 10-pClE TirneStamp | Description
= .3 }ﬂtegratlmOhlEttS-OPCﬂE Simulation 4/72008 11:17:42 AW [ServerProglD: IntegrationObjects, OPCAE. Y. Simulation, ServerAddress: 10-PC16] The server is running normally <OPC_STATUS_RUNKING =,
3 Eventsubs_t 4/7[2008 11:17:42 At [ServerProgiD: IntegrationObjects. OPCAE. Simulation, Serveraddress: 10-PC16] The server is running normally <OPC_STATUS_RUNKING .
% IntegrationObjects OPCAE. W8 Simulation 4/7[2008 11:17:40 At [ServerProglD: IntegrationObjects, OPCAE. Simulation, Serveraddress: 10-PC16, EvertSubscrintion Name: EventSubs_1] Event Subscription callback launched proper]
4{7[2008 11:17:40 At [ServerProglD: ionObjects, OPCAE. Simulation, ServerAddress: 10-PC1e, EvertSubscription Name: EventSubs_1] Event Substription added propery.
4/7/2008 11:17:01 AM [ServerProglD: ionObjects OPCAE. VB, Simulation, ServerAddress: 10-PC16] Cornection ko server succeeded.
4[7[2008 11:16:45 At [ServerfrogiD: ionObjscts, OPCAE. Simulation, ServerAddress: 10-PCL6] Connection o ssrver succesded,
4/7[2008 11:16:39 At Configuration: Alarms opened properly.,
4/7[2008 11:16:39 A Configuration: k closed properly,
< d
For additional information,please contact wu.integ-objects.com

Figure 6: OPC AE Explorer Main Interface Displaying Default Configuration

The main window consists of a menu bar, a toolbar and three sub-views:

Menu Bar

File ©QPC Servers Configuration Managment  Help

customerservice@integrationobjects.com 14
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Tool Bar

D L s8t Hd ¥

Sub-Views Presentation

The Top List View contains the information related to alarm characteristics reported by the
different connected OPC alarm and event servers. In this view, the user can view alarm

characteristics’ updates such as event time, severity, condition name, event type, etc.

Users can activate or deactivate the posting of these updates.

Server Name Haosk Mame Event Subscripkion Mame Source | Event Time Severity Message | Quality Conditian Sub-Condition

Ma:
InteqgrationObject. .. I0-PCLGE EventSubs_k FIC1004 4712008 12:33:1. .. 500 Condition Normal — Good,Local override, M. .. DEYIATION op,
InteqgrationObiject. .. I0-PCLGE EventSubs_k System_Event 4712008 12: . 200 Simple event
InteqgrationObject. .. I0-PCLGE EventSubs_k Tracking_EVENT  4/7/2008 12: 500 Tracking event
InteqgrationObiject. .. I0-PCLGE EventSubs_k FIC1001 4712008 12: 100 LOLD Alarm Bad, Sensor Failure,Mo. .. PAWLEYEL LOLD op,
InteqgrationObject. .. I0-PCLG EventSubs_k FIC100Z 47[Z008 12: . 500 DEVIATION Alarm  Bad,Sensor Failure, Mo, .. DEYIATION DEYIATION op,
[InteqrationObject. TO-FC 6 Evantsiibs K FICin0s 47 7008 12 felul} LG5 Aiarm Bad, Mot Connected,. .. B EWEL [Kells] “OF,

Figure 7: OPC A&E Explorer Top List View

The Tree View: It contains the information related to the list of the configured OPC alarm and

event servers by the user.

- = pc-0z
=/ OCSTK.AESample. 13
o Event_1
)} Event_2
o Event_3

Figure 8: OPC A&E Explorer Tree View

The List View: The user can monitor actions processed by the OPC AE Explorer by using this
log view.

TimeSkarnp | Description P
41712005 11:32:12 AM [ServerProglD: IntegrationObjects, OPCAE, Simulation, ServerAddress: 10-PC16] A vendor specific Fatal error occurred within the server, The server is no longer ro
4712008 11:32:07 AM [ServerProgID: IntegrationObjects, OPCAE. VB, Simulation, ServerAddress: I0-PC16] A vendor specific Fatal error occurred within the server, The server is no longe
4/7/2008 11:17:42 AM [ServerProglD: IntegrationObjects. OPCAE.YE. Simulation, ServerAddress: I0-PC16] The server is running normally <OPC_STATUS_RUNMING =,

4/7/2005 11:17:42 &AM [ServerProgID: IntegrationObjects, OPCAE. Simulation, ServerAddress: 10-PC16] The server is running normally <OPC_STATUS_RUNMING =,

4712008 11:17:40 AM [ServerProgID: IntegrationObjects, OPCAE, Simulation, ServerAddress: I0-PC16,EventSubscription Mame: EventSubs_1] Event Subscription callback launched pro
4/7/2008 11:17:40 AM [ServerProglD: IntegrationObjects. OPCAE. Simulation, ServerAddress: I0-PC16,EventSubscription Mame: EventSubs_1] Event Subscription added properly.
4/7/2008 11:17:01 &AM [ServerProglD: IntegrationObjects, OPCAE.YE, Simulakion, ServerAddress: I0-PC16] Connection to server succeeded.

< ?
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Figure 9: OPC A&E Explorer List View

2. REMOVING OPC AE EXPLORER

To remove the Alarms and Events Explorer:

1.

If you have set one or more configurations, start the Alarms and Events Explorer
and delete all these settings. When you finish, click close Alarms and Events

Explorer.

Click Start.

Click Settings.

Click Control Panel.

Click Add/Remove Programs.

In the Add/Remove Programs dialog screen, select the Alarms and Events

Explorer.
Click Change/Remove then OK.

The software will be removed.

customerservice@integrationobjects.com 16
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CONFIGURATION

1. CONFIGURATION MANAGEMENT

1.1. CREATE A NEW CONFIGURATION
To create a new configuration, the user can select:
- File then New Configuration in the Menu Bar.
- Orclick the New Configuration icon in the Tool Bar.

A similar dialog screen appears:

Add new configuration dialog screen E|

Configuration Mame : |Eaniguratinn_N ame

Authentication
" without authentication
+ “with authentication
Login Mame :  |Logine_Mame

xxxxxxxxxxxxxxxa-1

Paszward

Apply Cancel Help

Figure 10: Add New Configuration
To create a new configuration, the user should:
1. Type, in the Configuration Name text box, a valid unique name for the

configuration.

2. Select “with” or “without” authentication.

customerservice@integrationobjects.com 17
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If the user chooses the “with authentication” option, he must enter a Login Name (in

Login Name text box) and a password (in Password text box).

3. Press the Apply button.

A new configuration is then created.

1.2. OPEN AN EXISTING CONFIGURATION
To open an existing configuration, the user can select:
- File then Open Configuration in the Menu Bar.
- Orclick the Open Configuration icon in the Tool Bar.

A dialog screen similar to the figure below appears:

Open Configuration

Lizt of available configurations

Config_2
Config_3

Figure 11: Open Configuration

To open an existing configuration, the user should:
1. Select the configuration name.
2. Click the Apply button.

The selected configuration will be then loaded.

customerservice@integrationobjects.com

18



infeqration
1 Q objects

Integration Objects’ OPC AE Explorer

twice on it. A configuration dialog screen will appear:

F

Configuration Information

Configuration Mame :

] Config_1

ﬁ Hiztory Updates
2] Connection Sting
ﬁ Static [nfo
2] Events Tahle Mame
+-2] Ewvents Table Fields
+ @ ODBC_Hiztorian_1
- @ Screen
+ @ Screen Digplay
+ @ Servers List

][~ [H~[F

k. Help

Figure 12: Configuration Information

1.3. CLOSING AN OPENED CONFIGURATION

To close the currently open configuration, the user should select:

- File then Close Configuration in the Menu Bar

- Orclick the Close Configuration icon in the Tool Bar.

1.4. SETTING THE DEFAULT CONFIGURATION

To set the default configuration, the user should select:

- File then Set Default Configuration in the Menu Bar.

To view additional information about the selected configuration, the end-user has to click

customerservice@integrationobjects.com

19



] Q infeqration

ObjeCtS Integration Objects’ OPC AE Explorer

- Orclick the Set Default Configuration icon in the Tool Bar.

A similar dialog screen appears:

Set a default configuration, :

Lizt af available configurations

Config_1
Config_2

Start without default configuration

Figure 13: Set Default Configuration

To select the default configuration:
1. Select the suitable Configuration Name.
2. Click the Apply button.

The selected configuration will be considered as the default one.

configuration.

1.5. DELETING A CONFIGURATION

To delete an existing configuration, the user should select:
- File then Delete Configuration in the Menu Bar.
- Orclick Delete Configuration in the Tool Bar.

A similar dialog screen appears:

For detailed information concerning a configuration, double click on the selected

customerservice@integrationobjects.com
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-
Delete Configuration

Lizt of availlable configurations

Config_1

EaniE 2

Figure 14: Delete Configuration

To delete an existing configuration, the user should:

1. Select the configuration to delete.
2. Click the Apply button.

The selected configuration is then deleted.

configuration name.

For additional information concerning the selected configuration, double click on the selected

1.6. VIEWING CONFIGURATION INFORMATION
To view the information related to the current configuration select:
- File then Open Configuration Info in the Menu Bar
- Orclick the Open Configuration Info icon in the Tool Bar.

A similar dialog screen appears:
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F

Configuration Information f‘5__<|

Configuration Mame :

] Config_1
ﬁ Alarm characteristics
ﬁ Drefault Higtorian
2] Histarian
-] AD0_Historian_1
ﬁ Access Mode
ﬁ Hiztory Updates
ﬁ Connection Shing
ﬁ Static [nfo
2] Ewents Table Name
+2] Events Table Fields
+ @ ODEC_Hiztarian_1
- @ Screen
+ @ Screen Digplay
+ @ Servers List

- [H-[H-[F

2k, Help

Figure 15: Configuration Information
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2. OPC ALARM AND EVENT MANAGEMENT

2.1. OPC ALARM AND EVENT SERVER MANAGEMENT

Adding an OPC server connection

To add an OPC server connection, the user should select:

- OPC Servers then Connect To Server in the Menu Bar

- Or click the Connect to an OPC AE Server icon in the Tool Bar.

A similar dialog screen appears:

OPC Alarms and Events Servers’ list :

=)
H-49 IntegrationDbjects. OPCAE WE. Simulation
-2 IntegrationDbjscts DPCAE. SimulationCSNET
_.9 IntegrationObjects. KM et OFCAE

% IntegrationDbjectz.AdvancedSimulator. 1

:g IntegrationObjects. OPCAE SimulationCSMETT est

_.9 Integrationdbjects.AdvancedOPCSimulator, 2

r Connect to remote zerver

O OPC server name; |

OPC zerver IP address % host name; I

Connect to server ... Cloge

Help

Figure 16: Server List
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OPC Alarms and Events Servers’ list : ﬂ

|_:_|... A
¥ Integration0bjects. OPCAE WE. Simulation

_,9 IntegrationObjects. OPCAE . SimulationCSHET

_,9 IntegrationObjects. KNet OPCAE

<0 Integration0 bjects. AdvancedSimulatar. 1

IntearationObiects OPCAE SimulationCSHE TTest

Confirm ——

.

I.’ | You chose these information
W Server ProglD  :IntegrationObjects. OPCAESimulator.l.
B Server Address : DEV74-PC.

Click Yes to confirm, Mo to cancel.

................ E—— i
L -
— Connect to remaote server
O OPC server name: |
OPC zerver P address  host name: |
Cloze Help

Figure 17: Confirm Choice
There are two options for adding a new OPC server connection.

First option:

1. Double-Click on the OPC server you wish to connect to.

Second Option:
1. Check the Connect to remote server option.
2. Type the name of your OPC AE server (called also ProgID) in the OPC server name

text box.

3. Type the IP address or the node name of the machine hosting your server in the

OPC server IP address \ host name text box.

4. Click Connect to server.
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Initializing an OPC server connection

The server can be initialized using two different connection types by checking the appropriate
radio button:

e Local: when this radio button is checked, the connection will be initiated to an out-
process connection only.

e ALL: once checked, the OPC server will be initialized for both in-process and out-
process connections, without distinction.

Deleting an OPC server connection

To delete an existing OPC server connection, select the appropriate OPC server then right-click

the Remove Server menu item.

Disconnect an OPC server
To disconnect an existing OPC server, select the appropriate OPC server then right-click the

Disconnect Server menu item.

Deleting All OPC servers’ connections

To delete all OPC server connections, the user should select:
- OPC Servers then Remove All Servers in the Menu Bar

- Orclick the Remove All Servers icon in the Tool Bar.

Disconnecting All OPC servers

To disconnect all OPC servers, the user should select:
- OPC Servers then Disconnect All Servers in the Menu Bar

- Or click the Disconnect All Servers icon in the Tool Bar.

Viewing the properties of an OPC AE server

To view the properties of an OPC AE server, the user should right-click on the wanted OPC

server then select the Server Status menu item.
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A similar dialog screen appears:

IntegrationObjects.OPCAE.Simulation Status : @
Properties Walues |
Server Mame IntearationDdbjects. OPCAE . Simulation
Server Address DEV25-PC
Server Start Time 11/01/2013 14:.26:30
Server Current Time 11/01/2013 142801
Server Last pdate Time 11012013 14:27-40
Server Current State OPC_STATUS_RUMMIMG
Server M ajor Werzion 1]

Server Minor Wergion 1
Server Build Mumber 1]
Server Vendor Info Integration Objects’ OFC AE Simulation Server
Object Interface Available Yerzion 1.0 -
OPCEventServer
IUnknown Yes Required =
I0PCE ventServer Yes Required
I0PCCamman Ve Required
|IConnectionPointContainer ez Required
I0PCE venttreaB rowser ez Optional il
MPCE wambC b
(1] Save Help

Figure 18: Server Status

The user can save this information in an XML file.

Viewing the available filters in an OPC AE server

To view the filters of an OPC AE server, the user should right-click on the wanted OPC server

and then select the Display Available Filters menu item.

A similar dialog screen appears:

IntegrationObjects. OPCAE.Simulation : Available Filters

Filter b azk

| W alue | Aovailable | D escription |

OPC_FILTER_BY_EWEMT
OPC_FILTER_BY_CaTEGORY
OPC_FILTER_BY_SEVERITY
OPC_FILTER_BEY_ARE&
OPC_FILTER_EY_SOURCE

1
2
4
2
16

res
ez
Tes
Tes
Tes

The zerver supports filtering by event type
The zerver supportz filtering by event category
The zerver supports filkering by severity level
The zerver supports filkering by process area
The zerver supports filkering by event source

Save
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Figure 19: Display Available Filters

This provides a way to find out which filter criteria are supported by a given OPC AE server.
Viewing the available categories of an OPC AE server

To view the available categories of an OPC AE server, the user should right-click on the wanted

OPC server then select the Display Available Categories menu item.

A similar dialog screen appears:

-
Awvailable Ewvent Categories

Select an Event Type |I:IF'I:_.-'1'~LL_EVENTS

= OPC_COMDITION_EVEMT
Categones 1D | Catg OPC SIMPLE EWENT
1 LevqOPC_TRACKIMG _EWVEMNT

Figure 20: Available Categories

This provides a way to find out the categories of events supported by a given OPC AE server.

Viewing the available event attributes of an OPC AE server

To view the available event attributes of an OPC AE server, the user should right-click on the
wanted OPC server then select the Display Available Event Attributes:Event Category -->

Event Attributes menu item. A similar dialog screen appears:
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Available Event Attributes

Select an Event Type | OPC_aLL _EWEMTS

Select an Event Category :

Code | Description |

Lizt af avalable Event Attributes ;

Dezcription | Type
Attrd YT_R8
Athr3 YWT_R&
Athr2 YT_R8
Attrl YT_RS8

Figure 21: Available Event Attributes
This provides information concerning the vendor-specific attributes of the selected OPC AE
server.
To view available attributes:

1. Select an Event Type from the combo box.
The event categories related to this “Event Type” appear in the event categories’
list.

2. Double-click on one of the listed event categories. The list of available Event

Attributes appears in the bottom list.
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Browsing the structure of an OPC AE server

To view the structure of an OPC AE server, the user should right-click on the wanted OPC
server and then select the Display Area and Source Browser menu item. A similar dialog

screen appears:

Server Area Space

&5 Root

-5 Boiler!

=R
= TIC1

|5 PylLevel
&5 Hi
&5 HiHi
#; Lo
&5 LoLo

TIET0M
TIET0M 11
TICT0111
TIET01117

Figure 22: Display Area and Source Browser

This dialog provides a view of the OPC server structure in the form of a tree view. It allows the
user to navigate the structure interactively and discover the different existing areas and sources.

Viewing the Available Condition Names of an OPC AE server
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To view the available condition names of an OPC AE server, the user should right-click on the
wanted OPC server then select the Display Available Condition Name: Event Category -->

Condition Names menu item.

A similar dialog screen appears:

Available Conditions Mames

Select an Event Type |OPC_ALL_EVENTS |

Select an Event Categorny :

Code | D egcription |

Ligt of available Conditions Mames :

Condition M are

Prlenel

OF. Save Help

Figure 23: Display Condition Names
This provides a way to determine the condition names associated with a specific event category
inside an OPC AE server. To view the available condition names:
1. Select an “Event Type” from the combo box.
The condition names related to this event type appear in the event categories list.

2. Double-click on one of the listed event categories. The list of available condition

names appears in the bottom list.
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Viewing the available Source Condition Names in an OPC AE server

To view the available source condition names in an OPC AE server, the user should right-click
on the wanted OPC server and then select the Display Available SourceConditionName:

Source 2 ConditionNames menu item. A similar dialog screen appears:

=

Available Source Conditions Mames E|

Select a Source Mame

-} Foot
=@ Bailerl

- :} Boilerl:Steam
TIC101
TIC1011
TIC10111
TIC101111
TIC1011111

Lizt of avalable Conditions MNames :

Condition M ame

FfLewvel

Figure 24: Available Source Condition Names

This provides the condition names associated with the specified source. To find out the
available source condition names:

1. Select a source name from the area and source tree structure.

2. Double-click on the desired source. The list of condition names associated with this

source name will appear in the bottom list.

Viewing the available Sub-Condition Names in an OPC AE server
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To view the available sub-condition names in an OPC AE server, the user should right-click on

the wanted OPC then select the Display Available SubConditionName: ConditionName -->

SubCondition Names menu item. A similar dialog screen appears:

Available Sub-Conditions Names

Select an Event Type ||:|F'|:_,&LL_E"-,"ENTS j

Select an Event Categary :

Code

| Drezcription |

1

Lewell

Select a Condition Mame :

Caondition M arme

Lizt af Sub-Conditions Mames

SubCondition Mame

Figure 25: Available Subconditions

This provides a way to find out the sub-condition names associated with the specified

condition’s name. The user has to:

1. Select an Event Type from the combo box.
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The list of event categories related to this selected Event Type will appear in the

event categories list.

2. Double-click on one of the listed event categories. The list of condition names related

to the selected event category will appear.

3. Double-click on one of the listed condition names. The list of sub-condition names
appears in the bottom list.

Getting a condition state

To view a condition state, the user should right-click on the desired OPC server and then select

the Get Condition State menu item. A similar dialog screen appears:
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r

Condition State

— Lizt af Event Attributes ;

r Condition M ame
Select a Source Mame

TIC1mM
TIC1011
TIC10111
TIC101111
TIC1011IM

Select a Candition Mame :

—| -4 Buoilerl:Steam -~

Condition M ame

O FLevel

Select an Event Category

Select an Event Type | OPC_ALL_EWVEMTS

Code |

Description |

1

Lizt af available Event Attributes :

Lewvell

] | Dezcription Type

O Attrd YT_R#a
O: Attr3 WT_R#a
O: Attr2 WT_R#a
(i Attrl WT_R&a

Show Condition State

— Condition State
General State [nformation

M ame | State

| ActiveSubC...

| A45CDefinition | ASCSeverty | ASCDescrp... |

PLewvel OPC COMDI...

£

0

Vendor zpecific attibutes aszociated with the latest event notification for this condition:

Atk Description

At alue

At
At
Attr3
Attrd

Sub-Candition [nfarmation

3

2
1
1]

M ame

Drefinition

Severty

LoLo
Lo
Hi
HiHi

£

LolLo
Lo
Hi

HiHi

600
600
E00
800

Help

Figure 26:

Condition State
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This displays the current state information of a condition instance for a given source name and

condition name. The user has to:

1.

2.

3.

4.

Select a source name from the area and source tree structure.

Double-click on the selected source. The list of available condition names related to

this source name will appear in the bottom list.
Select a condition name from the previously generated list.

Select an event type from the combo box.

The related event categories list is generated.

5.

Result:

Double-click on an event category. The list of available event attributes will be
displayed.
Select an event attribute from the previously generated list.

Click on Show Condition State.

The general condition information list displays the characteristics related to the condition. The

sub-condition list provides information related to the sub-condition of the selected condition.

Enabling condition by area

To enable a condition by area, the user should right-click on the desired OPC server then select

the Enable Condition By Area menu item.

A similar dialog screen appears:
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Enable Condition By Area Dialog Scr... [

- 0%
[ Ramps
[ Limits

| Apply | ‘ Cancel | | Help |

Figure 27: Enable Condition by Area

This allows the user to place all conditions for all sources within the specified process areas into
the enabled state. Therefore, the server will generate condition-related events for these

conditions.
To achieve this, the user has to:

1. Select the list of areas to enable from the tree structure (the user can select just a parent

item and the children items will be added automatically).

2. Press the Apply button.

Enabling condition by source

To enable a condition by source, the user should right-click on the desired OPC server then

select the Enable Condition By Source menu item.

A similar dialog screen appears:
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=

Enable Condition By Source Dialog 5. .. E|

[nOut_14
[rO0ut_Eoolean

RampzsSimulatedD ata. Ramp
FampsSimulatedD ata.Step

+ D:}" Lirnitz

SimulatedD ata. Sine
Ot SimulatedD ata. R andom
Os% InDut_ForceSimpleE vent
o
O

Apply Cancel Help

Figure 28: Enable Condition by Source

This allows the user to place all conditions for the specified event sources into the enabled

state. Therefore, the server will generate condition-related events for these conditions.

To achieve this, the user has to:

1. Select the list of source names to enable from the tree structure (the user can select

just a parent item and the children items will be added automatically).
2. Pressthe Apply button.

Disabling condition by area

To disable a condition by an area, the user should right-click on the desired OPC server then

select the Disable Condition By Area menu item.

A similar dialog screen appears:
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=

Disable Condition By Area Dialog Scr..

. [X]

--0O%
- D%Iantfﬂ orth

O :j‘* Plant orth. D eviceT

--[J%# PlantSouth

a :j‘* Plant5outh. Devicel

Apply

Cancel

Help

Figure 29: Disable Condition by Area

This allows the user to place all conditions for all sources within the specified process areas into

the disabled state. Therefore, the server will then cease generating condition-related events for

these conditions. To achieve this, the user has to:

1. Select the list of areas to disable from the tree structure (the user can select just a

parent item and the children items will be added automatically).

2. Pressthe Apply button.

Disabling condition by source

To disable a condition by source, the user should right-click on the desired OPC server then

select the Disable Condition By Source menu item.

A similar dialog screen appears:
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Disable Condition By Source Dialog ... g|

- % Foot rs

System

SimulatedD ata. Sine
SimulatedD ata. R andom
In0ut_ForceSimpleE vent
[nCut_l4

In0ut_Boolean

M

+

OO0ORO0O00

- Rampsz

e

Lirnitzh[r atalimitz. Sine Hi
Lirnitz\[ atalimitz. R amp.L
Lirnitz\[ atalimitz. R amp.L
LirnitzD atalimitz. R amp.H
[ LimnitsD ataLimits. Ftamp. HiHil
Lirnitzh[ ataLimits. Commor

IIO00OR0O0O%

hd

[T T B T B

£ >

Apply Cancel Help

Figure 30: Disable Condition by Source

This allows the user to place all conditions for the specified event sources into the disabled

state. Therefore, the server will no longer generate condition-related events for these conditions.

To achieve this, the user has to:

1. Select the list of source names to disable from the tree structure (the user can select

just a parent item and the children items will be added automatically).

2. Press the Apply button.

Ack Condition
To acknowledge one or more conditions in the OPC AE server, the user has to apply the

AckCondition method.

This AckCondition method specifically acknowledges the conditions becoming active or
transitioning into a different sub-condition.

The Alarms and Events Explorer provides the user with the possibility to automatically

acknowledge one or more conditions. To do this, the user can:
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1. Double-click on the specified source name from the screen browser (The AE Explorer

will acknowledge the related condition with the “AEExplorer” ActorID).

| condition | Sub-Condition | Mask | Mew state Event Type Event Cakegaory AckReq | Active Time | cookie | Adorim |
DEVIATION 0P, OPC_CO,,, OPC_CONDITION,.. Levelz Matk required 4712008 12:39:1... 26030308
COPC_SIMPLE_EVE... Lewel3
CPC_TRACKING_... Leveld | localhost
PYLEYEL LOLO OQP... OPC_CD.., OPC_CONDITION.., Lewvell The related condition requires acknow,,,  4/7/2008 12:39:2... 26025316  AEExplorer
DEWIATION DEVIATION CP... OPC_CO.. OPC_COMDITION,.. Levelz The related condition requires acknow, ., 472008 12:39:2... 26026572  AEExplorer
PYLEVEL Lo OF... OPC CO..  OPC COMDITION... Lewell The related condition reauires acknow, ., 4702008 12:39:3,,. 26029036 AEExplorer

Figure 31: AE Explorer Screen Browser

2. Right-click on the specified source name from the screen browser. The dialog screen will
appear:

Automatic condition acknowledgement settings [

Acknowledged|D: |
Comment:

Source: FIC1002
Felated ConditionMame:  DEWVIATION
Related ActiveTime: 47420081 2:40:29 625 PM

[ Alwayz acknowledge.

I Apply | | Cloze | | |

Figure 32: Automatic Condition Acknowledgement Settings

AcknowledgedID: A string passed in by the client identifying who is acknowledging the
conditions.

Comment: Comment string passed in by the client associated with acknowledging the
conditions.

Source: identifies the source of each condition that is being acknowledged.

Related ConditionName: identifies each condition that is being acknowledged.

Related ActiveTime: This parameter uniquely identifies a specific transition of the
condition to the active state or into a different sub-condition and is the same as the

SubCondLastActive condition attribute.
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Always acknowledge: if this option is checked, the AE Explorer will automatically

acknowledge the related condition name when it's necessary.

Creating a new event subscription

To view the properties of an OPC AE server, the user should right-click on the desired OPC
server and then select the Create Event Subscription menu item. A similar dialog screen

appears:

=

Create Event Subscription

Active

Event Subzcrption M ame |Event5u|:us_Name

Buffer Time (1000 [rnz]
Max Size {00

Cancel

Figure 33: Create Event Subscription

This allows the user to create a new Event Subscription in the OPC AE server. The user has to

fill out the different properties of the subscription:
Active: - Checked if the Event Subscription is to be created active.

- Unchecked if the Event Subscription is to be created as inactive. If the
subscription is inactive, then the server will not send event notifications to the
client based on the subscription, and has no responsibility to buffer or maintain

the event notifications. Thus event notifications may be lost.
Event Subscription Name: The name to be associated with the event subscription.

Buffer Time: This field indicates the requested buffer time. The buffer time is in

milliseconds and tells the server how often to send event notifications.
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Max Size: The requested maximum number of events that will be sent in a single
callback. A null value means that there is no limit to the number of sent events in a

single callback.

2.2. OPC ALARMS AND EVENTS SUBSCRIPTION MANAGEMENT

Activate an Event Subscription

To activate an existing Event Subscription, the user should right-click on the desired OPC Event

Subscription and then select the Activate Subscription menu item.

This way, the user can activate the selected Event Subscription and thus receive the event

notifications fired by the related OPC server.

Deactivate an Event Subscription

To deactivate an existing Event Subscription, the user should right-click on the target OPC
Event Subscription and then select the Deactivate Subscription menu item.

If the user deactivates the Event Subscription, then the server will stop sending the event

notifications related to this subscription.

Viewing an Event Subscription State

To set the state of an existing Event Subscription, the user must right-click on the target OPC
Event Subscription and then select the Subscription State menu item. A similar dialog screen

appears:

customerservice@integrationobjects.com 42



1 . infeqration

O‘Q]ﬂ cls Integration Objects’ OPC AE Explorer

Subscription State

Server Mame
Semer Address
Ewent Subscription name

Ewent Subzcription Properties
Active
Euffer Time | 1000
Max Size | 100

Figure 34: Subscription State

This screen plays two roles. During the initialization, this screen posts the current information

related to the selected EventSubscription.

OPC AE Server Name: The name of the OPC Server that contains the Event Subscription.
OPC AE Server Address: The address of the machine hosting the underlying OPC Server.
Event Subscription Name: The name of the current Event Subscription.

Event Subscription properties:

Active: If this option is unchecked, the Event Subscription will be created
inactive. If it is checked, the Event Subscriptions will be created as active. If the
subscription is inactive, then the server will not send event notifications to the

client based on the subscription.

Buffer Time: This field indicates the requested buffer time. The buffer time is in

milliseconds and tells the server how often to send event notifications.

Max Size: The requested maximum number of events that will be sent in a single
callback. A null value means that there is no limit to the number of sent events in a
single callback.
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The second role of this screen is that it provides the user with the possibility of modifying this
state. The user can modify the state of the Event Subscription (Active or Inactive), the buffer

Time or the Max Size, and press the Apply button to validate these changes.

Setting an Event Subscription Filter

To set a filter for an existing Event Subscription, the user should right-click on the target OPC
Event Subscription then select the Subscription Filter menu item.

A similar dialog screen appears:

r -

Subscription Filter, Setting E|
—Event Tupe Severity

Al O Low Severity: |1

O O High Severity - |1000

 Event Categories

Advanced Control

Device Failure

System Configuration

System Meszage

rAreas r Sources

-

dd Ad

Remove

Figure 35: Subscription Filter Setting

I !

This allows the user to set the filtering criteria to apply to the event subscription. The following

are the possible applicable criteria:

- Type of event (simple, condition, or tracking): the user must check the

corresponding Check Box.
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- Event categories: Using the Add/Remove button the user can add/remove event
categories from the filter. The right list box contains the event categories
supported by the current related OPC AE server. The left list box contains the

event categories added to this filter.

- Lowest severity (i.e. all events with a severity greater than or equal to the
specified severity): The user must type a value for the Low Severity in the Low
Severity text box.

- Highest severity (i.e. all events with a severity less than or equal to the specified
severity): The user must type a value for the Highest Severity in the Highest

Severity text box.

- Process areas: to add an area to the current filter, the user must press the left

Add button, a similar dialog screen appears:

-~ s

OCSTK.EventSample.12Avalaibl... [X

— Event Type
Al
Area Mame |PIanthrth.Device1
O
— Event Categories %y Root
= :} PlantNorth ontrol
. :} FlantMarth. Devicel re
= ‘} f‘!antSnuth iguration
ot PlantSouth. Device] re
ane
— Areas
Add
Remove

Apply Cancel Help

Apply || Help

Figure 36: Add Area
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After selecting an area name, press the Apply button to validate this operation:
the selected area name is added to the left list box. This area is then added to

the filter. If you want to remove it, select the area name and press the left

Remove button.

- Event Sources: to add a source to the current filter, the user must press the right

Add button. A similar dialog screen appears:

— Event Type

Al
O

OCSTK.EventSample. 12Avalaible. ..

X]

Source Hame : |Multiple IJzed Source

— Event Categorieg

Lewvel Senzor Tank 1
Lewvel Sensor Tank 2
Heating 1
Heating 2
Multiple Uzed Source
-4 PlantMarth
= 1} FlantMorth. Devicel
FlantMaorth. Devicel A
Multiple lzed Source
= 1}‘« PlantSouth
= 1} FlantSouth.Devicel
FlantSouth.Dewvicel.|
Multiple Used Sournce »

| ?

bintrol
e

guration
e
age

Femove

Help

Figure 37: Add a Source

After selecting a source name, press the Apply button to validate this operation:

the selected source name is added to the right list box. This source is then

added to the filter. If you want to remove it, select the source name and press

the right Remove button.
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A list of values for a single criterion are logically ORed together (e.qg. if two event
categories are specified, event notifications for both categories will be received).
If multiple criteria are specified, they will be logically ANDed together, i.e. only
events satisfying all criteria will be selected. For example, specifying both lowest
severity and highest severity will result in the selection of events with severities

lying between the two values.

Selecting Returned Attributes

To retrieve the attributes of an existing Event Subscription, the user should right-click on the

target OPC Event Subscription and then select the Select Returned Attributes menu item.

For each event category, SelectReturnedAttributes picks out the attributes to return with event
notifications. This method can be called many times in order to specify the attributes to return
for each unique event type and event category pair. If this is called multiple times for the same

event type and event category pair, only the latest call will be taken into account.
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Select Returned Attributes Dialog Screen E|

Select an Event Type | OPC_aLL_EWEMTS ﬂ

Select an Event Category :

Code | Dezcription |
VB9 Suztern Failure

TER Level

13 Advanced Conbrol

512 System Configuration

257 Syztemn Mezzage

256 Device Failure

Lizt of available Ewvent Attributes :

D escription | Tupe |

|
= | =
o
=

Figure 38: Select Returned Attributes

Getting Returned Attributes

To get the attributes of an existing Event Subscription, the user should right-click on the target

OPC Event Subscription and then select the Get Returned Attributes menu item.

For each event category, GetReturnedAttributes retrieves the attributes previously specified by

the user on the SelectReturnedAttributes dialog.
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Get Selected Attributes Dialog Screen E|

Select an Event Type ||:|P'|:_,.-:-.,|_L_E\.-'ENTS ﬂ

Select an Event Categomn :

Code | D ezcription

7E3 Syztem Failure
BB Lewvel
Advanced Control
Swyztem Configuration
Syztem Meszage
Device Failure

Lizt of available Event Attributes :

1D [ ezcription Type

-2 Ack Comment WT_BSTH
-3 Areas WT_ARRAY |WT_
1024 Current %alue VT 14

Figure 39: Get Returned Attributes

Refreshing an Event Subscription

To refresh an existing Event Subscription, the user should right-click on the target OPC Event

Subscription then select the Refresh Subscription menu item.

This operation forces the refresh of all active and inactive conditions related to the selected

Event Subscription.

Canceling Refresh for an Event Subscription

To cancel the refresh for an existing Event Subscription, the user should right-click on the target
OPC Event Subscription then select the Cancel Refresh Subscription menu item.
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Removing an Event Subscription

To remove an existing Event Subscription, the user should right-click on the target OPC Event

Subscription and then select the Remove Subscription menu item.

This operation removes the selected Event Subscription from the context of the related OPC AE

server and from the current configuration setting.
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USING OPC AE Explorer

1. OVERVIEW

The installation program for the A&E Explorer comes on either CD-ROM or floppy disks. Insert
the distribution media into the appropriate drive. Run the installation program following these

steps:

- Open Windows Explorer,

- Select the drive where the distribution medium resides,
- Double-click on the program setup.exe,

- Follow the instructions presented by the installer.

To start the OPC AE Explorer: Click Start = Programs =» Integration Objects =>OPC
Explorer = OPC Alarms and Events Explorer

2. REQUIRED STEPS

In this section, we are going to provide a global view of the OPC Alarms and Events Explorer

usage.

2.1. STEP N°1: CREATE A NEW CONFIGURATION
In order to create a new configuration as it's mentioned in the section “Create New
Configuration”, the user must start by creating the configuration, by attributing a unique name to

it and by choosing the mode of authentication to use with this configuration.
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2.2. STEP N°2: ADDING SERVERS TO CONTROL
After the configuration installation, the user must fill in this form. To do so, he must start by

adding the servers to supervise.

These servers will be stored in the context of the currently opened configuration.

2.3. STEP N°3: SUBSCRIPTIONS INSTALLATION
After adding the servers to be controlled, the user can move to the subscriptions’ installations
and the setting of filters to be associated with the latter. At this stage, the user can see the

events notifications returned by all added servers in the screen.
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APPENDIX A: LOGGING

The A&E Explorer produces a log file named “LogEvent.LOG” that records errors and
debugging information. If difficulties occur with the A&E Explorer, the log file can be extremely

valuable for troubleshooting. Under normal operations, the client logs very little information.

This log file is generated at start-up under the setup folder, where the AEExplorer.exe is

located.

The AE Explorer incorporates a configuration file “ConfigFile.ini” which includes several logging
parameters. All of these parameters have default settings and can be changed at start-up by

editing the configuration file.

To change this file:

1. Open ConfigFile.ini in a text editor.

2. Edit any of the parameters listed in the following tables:

Log Setting Description [i/e;ﬁju;t

LogLevel Level related to the Log File. 0
LogFileMaxSize | The maximum log file size, in bytes. Once this size is reached | 1048576*2
during run-time, the log file is overwritten. ~ 2 Mo
(Megabyte)

ArchivelLastLog TRUE: Old file is copied to an intermediate file with
incremental extension, before being overwritten.

FALSE: Any pre-existing log file is erased and overwritten at FALSE
start-up.
Investigate Set investigate to O to disable the reconnection in the OPC 1
AE Explorer.
Reconnection- If Reconnection TimeOut is set to 0, OPC AE Explorer will not
TimeOut initiate the reconnect if there are no new alarms received .30
(minutes)

from the OPC AE server. It will reconnect only if there is
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connection problem with the OPC AE server.

If Reconnection TimeOut value is higher than 0, the OPC AE
Explorer will reconnect if there are no new alarms during the
configured period

3. Save the file for the log settings and performance parameter to take effect.

Sample Configuration File:

[LogSetting]

LogLevel=0
LogFileMaxSize=2097152
ArchivelLastLog=False
Investigate=1
Reconnection-TimeOut=30
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APPENDIX B: DCOM CONFIGURATION

In order to retrieve data from OPC Server(s) in real time, the AE Explorer can be used in

different configurations, including local and distributed configurations.

In local configuration, the AE Explorer and OPC Server(s) all run on the same computer. In that

case, the installation process does not need any specific settings.

In distributed configuration, these components are executed on two or more computers
cooperatively: the AE Explorer initially resides on a remote computer (Client Computer) and

uses the DCOM mechanism to directly access server(s).

To enable this functionality, some settings are needed on both the remote server and the local

client computer.

This section is intended to provide general guidance on proper DCOM Config Utility settings for

computers on which the AE Explorer and OPC server(s) are running.
1. Client Side DCOM Configuration

Step 1: Setup Client machine with these instructions
1. Login as Administrator.

2. Choose the Run Option from the windows start menu and type DCOMCNFG then click
OK to run it. When you first launch the utility, it will look like this:
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Applications:

Distributed COM Configuration Properties

Applications I Diefault Froperties I Default Security I D efault Protocals I

2l x|

APE “Worker Provider

Bitmap Image
Defrag FAT enagine
Defrag MTFS engine

Foshtmlhelp Class
HDATestSwr

HTHML Application
HtmlHelp Class
lig5erviceControl Class
Image Document

|ntegration Objects OPC
Internet Explorerer 1.0]
Logagent Clazsz

Logical Dizk kanager Adminiztrative Service
Logical Dizk kanager Remote Client

bl achine Debug b anager

Froperties. .. |

APIDeclarationLoader. AddinD ezigner

Docurnent de Spstran Professional Premiurmn
ErnumnT elnetClientsSwr Class

For P

[

-

o ]

Cancel

I Al

3. DCOM Configuration Properties-Default Properties Tab:

a. The Enable Distributed COM on this computer MUST be checked.

b. The Default Authentication Level should be set to Connect.

c. The Default Impersonation Level should be set to Identity.
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U]

Diztributed COM Configuration Properties

Applications  Default Froperties I Default S ecurity I Default Protocals I
[+ Enable Distibuted COM on this computer
I Enable COM Internet Services on this computer

— Default Distributed COM communication properties

The Authentication Level zpecifies securnity at the packet lewvel.

Drefault Authentication Lewvel:

ICDnnect LI

The Imperzonation Level specifies whether applicatiohz can
determine who is calling them, and whether the application can do
operations uszing the client's identiby.

Default Impersonation Level:

Ok I Cancel I Apply

4. DCOM Configuration Properties-Default Security Tab:

It is on this tab that you tell the operating system whom you will allow to access the AE
Explorer from remote OPC servers. Default Access Permissions is the only setting we
are concerned with on the client side of this tab.

On the Default Access Permissions Dialog, you will set who (users whose remote OPC
servers are running under) will have access to make callbacks to this machine when

subscription based reads are being done.

No changes are normally required on Default Launch Permissions and Default

Configuration Permissions dialogs.
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Digtributed COM Configuration Properties

Applications | Default Properties  Default Securnity | Default F'rDtcu:DIsI

— Default Access Permizsions

Tou may edit who iz allowed to accesz applications that do not
provide their own zettings

— Default Launch Permizsions

You may edit who iz allowed to launch applications that do not

provide their own sethings.
Edit Default.. |

— Default Canfiguration Permizsions

ou may edit the lizt of ugers that are allowed to modify OLE class
configuration infarmation.  This includes instaling new OLE servers
and adjusting the configuration of exizgting OLE zervers.

Edit Defaul... |

Ok | Cancel | Apply |

5. DCOM Configuration Properties-Default Protocols Tab:

On this tab you set which of the installed network protocols on the client computer to use
for DCOM. You should use Connection-oriented TCP/IP.
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Distributed COM Configuration Properties

.&pplicatiunsl Diefault Froperties | Defaul Security  Default F'f'i't'i":'3'|3|

DCOM Pratocols

% D atagram UDPAP
5 D atagram [P
arented TCPAP
% Connection-onented 5P
% Connection-orented NetBEUI

% Connection-oniented Netbios over [P

EConmectio

Add Bemave | M ave Qpl Mave Do Properties. ..

Dezcrption

The zet of netwark, protocolz available to DCOM on this machine. The
ardering af the pratocalz reflects the prionty in which they will be used,
with the top protocol having firgt priarity.

(] I Cancel | Apply

Step 2: You need to register your OPC Server on the client computer by indicating its location

on the named remote machine.

There are two ways of registering your OPC server on your client machine, depending on the

client environment. Here are two methods:

1. Prepare and apply a customized .reg file on the client computer (See Microsoft

registry documentation for details). We recommend this method only for users

experienced with Windows Registry.

You have to export the entries of your OPC server from the server machine registry

to the client machine registry.

2. Alternatively, install and configure your OPC Server on the client computer. This

action self-registers the server in the System Registry. This is the easiest way for an

automatic registration.

Then, use the following steps to verify that the OPC server machine is properly delegated:
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a. On the client machine, run the DCOM Config Utility (Dcomcnfg.exe).
Select your OPC server from the Applications tab and choose Properties.

c. On the General tab, be sure that there is an entry for Remote Computer and that the
remote computer name is correct.

d. If the computer name is incorrect, select the Location tab.

e. Make sure the Run application on the following computer setting is checked. In the
Dialog box beneath this selection, type in the correct computer name for your OPC

server (see the figure below).

Integration Objects OPC Server for OSI P d |
General Location | 5 ecurity I [demtity I E hdpaints

The following settings allove DCOM to locate the corect computer far this
application. If you make more than one zelection, then DCOM uszes the first
applicable one. Client applications may override vour selections.

[~ Bun application on the computer where the data is located

[T Bun application on this compter

¥ Fun applization on the following computer:

IF'I:-EIE Browsze. .. I

Cancel

You can also use the following steps to verify the remote computer name by using the Windows

Registry:
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1. Run RegEdit.exe.

2. The remote server name is specified in the following registry key:

HKEY_CLASSES ROOT\AppID\{The CLSID of the OPC server}\ RemoteServerName

2. Server Side DCOM Configuration

There are 2 areas you will need to setup:

Step 1: Follow these instructions to make default DCOM Configuration for your OPC Server

Computer.
1. Launch the DCOM Config Utility on the computer your target OPC Server is running.

2. Configure the Default Properties Tab as you did in Client side.

3. DCOM Configuration Properties-Default Security Tab:
This tab has the most settings to make. It is on this tab that you tell the operating system
who you will allow to access OPC servers on this machine (Default Access
Permissions), who you will allow to launch OPC Servers on this machine (Default
Launch Permissions), and who you will allow to configure OPC Servers on this machine

(Default Configuration Permissions).

4, DCOM Configuration Properties-Default Security Tab-Default Access Permissions
Dialog:
In the dialog, on the right, when you click Add, you will be presented with a dialog that
lets you browse the local machine and domain (if applicable and logged into a domain)

for users and groups to grant permission to.
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5. DCOM Configuration Properties-Default Security Tab-Default Launch Permissions
Dialog:
It is here where you define who can actually start your OPC server on this computer.

Adding of users/groups is done the same way as was done for Access Permissions.

6. DCOM Configuration Properties-Default Security Tab-Default Configuration Permissions
Dialog: If you are setting up DCOM for the first time, it is not recommended to change

these settings.

7. Configure the Default Protocols Tab as you did on the Client side.

Step 2: To make DCOM settings that are specific to your OPC Server, go to the Application
Tab in DCOM Config and browse until you find the OPC Server of your choice. Highlight it and

either double click on it or click Properties to enter the server specific settings.

1. On the General Tab, we recommend that you leave the Authentication Level to

Default.
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Integration Objects OPC For PI Properkties 2=

General ILu:-c:atinn Securityl |dentity | Endpaints

— @eneral properties aof this DCOM application
Application name: Integration Objects OFPC For FI

Application type: local zerver

Authentication Level:

Local path: C:hUzershtemphocodehevwriDebughopc_exe. exe

Ok I Cancel I Apply I

2. On the Location Tab, make sure that the Run application on this computer is the
ONLY check-box checked.

Integration Objects OPC For PI Properties 2l

General Location | Securit_l,ll Identit_l,ll Endpointsl

The following zettings allow DCOM to locate the comect computer for thiz
application. If you make mare than one selection, then DCOM uzes the first
applicable one. Client applications may owverride wour selections.

[T Bun application on the computer where the data iz located

[+ Burn application on this computer

I Run application on the following computer:

Browse, |

Ok I Cancel Apply
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3. On the Security Tab, we suggest you select "Use Default access permissions” which
means users/groups shown under the Default Security Tab in the DCOM Config utility
will have access to connect to this specific OPC server. If you choose to use the custom
permissions to override the defaults, specify which users/groups you wish to grant
permission to.

We also suggest that you use the Default Launch permissions. The same rules apply

about using custom launch permissions here as they do for custom access permissions.

Integration Objects OPC For PI Pruperties§§§§ x|
Generall Location  Security |Identit_l,l| Endpaoints

% Use default access parmissions

— " lse custom access permissions

'ou may edit who can access thiz application,

Edit... |

¥ Usze default launch permizzsions

" Uee custom launch permissions

Y'ou may edit who can launch thiz application.

Edit... |

" Use default configuration permissions

— ' Use custom configuration permissions
Y'ou may edit who can change the configuration infarmation far thiz

application.
Edit... |
0F. I Cancel | Apply |

4. On the Identity Tab, specify under what user account you want the OPC server to run
under. In some cases, this is one of the most important settings for the OPC server. The

answer is very dependent on how you will be using your system.

No changes are required on the Endpoints Tab.
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APPENDIX C: TIPS FOR CONFIGURING
DCOM SERVERS

Here are four tips for configuring DCOM Servers.

1. Users on Trusted Domains need to have an account created for them with matching
usernames and passwords on the DCOM server’s domain. The purpose of this is to set up a
matching SID (Security ID). Trusted Domain group members need to have remote DCOM

servers initiated for them by a Primary Domain member.

Note: A Trusted Domain is a setup that allows resources from one domain to access
resources on another domain. Trusted Domains typically go in one direction, although they
can be bi-directional. The process of one domain trusting another domain and passing user

authentication to another domain is called pass-through authentication.

2. Workgroup machines are individual domains, so you must set up matching SIDs

(usernames and passwords) to establish connections between the machines.

3. Always create a Global Group through NT Server's User Manager and add the members for
whom you want to provide access to specific DCOM servers. Then, use DCOMCnfg to set
the launch permissions to that group. This makes administration easy to manage, even if

you have a group that contains everyone.
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4. If the client application implements a sink (callback), the server must be able to call back to
the client. You must configure the client to accept calls from the server. Just because the

client can connect to the server does not mean the server can call back to the client.
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For additional information on this guide, questions or problems to report, please contact:

Offices

- Americas: +1 713 609 9208
- Europe-Africa-Middle East: +216 71 195 360
Email

- Support Services: customerservice@integrationobjects.com
- Sales: sales@integrationobjects.com

To find out how you can benefit from other Integration Objects products and custom-designed
solutions, please visit us our website: www.integrationobjects.com
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