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PREFACE

ABOUT THIS USER GUIDE

This user guide:

e Describes the main features of the OPC UA Wrapper.
e Lists the system requirements for installing and running the OPC UA Wrapper.
e Explains how to run, configure, and use the OPC UA Wrapper application.

TARGET AUDIENCE

This document is intended for any potential users of Integration Objects’ OPC UA Wrapper. Basic
knowledge of OPC specifications is assumed.

DOCUMENT CONVENTIONS

Convention Description

Monospaced type | Indicates a file reference

Bold Click/selection action required

Information to be noted

CUSTOMER SUPPORT SERVICES

Phone Email

Americas: Support:
+1 713 609 9208 customerservice@integrationobjects.com
. . Sales:
Europe-Africa-Middle East
+216 71 195 360 sales@integrationobjects.com
Online:

www.integrationobjects.com
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INTRODUCTION

1. Overview

Integration Objects’ OPC UA Wrapper is a powerful solution that enables any OPC UA client to
communicate with COM based OPC DA2/DA3, HDA and A&E servers as if they were OPC UA
servers and enables any OPC DA/HDA/AE client to communicate with UA servers as if they were
OPC DA/HDA/AE servers.

This OPC UA Wrapper has the capability to:

e Discover local and remote classic OPC servers,

e Discover local and remote OPC UA servers,

e Manage security settings and authentication settings,

e Manage certificates,

e Map the address space of classic OPC servers to the address space of an OPC UA server,
e Map the address space of OPC UA servers to the address space of an OPC COM server,
e Read and write OPC item values,

e Read historical data,

¢ Read and acknowledge alarms and events,

e Read the vendor specific attributes of an OPC AE server.

2. Architecture

The following diagram illustrates the solution’s typical system architecture. Integration Objects’
OPC UA Wrapper acts as a bridge between classic OPC servers connected to the network and
any OPC UA client and between UA servers connected to the network and any OPC COM client.

customerservice@integrationobjects.com 9
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OPC DA Client OPCHDA Client OPC ABE Client OPC UA Client OPC UA Client OPC UA Client

‘ ‘ I HTTPfUA TCP I HTTPfUA TCP ‘ HTTP/UA TCP |

OPC UA to OPC COM Proxy OPC UA Wrapper OPC COM to OPC UA Wrapper

HTTP(S)/UATCP I HTTP(S)/UATCP | HTTP(S)/UA TCP| I ‘ |
OPCUA Server OPCUA Server OPC UA Server OPC DA Servers OPC HDA Servers OPC A&E Servers

Figure 1: OPC UA Wrapper Architecture

3. Features

The Integration Objects’ OPC UA Wrapper includes many features such as:

e COM Server to UA Server:
Integration Objects’” OPC UA Wrapper provides access to your classic OPC servers from
Unified Architecture clients as if they were UA servers.

e UA Server to COM Server:
Integration Objects’ OPC UA Wrapper provides access to your Unified Architecture servers
from classic OPC clients as if they were OPC COM servers.

e Intuitive User Interface

The configuration tool allows an intuitive manipulation of services and reduces configuration
effort. With its graphical user interface, users can create, edit, start and stop COM to UA
wrapper services as well as create, edit and remove COM to UA proxies.

e Run as Windows Service
Created wrappers are running as Windows services in the background.

customerservice@integrationobjects.com 10
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e OPC UA Security

Integration objects’ OPC UA Wrapper provides security features introduced in the OPC UA
specification such as establishing secure communication channels, keeping track of sessions,
using encryption and signing messages. The security modes to be used along with user
identity tokens can be chosen, managed and changed by the user from the configuration tool.

e Log Capabilities

The application records messages in log files using different logging levels. This enables end-
users to track the execution and diagnose any encountered problems. The log file gives
information about successful actions and errors. This can facilitate the troubleshooting task.

4. Operating Systems Compatibility
Integration Objects’ OPC UA Wrapper supports the following operating systems:

e Windows 10

e Windows 8

e Windows 7

e Windows Server 2016
e Windows Server 2012
e \Windows Server 2008

5. OPC Compatibility
Integration Objects’ OPC UA Wrapper supports the following OPC standard versions:

e OPC Data Access 2.00

e OPC Data Access 2.05

e OPC Data Access 3.00

e OPC Alarms & Events 1.10

e OPC Historical Data Access 1.20
e OPC Unified Architecture 1.02

customerservice@integrationobjects.com 11
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GETTING STARTED

1. Pre-Installation Considerations

In order to properly run the OPC UA Wrapper, the following software components need to be
installed on the target system:
e The OPC core components 3.00, which consist of all shared OPC modules including the
DCOM proxy/stub libraries, the OPC Server Enumerator, .NET wrappers, etc.
e .NET Framework version 4.0 or higher.
e The OPC UA Discovery Server, which lists the OPC UA endpoints available on a given
computer.

Also, make sure there is no firewall or antivirus blocking the application.

2. Installing and Running
To install the OPC UA Wrapper application:

a. Double-click on the Integration Objects’ OPC UA Wrapper installation package. The
installation welcome dialog box will appear.

Integration Objects' OPC UA Wrapper - InstallShield Wizard

‘Welcome to the InstallShield Wizard for Integration Objects’ OPC UA Wrapper

ill install Integration O bjec U wWiapper on pour computer. To

Cancel

InskallShield

Figure 2: Installation Welcome Dialog Box

customerservice@integrationobjects.com 12
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b. Click the Next button. The license agreement will be displayed.

Integration Objects' OPC UA Wrapper - InstallShield Wizard

License Agreement

Fi d the following fi greement carefully.

Integration Objects End-User License & Customer Support and Services Agreement

PLEASE READ THIS END-USER LICENSE AGREEMENT [the "“Agreement') CAREFULLY
BEFORE PROCEEDING. THIS AGREEMENT LICEMSES THE SOFTWARE TO vOU AND
CONTAINS WARRANTY AND LIABILITY DISCLAIMERS. BY INSTALLING THE
SOFTWARE, vOU ARE COMNFIRMING YOUR ACCEPTAMCE OF THE SOFTWARE AND
AGREEING TO BECOME BOUND BY THE TERMS OF THIS AGREEMENT. IFYOU DO
NOT %I5H TO DO 50, CLICK "Do not accept” BELOW AND DO MOT INSTALL THE
SOFTWARE.

1. Definitions

[a] "0 Software" means the software program covered by thiz Agreement and all related
updates supplied by 10,

[b] V10 Product” means the |0 Software and the related documentation and content and all
related updates supplied by 10,

2. Licenze

InstallShizld | < Back || Mest > | Cancel |

Figure 3: License Agreement Dialog Box

c. After reading the license agreement and accepting all its terms, click the Next button. The
customer information dialog box will appear.

customerservice@integrationobjects.com 13
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Integration Objects’ OPC UA Wrapper - InstallShield Wizard

Customer Information

P =1 your infarmation.
sour hame and the n: = company for whic

User Mame:
OPC UA Wrapper User

LCompany Mame:

Integration Objects

InstallShizld ’ < Back ” Mext > ] Cancel

Figure 4: Customer Information Dialog Box

d. Add the user and the company names and then click the Next button. The dialog box for
choosing the setup type will be displayed.

Integration Objects' OPC UA Wrapper - InstallShield Wizard
Setup Type

InstallShizld ’ < Back ” Mext > ] Cancel

Figure 5: Setup Type Dialog Box

customerservice@integrationobjects.com 14
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e. If you choose the “Complete” setup type, all features will be installed.
If you choose “Custom” setup type, the following dialog will be displayed and you will
need to check the features that you want to install:

Integration Objects' OPC UA Wrapper - InstallShield Wizard

Select Features

OPC U Wrapper UAtoCOM
OPC A to OPC DA Prosy
OPC UA to OPC HDA Prosy

PC Ua to OPC AE Prosy

InstallShield I < Back “ Mest » ‘ [ Cancel

Figure 6: Features Dialog Box

The features can be installed separately and are also licensed separately.

f. After selecting the features you want to install, click the Next button. The dialog box of
choosing the UA Wrapper deployment version will be displayed.

The deployment version dialog box will be displayed only when your operating system is 64-bit
version.

customerservice@integrationobjects.com 15
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F B
Integration Objects’ OPC UA Wrapper - InstallShield Wizard =

Runtime Mode

pper deployment

InstaliShigld ’ < Back ” Hext > ] Cancel

Figure 7:Choose Deployment Version Dialog Box

g. Select your UA Wrapper deployment version then click the Next button. The dialog box
of choosing the destination folder will be displayed.

Integration Objects' OPC UA Wrapper - InstallShield Wizard

Choose Destination Location

apper

| ]

InstallShield [ < Back ”

Figure 8: Choose Destination Folder Dialog Box

customerservice@integrationobjects.com 16
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h. Click the Next button to continue with the chosen installation path, or the Browse button
to select a different destination folder. The installation dialog box will then appear.

Integration Objects' OPC UA Wrapper - InstallShield Wizard

Cancel

InskallShield

Figure 9: Installation Dialog Box

i. Click the Install button to start installation.

The setup will, then, copy the necessary files to the chosen target folder, create shortcut icon to
launch the OPC UA Wrapper configuration tool from the start menu and the desktop and make an
uninstallation entry in Programs and Features in the Control Panel.

j.  Ifthe OPC Core Components are not installed in your machine, you can select Install OPC
Core Components option as shown in the figure below.

customerservice@integrationobjects.com 17
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Integration Objects’ OPC UA Wrapper - InstallShield Wizard

OPC Core Components Installation

are not installed in your machi

InstallShield [ < Back ” Mext > ] Cancel

Figure 10: Install OPC Core Components Dialog Box

k. Click the Next button to continue with the installation of the OPC UA Local Discovery Sever
if it is not already installed. The dialog box for choosing to install the UA Local Discovery
Server will be displayed as illustrated below.

Integration Objects' OPC UA Wrapper - InstallShield Wizard

OPC UA Local Discovery Server Installation

IFOPC

el [Install OPC U4 Lo

InstallShield ’ < Back ” Mext > ] Cancel

Figure 11: Install OPC UA Local Discovery Server Dialog Box

customerservice@integrationobjects.com 18
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The Installation Complete dialog box will then be displayed, as illustrated in the figure below.

Integration Objects’ OPC UA Wrapper - InstallShield Wizard

InstallShield Wizard Complete

Integration Objects’' OPC Ud \wrapper haz talled on your computer.

[ Cancel

InskallShield

Figure 12: Installation Completed Dialog Box

3. Files Included in the Distribution

Once the installation is complete, you will get the following main files deployed under the target
installation folder:

File Names Description

OPCUAConfigurationTool.exe OPC? UA Wrapper
configuration tool
Wrappers\Opc.Ua.CertificateGenerator.exe OPC Foundation certificate
generator
Wrappers\wrapper.exe OPC UA Wrapper basic
service
Proxy\IOOPCUAtoDAProxy.exe OPC UA to DA Proxy server
Proxy\IOOPCUAtoAEProxy.exe OPC UA to AE Proxy server

customerservice@integrationobjects.com 19
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Proxy\IOOPCUAtoHDAProxy.exe

OPC UA to HDA Proxy
server

License Authorization\LicenseAuthorization.exe

The license authorization
tool allowing you to activate
your licenses

WrapperLicenseService.exe

Service for managing OPC
UA Wrapper license
validation

IntegrationObjects.Opc.Ua.Client.dl1
IntegrationObjects.Opc.Ua.ClientControls.d1]
IntegrationObjects.Opc.Ua.ComInterop.dl]l
IntegrationObjects.Opc.Ua.Configuration.dll
IntegrationObjects.Opc.Ua.Core.dl1
IntegrationObjects.Opc.Ua.Server.dl1
IntegrationObjects.Utilities.dl]
IntegrationObjects.OPCNetClientSDK.d11
IntegrationObjects.KNet.Forms.d11
IntegrationObjects.KNet.Common.d11
IntegrationObjects.KNet.Browser.d1]
IntegrationObjects.Logger.SDK.d11
DevComponents.DotNetBar2.d11
IntegrationObjects.Logger.SDK.UserControl.d11
License.dl]

Interop.NetFwTypelLib.d11

WrapperLicenseServiceSDK.d11

Core assembly files

Config.ini
Wrappers\Config.ini
Proxy\Config.ini

Configuration files

Documents\
TO_DCOM_DA_HDA_Config_Guideline_WinSeven_Workg
roup.pdf

The DCOM configuration for
DA and HDA

customerservice@integrationobjects.com
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Documents\ , .
T0_DCOM_AE_Config_Guideline_WinSeven_Workgroup ;Ee DCOM configuration for
.pdf

Documents\ OPC UA Wrapper Quick User Guide.pdf | The quick user guide

Documents\User Guide.pdf The user guide

Table 1: OPC UA Wrapper Main Files

customerservice@integrationobjects.com 21
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4. Starting-up
Integration Objects’ OPC UA Wrapper configuration tool can be started manually from the shortcut

in the start menu.
To do so, click on Start = Programs =» Integration Objects = OPC UA Wrapper @ OPC UA

Wrapper
. OPC UA Wrapper
[{d OPC UA Client
3,-‘ OPC UA Wrapper License Authorization
'E] OPC UA Wrapper Quick User Guide
'EI OPC UA Wrapper User Guide
L OPC UA Wrapper
% Uninstall OPC UA Wrapper

Figure 13: Starting the OPC UA Wrapper Configuration tool

5. Removing the OPC UA Wrapper

To uninstall the OPC UA Wrapper, follow the steps below:

1. Click the Uninstall shortcut icon available in the start menu, as illustrated below.

. OPC UA Wrapper
[{d OPC UA Client
3,-‘ OPC UA Wrapper License Authaorization
'E] OPC UA Wrapper Quick User Guide
'EI OPC UA Wrapper User Guide
L OPC UA Wrapper
| % Uninstall OPC UA Wrapper

Figure 14: Uninstaller Icon in the Start Menu

The following dialog box will appear:

Integration Objects’ OPC UA Wrapper - InstallShield Wizard

Do you want to completely remove the selected application and all of
its features?

Yes Mo

Figure 15: OPC UA Wrapper Uninstall Confirmation

customerservice@integrationobjects.com
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2. Click the Yes button to start the uninstallation.

3. The wizard will then take you through the removal steps. At the end, click Finish when the
un-installation is complete.

If you are using the windows 10, windows server 2012 or windows server 2016 operating
system, the uninstaller needs to be run from the start menu as shown below.

. Integration Objects
OPC UA Client
OPC UA Wrapper
OPC UA Wrapper License A...
OPC UA Wrapper Quick Us...

OPC UA Wrapper User Guide

'\ Uninstall OPC UA Wrapper

Figure 16: Windows 10 Startup Menu Uninstall Shortcut

The OPC UA Wrapper can also be manually removed as follows:

1. Go to the Control Panel.

2. Click Programs and Features.

3. In the Programs and Features dialog screen, select Integration Objects’ OPC UA
Wrapper.

4. Click Change/Remove then OK.

customerservice@integrationobjects.com 23
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USING OPC UA WRAPPER

In this section, you will find an overview of the OPC UA Wrapper configuration tool as well as the
configuration steps required to use the application.

1. Main Interface Overview

The OPC UA Wrapper configuration tool is a user-friendly graphical interface designed to visualize
and customize the COM to UA wrapper services and the UA to COM proxies. The configuration
tool will provide you with an easy and clear way for managing wrappers, wrapped servers, proxies,
certificates, security settings and log settings.

AE
L[] IntegrationObjects.OPCAE SimulationCSNET(A OPC Unified

=5 UAto COM Architecture Wrapper

Q OpcDa.http.dev21-pc.51511.UA. DemoServer.Basic2!

- €8 OpcDa.https.dev21-pc.51512.UA DemoServer HTTPS [ e e e e e e e e e e e a e e e e e e e e e

3| Integration Objects' OPC UA Wrapper = = X
Home l
N
" PR [ 1?2
Add Remove Add Remove Settings Help About
rirapper Proxy Configuration Help 3
r[ ] ‘.!—‘v‘ | x Home | Configuration v
b e e e ot e S o e o e o e o o
2 1
Y . p
1 Entreprise servers m mﬂ Reporting Te=d m
ionObjects. DAHDASimulator/B2008.1(D{ ¢ - s
ionObjects Ad imulatory3.1(08) [ |
1
- |5 IntegrationObjects. AdvancedSimulatorV/3.1(HDA 1 e
- [ IntegrationObjects DAHDASimulatorC#2008.1(H ‘il s i

4 [l » -
Message Type Timestamp Message “
[Inform] 2016/12/14 094944 Configuration updated for wrapper: WrapperTest =3
Added wrapper is using the following configuration:
e A Executable: C:\Proaram Files\I: ion Obiects\I ion Obiects' OPC UA Wraoper\W Al ion Obiects' OPC UA | Ry
4 il »
4 Messages

Figure 17: Configuration Tool Main View

There are four parts in the configuration tool user interface, as highlighted above:

¢ Home menu bar (1): contains the wrapper item bar, the configuration item bar, and the help
item bar.
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e Wrappers & proxies list (2): Tree browser

displaying:

- the created wrappers and their related wrapped OPC servers

- The created proxies

o Home page (3): This is the home view of the application. You can switch to the configuration

tab to configure the added wrapper.

e Log view (4): This part displays log messages. The most recent messages are displayed at

the top of the messages list.

2. OPC COM to OPC UA Wrapper

2.1. Wrappers Management

2.1.1. Add a Wrapper

You can add a wrapper by clicking the Add button available in the Home menu or by right clicking
the COM to UA root node and selecting Add Wrapper as shown below.

- 2% COM to UA

E}ﬁ Wrapps l-]l

Add Wrapper

Figure 18:

Add Wrapper

The Add Wrapper dialog box is shown in the figure below:

= Add Wra pper

Mew Wrapper : |‘.".|'|apperTest|

HTTF Port - 424021

® Uze Machine Name

lIse |P Address

Integration Objects' OPC UAWrapper_WrapperTest_Service

TCP Port : 43403

OK

| | Cancel

Figure 19: Add New Wrapper Dialog

Enter:
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e The name for the wrapper you want to add. The name is a friendly one that will serve to
identify your OPC UA server and must not contain any spaces or special characters.

e HTTP and the TCP ports numbers used for the Wrapper/Client communications.

To create the wrapper service URL, you can choose between:
e Using the machine name
e Using the IP address of the machine

After creating the wrapper, a new node will be added to the COM to UA root node. Right click on
the wrapper node and the following menu will be displayed:

Start Wrapper

Stop Wrapper
Em  Add Servers

== Remove Wrapper
‘@9 Settings

Figure 20: The Wrapper Context Menu

Using the wrapper context menu, you can:
1. Start the wrapper.
2. Stop the wrapper.
3. Add servers to the wrapper.
4. Remove the wrapper permanently from your machine.

Note that in the figure, Start and Stop wrapper are both inactive. This is because the wrapper does
not have wrapped OPC servers yet.

2.1.2. Start a Wrapper

Once your wrapper is loaded into the configuration tool, it will be added to the tree under COM to
UA root node. To start it, right click the wrapper and choose Start Wrapper from the wrapper
context menu. A message in the log view will inform you about the progress.

Furthermore, you can open Windows task manager, navigate to Services tab and look for the
service you started.
- Integration Objects’' OPC UA Wrapper_test_Service  Running

Figure 21: Task Manager View — Service Started

2.1.3. Stop a Wrapper
To stop the wrapper, click the Stop Wrapper button in the wrapper context menu and a message
in the log view will inform you about the progress.
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You can open Windows task manager, navigate to Services tab and look for the service you
stopped. You should be able to see the following.

~ Integration Objects' OPC UA Wrapper_test Service  Stopped

Figure 22: Task Manager View — Service Stopped

2.1.4. Remove a Wrapper
In order to uninstall the wrapper and remove its files from the machine, click the Remove button
available in the Home menu or select Remove Wrapper from the wrapper context menu as
illustrated in the figure below.

B Start Wrapper
Stop Wrapper
L Add Servers

| w=  Remowve Wrapper

Settings

Figure 23: Uninstall Wrapper

You can check that the service was entirely removed from the Windows services list.

2.1.5. Edit Wrapper Settings

The OPC UA Wrapper comes with default settings for the wrapper services. These settings can
be easily edited using the Wrapper Settings dialog presented below.
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Wrapper Settings X
—Server
Max Registration Interval (ms) | E|
— Session

10012
100001%]

|
|

Max Session Timeout (ms) | 35[][]1]1‘JE|
|

600000-5]

Max Session Count

Min Session Timeout (ms)

Max Request Age

—Subscription

Max Subscription Count

10053}
1001

|
|

Max Publishing Interval (ms) | 35[][]1]1‘JE|
|

Min Publishing Interval (ms)

Publishing Rescluticn (ms) EDE|
Min Subscription Lifetime (ms) | 1[][]DDE|
Max Subscription Lifetime (ms) | 35[][]DUJE|
Max Message Queue Size | 1DDE|

Max Motifications Per Publish | 1[]mE|
Max Publish Request Count |

2005]

—Monitored Item

Max Motification Queue Size | IDDE|
Max Event Queue Size | 1[][]UUE|
| Apply | | Cancel |

Figure 24: Wrapper Settings Dialog

The following table describes the wrapper settings:

Setting Description Default Value

The maximum time between registration 30000
attempts with the local discovery server (in
milliseconds).

) The maximum session count.
Max Session Count 100

Max Registration
Interval
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That minimum period of that a session is 10000
Min Session Timeout | allowed to remain open without communication
from the client (in milliseconds).
. That maximum period of that a session is 3600000
_I\I_/Ii?:eiifsmn allowed to remain open without communication
from the client (in milliseconds).
Max Request Age Thernaanun1ggeofan|nconungrequest«ﬂd 600000
requests are rejected).
Max Subscription The max subscription count. 100
Count
Min Publishing The minimum publishing interval supported by 100
Interval the server (in milliseconds).
Max Publishing The maximum publishing interval supported by 3600000
Interval the server (in milliseconds).
Publishing The minimum difference between supported 50
Resolution publishing interval (in milliseconds).
Min Subscription The minimum lifetime for a subscription (in 10000
Lifetime milliseconds).
Max Subscription H_ow long the sut_)scrlptlons will remain open 3600000
e without a publish from the client (in
Lifetime -
milliseconds).
Max Message Queue | The maximum number of messages saved in 100
Size the queue for each subscription.
Max Notifications The maximum number of notifications per 1000
Per Publish publish.
Max Publish Request | The max publish request count. 20
Count
Max Notification The maximum number of notifications saved in 100
Queue Size the queue for each monitored item.
Max Event Queue The maximum size of event monitored item 10000

Size

queues.

Table 2: Wrapper Parameters
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2.1.6. Add Servers to a Wrapper
You can add different local and remote OPC servers to a wrapper by right clicking the wrapper
node and selecting Add Servers. The following dialog screen will appear:

5, Add OPC Server - x

Local Connection

= # Localhost
[+ Data Access 2.0
[+ Data Access 3.0
[ Historical Data Access
[~ Alarms & Events

Remote Connection
OPC Server Name |IrrteglaticnObjects.MvancedSimuIatanBJ |

HostIP Address 192 168.0.197 ]|

Servers to be added
Server Progld

Add l [ Cancel

Figure 25: Add OPC Servers Dialog

You can either browse the list of the OPC servers available in your local machine, or manually
configure a remote OPC server by entering:

e The OPC server name (ProglD),

e The IP Address of the machine that hosts this OPC Server,

e The OPC server type (DA, HDA or A&E server) as shown in the figure above.

To add multiple OPC local Servers, you need to select the server name from the servers tree view
and the selected servers will be added to the grid view to facilitate the visualization of the servers
to be added. Use the X button to delete servers from this list.

customerservice@integrationobjects.com 30



1 Q infeqration

objects

Integration Objects’ OPC UA Wrapper User Guide

|55 Add OPC Server

Local Connection

= ® Localhost
[+ Data Access 2.0
[ Data Access 3.0
B Historical Data Access

- |ntegrationObjects AdvancedSimulator.1

- |ntegrationObjects AdvancedSimulator'y3.1

- |ntegrationObjects. DAHDASIimulatorCE2008Pert 1

- |ntegrationObjects DAHDASImulatorCE20105ervice 1

- |mtegrationObjects. DAHDASIimulatorC++W520085ervice. 1
- |ntegrationObjects OPC .AD0

| - IntearationObiects OPCDAHDASImulator. 1 | b’
4 Il [

Remote Connection

OPC Server Name |InteglﬁtionObjeu:ts.Muan:edSimula‘mr‘u’S.'l |

| (e ] @

Host IF Address 192.168.0.197

Servers to be added

Server Progld Host Name
IntegrationObjects AdvancedSimulatory3.1(04)  DEVZ21-PCliodomain.com @

IntegrationObiects. OPCAE Simulation(ASE) localhost (x]
IntegrationObjects. AdvancedSimulator. 1(D4) localhost @
IntegrationObjects AdvancedSimulatory3. 1{04)  localhost @
IntegrationDbjects. DAHDASImulatorC#20105er . localhost @
IntegrationObjects. OPCOAHDASImulator. 1{HDA) localhost @

add | | cancel

Figure 26: Add Local OPC Servers

Click the Add button to confirm your configuration. When you go back to the main window, you
will be able to see that the servers have been successfully added under the desired wrapper as

shown below.

You can also cancel the addition of the server by using the Cancel button as shown in the figure

below.
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= 2% COM to UA
- ﬁ WrapperTest
=- [ oa
D IntegrationObjects AdvancedSimulator. 1{DA) | localhost
|:| IntegrationObjects. DAHDASImulatorCF20105ervice. 1(DA] | localhost
D IntegrationObjects AdvancedSimulator'y3. 1 | dev21-pe.icdomain.com
= [ HDA
D IntegrationObjects. DAHDASImulatorC++V520085erice. 1(HDA) | local host
----- D IntegrationObjects. O PCOAHDASImulator. 1{HDA) | localhost
= [l AE

D IntegrationDbjects OPCAE Simulation(AE) | localhost

Figure 27: Wrapped OPC Servers

2.1.7. Remove a Wrapped Server

You can remove a wrapped OPC server by right clicking on the server node and selecting the
Remove Server action from the displayed menu.

& . AE

= ——rr "
|5 Remove server

Figure 28: Remove Wrapped Server

2.2. View Wrapper Configuration Details

Once you are done with adding the wrapper, you can configure its security policy and certificates.
Clicking on the wrapper node will display the configuration tab as illustrated in the figure below:
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|_| IntegrationObjects OPCAEServer. Sim|

i, § I Integration Objects OPC UA Wrapper - = x
Home
§
Add Remave Add Remove Settings Help
‘wrapper Proxy Configuration Help
i -
| i | Home ‘ Configuration | -
= z COM to UA E | Wrapper Information |
B 13 WapperTest .
& oa UA Endpoint ope.tepil/ DEVELOP123 - PC:48403/UAMirapperTest =] [Ey |
|5l IntegrationObjects AdvancedSimulato \Wwindows Service ‘Imegraﬂon Objects’ OPC UA Wrapper_WrapperTest_Service |
HDA
|_| IntegrationObjects AdvancedSimulatol
E} . AE Security Policies | Certificates Management -

Manage Cerificates

=3 UAto COM =t [ Status Certficate Path
- e dab @ Trusted C:\ProgramDataIntegration Objects\Certificate Stores\UA Wrapper' TrustedCertificates \certs'matrik [0034329F2853934. ..
: v @ Trusted C:\ProgramDataIntegration Objects\Certficate Stores\LIA Wrapper\TrustedCertficates\cers'ml [EF26773E44D 104087..
aew
B daw @ Trusted C:\ProgramData®Integration Objects\Certificate Stores\IA Wrapper\ TrustedCertficates\certs'mm [OFDC5F791B200E7S...
- B ymd @ Trusted C:\ProgramData*Integration Objects\Certificate Stores\UA Wrapper\TrustedCentfficates\certs ok [38CTA47DBB27T1A61...
-+ hdaw @ Trusted C:\ProgramData"Integration Objects\Cerificate Stores\UA Wrapper\ TrustedCertficates‘\cers'oui [145A5355F165A528B. ..
& vmae @ Trusted C:\ProgramDataIntegration Objects"Cerificate Stores'UA Wrapper\ TrustedCertificates\certs'oui [554B1675CDBABEDT
~ i zml @ Trusted C:\ProgramData*Integration Objects\Certificate Storeg\UA Wrapper\ TrustedCertfficates \certs ouoi [11A0BOATE44CTE64 ..
- i+ vmhda & ~
e wahbitest b |@| | Import | | Remowve | | Assign Wrapper Certificate
q] i » —
XE 5
Message Type Timestamp Message é
[Inform] 2018/11/05 11:51:18 Configuration updated for wrapper: WrapperTest
[Inform] 2019/11/05 11:50:55 Configuration updated for wrapper: WrapperTest
f\dded \nerappeLis using E}Je f\?llwing_conng_urat\?n: 3

liemaol OO LLA AL 142 L = liecaot ADS LI

14 Messages

Figure 29: Wrapper Configuration Details View

2.2.1. Wrapper Information
The Wrapper Information section displays the following general information:

e UA Endpoint: the URL to be used in the UA client in order to connect to the wrapped
servers.
e Protocol choice: You can choose from TCP and HTTP. The URL will be updated according
to the selected protocol.
¢ Windows Service: the full name of the windows service associated to the wrapper.
| \wirapper Information |
UA Endpoaint opc.tcp://DEV21-PC:48409/UA\Wrapper [-] |E|

Windows Service

http://DEV21-PC:48402/UA Wrapper

Figure 30: Wrapper Information
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2.2.2. Security Policies

The user can select a security mode to be associated with the wrapped servers to instruct the
OPC UA client to open a secure channel with them. Only the checked security modes will be
enabled bythe client.

i. Security Modes

Security modes are used to announce which security mechanisms wrapped servers support
during communications. There are three different security modes available:

e None: This mode does not provide encryption or signing.

e Sign: This mode provides signing but not encryption. Available encryptions are Basic256
and Basicl128Rsal5. The sign mode will be disabled unless you select at least one
encryption type.

e Sign & Encrypt: This mode provides both signing & encryption. Available encryptions are
Basic256 and Basic128Rsal5. The sign & encrypt mode will be disabled unless you select
at least one encryption type.

ii. User Identity Tokens
User identity token represents the user's credentials that proves the identity of an entity.
Descriptions of the user identity tokens are as follows:
e Anonymous: This type of connection allows users to connect to the server with no user
authentication.
e Username: This type of connection prompts users for a username and password
combination and grants access only to allowed users. If you wish to grant access for a new
user, enter a username, a password and confirm it and then click Add as shown below.

The password must be at least 5 characters long.

Security Policies | Certificates Management v
Securty Modes User Identity Tokens
7| Mane | Anonymous

Sign 7| Username Remove Users

Basic2b6 |Username UaWrapperllser
asic128Rsa ——

B Password

o =T

Sign & Encrypt Confirm Password
Baszic25h6
Basic128Rsals Add

Save Cancel

Figure 31: Security Policies

All the configured users information will be stored in separate xml files under the following path:
“C:\ProgramData\lntegration Objects\Accounts\ServiceName”. To remove a user, click the
Remove Users button and the following screen will be displayed.
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» Remove Users

User Name
UaWrapperlser B

QK Cancel

Figure 32: Remove Users

Once you are done with setting security policies and user identity tokens, click the Save button to
apply your changes. If your wrapper is running, you will be prompted to restart it for the
modifications to take effect.

2.2.3. Certificates Management
Using the Certificates Management tab, you can:

o List the certificates: this option displays the list of the trusted, the rejected and the wrapper
certificates.. Users can trust a rejected certificate by right clicking on it and selecting Trust
as shown in the figure below. They can also reject a trusted certificate.

e Import certificate: this option allows users to select a certificate and add it to the list of the
trusted ones.

¢ Remove certificate: this option allows users to remove the selected certificates from the
trusted or rejected list.

e Assign Wrapper Certificate: this option allows the user to select a certificate from a .PFX file
stored on disk and assign it to the wrapper.
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| Security Policies | Certificates Management -
- Manage Certfficates

Status Certificate Path

@ Trusted C:\ProgramData®Intearation Objects \Certificate Stores  TrustedCertficates certs et [1DEDES24EACDI40CI6646D8.
@ Trusted C:\ProgramData“Integration Objects"\Certificate Stores’\ TrustedCertificates'certs tyty [fJCEBEEOD1GEFBATFFTBATFE...
‘Q Own Certificate C\Program Data®Integration Objects™\Certificate Stores’ TrustedCerntficates certs\WrapperTest [FF1881ECEZ322BCC. .
@I Trusted C:\ProgramData‘Integration Objects \Certificate Stores’ TrustedCertificates certs yujj [[Z2ABE2A63528FEEZFBE3BAA.
Q Rejected C:\ProgramData®Integration Objects\Cert'rﬁcﬁe&omﬂ\ﬂejeded&nmcmesmeﬂsrérwmmﬁm...

Trust

=] | Import | | Remove | | Assign Wrapper Certificate |

Figure 33: Wrapper Certificates Management

3. OPC UA to OPC COM Proxy

3.1. Proxies Management

3.1.1. Add a Proxy
You can add a proxy by clicking the Add button available in the Home menu or by right clicking
the UA to COM root node and selecting Add Proxy as shown below.

Er--f..." Ul to COM
e D;"C} Add Proxy

Figure 34: Add Proxy

The UA endpoint configuration dialog screen will appear:
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%? UA Endpeint Cenfiguration x
— Server Information
Endpoint Url | hitp://DEVZ1-PC:51211/UA/SampleServer -
— Transport Protocol —————  — Message Encoeding
®Htp ®) Binary
o Xl
— Security Mede ———— — Security Policy
® None ® None
Sign
Sign Encrypt T

— Uzer Authentication Mode

® Anonymous UserMame Certificate

Apply Cancel

Figure 35: UA Endpoint Configuration Dialog

All the settings presented in this dialog screen are required to create an UA endpoint from the
selected OPC UA server.

iii.  Endpoint settings
The user can either type the server URL or select it from the URL list discovered by the OPC UA
Wrapper. Our OPC UA Wrapper supports http, https and opc.tcp transport protocols and detects
which one to use from the specified endpoint URL.

iv.  Security settings

The user should also select a Security Mode and Security Policy in order to open a secure channel
with the selected endpoint. Only security settings supported by the chosen UA server will be
enabled.

There are three different Security Modes available:
¢ None: the channel is not secured.

e Sign: the message is signed with the associated Private Key of the Application Instance
Certificate of the OPC UA Proxy.

e Sign & Encrypt: the message is also encrypted with the Public Key of the server's
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Application Instance Certificate.

There are three security policies supported which determine the algorithm for signing and
encrypting:

e None: an algorithm suite that does not provide any security settings.

e Basic256: an algorithm suite that uses 256-bit Basic as the message encryption algorithm.

e Basic128RSA15: an algorithm suite that uses 128-bit Basic as the message encryption
algorithm.

v. Authentication settings

On the session establishment step, it is required to choose the user authentication mode. There
are two options available:

e Anonymous: user identity is not set.
e Username and Password: the user is identified by a User Name/Password combination.

The certificate identity token is not supported in this version.

When the server URL, the security options and the user authentication mode are set, the UA
endpoint configuration is done and we can proceed to the COM configuration by clicking the Apply
button.

The COM Server Configuration dialog will be displayed:

COM Server Configuration

Protocol D&y - Server Rate 500 ms
Dty 1

CLSID AE F6-35b8d 76546
HDA I

Prog 1D OpcDa opctcp dev@Tpc 6256010 5erver

OK Cancel

Figure 36: COM Server Configuration Dialog

There are four parameters that should be configured:
- Protocol: The user can choose between DA (Data Access), AE (Alarms & Events) and
HDA (Historical Data Access) protocol.
- CLSID: Anew CLSID is generated to be assigned to the server.
- Prog ID: The Prog ID is generated from the configured UA endpoint and can be edited by
the user.
- Server Rate: the server scan rate of the created DA server.
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After clicking the OK button, a new node will be added to the UA to COM root node as shown

below:

= T UL to COM
b €3 OpeDa hitp.dev?1-pe 51211 UA SampleServer Mone

Figure 37: UA to COM Proxies List

3.1.2. Remove a Proxy

In order to remove the proxy and unregister it from the machine, click the Remove button available
in the Home menu or select Remove Proxy from the proxy context menu as illustrated in the

figure below.

o UA to COM

P "E} DDCDBITI.'IT PR AL 1 P N = .I'I‘"I.NOI'I
|-—- Remove Proxy k
ﬁ Settings

Figure 38: Remove Proxy

You can check that the server was removed from the registered servers.

3.1.3. Edit Proxy Settings

The OPC UA Wrapper comes with default settings for the proxy. These settings can be easily

edited using the Proxy Settings dialog presented below.

Proxy Settings X
Default Session Timeout (ms) | 0000 :
Min Subscription Lifetime [ms) | 0000 :

Apply Cancel

Figure 39: Proxy Settings Dialog

The following table describes the proxy settings:

Setting

Description

Default Value

Lifetime

ensures subscriptions are not set to expire too
quickly (in milliseconds).

Default Session L?Iﬁscéifgg(ljtst)lmeout for new sessions (in 60000
Timeout '
Min Subscription The minimum subscription lifetime, that 60000

Table 3: Proxy Parameters
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Once you are done with adding the proxy, you can configure its Prog ID, UA endpoint settings and
certificates. Clicking on the proxy node will display the configuration tab as illustrated in the figure
below:

w Integration Cbjects' OPC UA Wrapper — = b 4
Home
%
Add Remave Add Remaove Settings Help About
‘Wrapper Proac Configuration Help
[ 4='| % ||| Home | Configuration -
=% COMto UA COM Corfiguration
= Q \rapperTest Protocol DA - Server Rate BDDE ms
3 ItegrationObjects DAHDASulstorvE2008 1(Df|  CLSID  [3c880=6a-8483 45100859 ca 1138545833 |
IntegratlonDbJects DAHDASImulatorC++ Net2008|  Prog ID |OpcDa.hﬂp.de\r21-pc: 51211.UA Sample Server.None | ‘ Save |
UA Configuration | Certificates Management hd
UA Endpoint Configuration
[ IntegrationDbjects OPCAE Simulation(AF) | localf  Endpoint Url |ttp://dev21-pe:51211/UA/Sample Server/None |
=3 UAto COM Description Ul |http WS- [dev21-pe:51211] - None - None - Binary/Xmil ElE]
i B+ OpcDa.hittp.dev21-pc 51211 UA SampleServer None
Protocol http WS-" [deva1-pe:51211] |Z| Message Enceding  |Binary |Z|
Security Mode |None |Z| Security Policy None |Z|
User Identity | Anonymous |Z| Certificate (.pfx) | |
Password | |
Sm
4 ] » ‘i|
X B S
Message Type | Timestamp Message -
[Inform] 2016/12/201517:04 A proxy with the CLSID {ac660e6a-8483-40fc-aB50-cal 130045833} was successfully added.
[Inform] 2016/12/2015:07:34 The UA endpoint configuration was saved successfully. =
e
4_| s — — — = s ([} | ¥

16 Messages

Figure 40: Proxy Configuration Details View

3.2.1. COM Configuration
The COM Configuration section displays the following general information:
e Protocol: the COM protocol associated to the server.
e CLSID: the CLSID of the created server.
e Prog ID: the prog ID of the created server which can be edited by the user.
e Server Rate: the server scan rate of the DA created server which can be edited by the
user.
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COM Configuration
Protocol DA - Server Rate EDDE ms
CLSID  [acE6DeBa-B483-4%ca859cal139945833 |
Prog ID |OpcDa.hﬂp.dev21-pc.512'l'I.LIA.SampIeSenrer.None | | Save |

Figure 41: COM Configuration

3.2.2. UA Configuration

The user can edit the UA endpoint settings by discovering the endpoints urls, configuring the
desired protocol, the security settings and the user identity settings and clicking Save button as
illustrated in the figure below:

UA Configuration | Certificates Management i

| UA Endpoirt Configuration

Endpoint Url |h‘ftp:ffdev21-pc:5121 1/UA/SampleServer/Mone

| Description Ud | hitp WS- [dev21-pc:51211] - None - MNone - Binary/Xmi |Z| &
Protocol hitp WS-* [dev21-p:51211] [=]  Message Encoding | Binary =
Security Mode |Mone [~]  Security Policy None [~]
User |dentity | Anonymous [=] Certificate (.pi) | |
Paszword | |
| Save |

Figure 42: UA Configuration

3.2.3. Alias Configuration

The Alias functionality allows to the end user to add a comprehensive identification to the Nodeld.
To use this functionality, the « Use Alias » checkbox should be enabled and should be saved by
clicking the Save button as illustrated in the figure below:
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i | I Integration Chjects OPC UA Wrapper - = x
Home
N
E.% _— E% - 23| ? e
Add Remove Add Remove Settings Help About
Wrapper Proxy Configuration Help
) 3
| Ju x | Home‘ Conﬁm| -
= COMto UA COM Configuration
= = Ul to COM Protocol |02 - | Server Rate 500 ms I ¥ Use Alias I
i B MliasProxy
CLSID |?1EESE?E-SSQlihhe-hG%-EmEQMI}thE
Prog ID |N\a5Prmcy | | Save |
UA Configuration ‘ Certificates Management v
UA Endpoint Corfiguration
Endpoint Url |opc tcp://abenmessaoud-pe:62640/IntegrationObjects./ UAServer Simulator |
Description Ud | opc.tcp [abenmessaoud-pe:62640] - None- None - Binary E |'J|
Protocol ope tep [sbenmessaoud-pe: |Z| Message Encoding | Binary E
Security Mode | None Security Policy None [-]
| Save |
* o
Message Type Timestamp Message
0 Messages

Figure 43: Alias Configuration

Using the Alias Configuration, you can :

e Export Alias to a CSV File : You can export the list of tags into a csv file using the Export
Alias.

e Import Alias by selecting a CSV File : You can import a tags configuration using the
Import Alias option.

The figure below shows the export and import features of an alias :
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Figure 44: Alias Configuration features

3 | Integration Chjects OPC UA Wrapper x
Home
ek
Remaove Settings Help About
Proxy Configuration Help
[ 52 [ % || Heme | Configuration | -
= COM to UA COM Configuration
=3 = Ul to COM Protocel  |DA - |  Server Rate ms | Usellias
& Ali
== Remove Proxy CLSID  [71653276-0027-4bbe-b0%-561820d36d83 |
% Prog ID |NiasF‘mxy | | Save |
= Export Alias
§  Import Alias UA Configuration | Certificates Management M
UA Endpoint Corfiguration
Endpoint Url |opc.tcp /fabenmessaoud-pc 62640/ IntegrationObjects/UAServerSimulator |
Description U | opc.tcp [abenmessacud-pe:62640] - None - None - Binary E |§
Protocol opc.icp d-pc: []  Message Encoding |Binary -]
Security Mode | None [=]  Security Policy Nene [~
Use ety [Brarym B —
e R —
| Save
x 5
Message Type Timestamp Message
0 Messages
The following figure shows an example of an exported CSV File :
Figure 45 : Alias CSV File
1 |ns*2;s*1:Static/Boolean |StatichooIean
2 |ns*2;5*1:Static/Bytel Static/Bytel
3 |ns*2;s*1:Static/Intl Static/Intl
4 |ns*2;5*1:Static/Int2 Static/Int2
5 |ns*2;s*1:Static/Int3 Static/Int3
6 | ;s*1:5tatic/Stringl Static/Stringl
7 | :Static/UIntl Static/UIntl
8 | :Static/UInt2 Static/UInt2
9 | :Static/UInt3 Static/UInt3
10 |ns*2;5*1:Dynamic/Boolean Dynamic/Boolean
11 |ns*2;5*1:Dynamic/Bytel Dynamic/Bytel
12 |ns*2;5*1:Dynamic/Intl Dynamic/Intl
13 |ns*2;5*1:Dynamic/Int2 Dynamic/Int2
14 |ns*2;5*1:Dynamic/Int3 Dynamic/Int3
15 |ns*2;5*1:Dynamic/Stringl Dynamic/Stringl
16 |ns*2;5*1:Dynamic/UIntL Dynamic/Ulntl
17 |ns*2;5*1:Dynamic/UInt2 Dynamic/UInt2
18 |ns*2;5*1:Dynamic/UInt3 Dynamic/Ulnt3
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3.2.4. Certificates Management
Using the Certificates Management tab, you can:

o List the certificates: this option displays the list of the trusted, the rejected and the proxy
certificates. The user can trust a rejected certificate by right clicking the certificate and
selecting Trust as shown in the figure below and can also reject a trusted certificate.

e Import certificate: this option allows the user to select a certificate and add it to the list of
trusted certificates.

o Remove certificate: this option allows the user to remove the selected certificates from the
trust or reject list.

U4 Configuration | Certificates Management -

I Manage Cerificates
Status Certificate Path

| @ Trusted C:*ProgramData*Integration Objects \Certificate Stores* UA Proog\ TrustedCertificates cens DEVZ1-PC....
@ Trusted C:\Program DataIntegration Objects"Certificate Stores™UA Proogy TrustedCertificates certsIntegration ...
% Orwn Certificate C:\Program Data“Integration Objects"\Cerificate Stores™UA Prosoy TrustedCerificates certs\JOOPCUAL ..
@ Trusted C:*ProgramData*Integration Objects \Cerificate Stores*UA Provg TrustedCertificates certs UA Demo ...
a‘ Rejected C:\Program DataIntegration Objects"Certificate Stores™UA Proogy RejectedCerificates cens +KEP Ser...
@ Imiport Remove

Figure 43: Proxy Certificates Management

3.3. Automatic Reconnection

To configure the reconnection settings, select the Settings button available in the home menu
bar, navigate to Proxy Configuration tab and you will get the following dialog screen:
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o Settings = X
Log Settings  Appearance | Proxy Conhguration | General hd

Reconnection Corfiguration

/| Enable Automatic Reconnection

Check Communication Every (ms) : EDDDDE

ok | | Cancel

Figure 44: Proxy Reconnection Configuration

You can check the Enable Automatic Reconnection box and configure the period separating
two reconnection attempts.
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OPC UA WRAPPER TRACING
CAPABILITIES

The OPC UA Wrapper generates 3 types of log files:

- The “OPCUAConfigurationToolLog. 1og” that records errors and debug information
of the graphical user interface.

- The “ServiceNamelLog. 1og” that records errors and debug information of the given
wrapper service.

- The “IOOPCUAtoDAProxyLog. 1og”, “IOOPCUAtoHDAProxylLog. 1o0g” and
“IO0OPCUAtoAEProxylLog.log” that record errors and debug information of the OPC
UAtoDA Proxy server, UAtoHDA Proxy server and the OPC UAtoAE Proxy server.

The log files can be extremely valuable for troubleshooting. Under normal operations, the logs
contain very little information.

The log file for the configuration tool is generated at start-up under the installation folder of the
OPC UA Wrapper while services logs can be found in ServiceLogs folder in the Wrappers folder
and proxies’ logs can be found in ProxyLogs folder in the Proxy folder.

The OPC UA Wrapper comes with default log settings for the wrappers, the proxies and the
configuration tool. These settings can be easily edited using the Log settings dialog presented
below.
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% Settings =

Log Seltings | Appearance  Prowy Configuration  General

=

Configuration Autc Append * [E| True
GUI Log Buffer Size 100
Wrapper Log File Max Size 10
Proxy Log Level Error

Maximum Files 0
Save Timecut 10
4 Buffer Size )

of messages to reach in memory to

must == 100

The buffer size (the maximal number

launch write acticn in the hard disk), it

* Restart the application for the changes to take effect.

Ok Cancel

Figure 45: Log Settings Dialog

The following table describes the log settings:

Log Setting

Auto Append

Description

Set to true to continue writing log messages in
the existed log file or to false to create a new
file.

Default Value

True

Buffer Size

The maximum number of messages to be
stored in the runtime memory before launching
a write action in the hard disk. The specified
value must be greater than 100.

100

File Max Size

This is the maximum log file size, in Mega-Bit.
Once it is reached the OPC UA wrapper will
automatically create a new log file and archive
the last one.

10MB
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There are five log levels: Error

1. Control: Logs only control messages.
This log level is the lowest level.

Error: Logs error and control messages.

Warning: Logs warning, error and control

messages
Level . ) )
4. Inform: Logs information, warning, error

and control messages.

5. Debug: Logs all messages. This is the
highest level.

The higher the log level, the more information
are recorded.

Set to 0 means that log files will be created in
Maximum Files an unlimited way.

Specifies the time period to wait before writing
the log messages stored in the in-memory
Save Timeout buffer to the hard disk. Note that the minimum
value is 10 seconds.

10s

Table 4: Log Settings
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FREQUENTLY ASKED QUESTIONS

How can | identify my wrapper URL?
To get the wrapper URL, select the wrapper node in the configuration tool and copy the UA
endpoint URL. You can choose between TCP and HTTP transport protocol.

How can | purchase an SSL certificate?

The SSL (Secure Sockets Layer) certificates provide secure and encrypted communications
between two intended parties. They are issued by any Certificate Authority (organization that is
trusted to verify the identity and legitimacy of any entity requesting a certificate)

How can | use my certificate?
Using the configuration tool, you can select your SSL certificate from a .PFX file stored on your
disk and assign it to the UA wrapper.

| cannot launch the OPC UA Wrapper Service
If you are using an evaluation license, you should first check the license validity using the License
Authorization tool. You can start this tool from the startup menu as illustrated below:

. OPC UA Wrapper
[{d OPC UA Client
;_- OPC UA Wrapper License Authorization
'@] OPC UA Wrapper Quick User Guide
'@I OPC UA Wrapper User Guide
L OPC UA Wrapper
4 Uninstall OPC UA Wrapper

Figure 46: License Authorization

If the License Authorization tool shows that the demo has expired and you want to activate it using
an already purchased full license, you should, in this case, follow the steps below:

e Select the feature(s) to be activated

¢ Click Generate button to generate the user ID

e Copy and send the User ID to the sales team { sales@integrationobjects.com } so

they can generate the dedicated activation code.
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P Integraticn Objects' License Authorization Teol X ]
Product name: Integration Objects’ OPC U4 Wrapper Product version: 3.1.1 ..l j inre l‘CIl'l.Oﬂ
User name: ‘Windows User C Dbjeﬁl’ﬁ
Company name: Integration Objects
[ Step1: Generate your user |D |
Select the features you want to activate and click on the Generate button in order to generate your user 1D
Installed Features:
Feature License Status Activate
Integration Objects” OPC DAto OPC UA Wrapper The Demo has expired A
Integration Objects” OPC HDAto OPC UA Wrapper The Demo has expired A
Integration Objects” OPC AE to OPC UA Wrapper The Demo has expired A
Integration Objects” OPC UAto OPC DA Proy The Demo has expired A
Integration Objects” OPC UAto OPC HDA Proxy The Demo has expired A
Integration Objects” OPC UAto OPC AE Proxy The Demo has expired A

User ID SCTDAES2034BAATT296ERASACEECOICDFO5F2BCCSE 185A23CC 19AEBRE480943260A79EE2ZC. [Ty

| Step?2: Enter your activation code |

Send a request for activation by e-mail to our customer service including the generated user |D above.
Enter the received code and click on the Register button.

Activation code | Register
Support: customerservice @inteqrationobjects.com | Close

Figure 47: License Authorization (Demo Expired Case)

¢ Enter the received code in the Activation code field and click the Register button.

| cannot connect to a remote OPC Server
If you are not able to connect to a remote OPC server, you should:
e Check if your firewall settings are correct.
e Make sure you have the correct DCOM settings on both computers. Refer to the DCOM
configuration guideline documents available under “Installation Folder\Documents”.

| cannot connect to a local OPC Server

You should check whether the OPC Core Components are installed in your machine or not.

If they are already installed, you should use the regsvr32 command as shown below to register
them again:

1. Example (Windows 7, 64 bit, System Drive "C :"):
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regsvr32 C:\Windows\SysWOW64\opcproxy.dll

regsvr32 C:\Windows\ SyswOW64\opccomn_ps.dll

BR Administrateur : C\Windows\System32\cmd.exe |ﬂﬂlﬁ

Microsoft Windows [version 6.1.76H11
Copyright ¢(c) 288? Microsoft Corporation. Tous droits réservés.

C:sUWindowsssystem32 >regsvrd?2 CisWindowssSysWOled opocproxy.dll
C:Windowsssystemd2 dregsurd2 C:sUWindowssSusWOUG4 opccomn_ps.dll

Figure 48: Register OPC Core Components on Windows 7 64 bit

2. Example (Windows 7, 32 bit, System Drive "C :"):
regsvr32 "C:\WINDOW S\system32\opcproxy.dll”

regsvr32 "C:\WINDOWS\system32\opccomn_ps.dll"
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BER Administrator CUWindows! System32\cmd. exe || == @

Microsoft Windows [Uersion 6.1.76HA]
Copuright (c> 2809 Microsoft Corporation. All rights reserved.

C:sUWindowsssystem32 dregsvrd?2 CisWindowssSystem3I2sopocproxy.dll

C:Windowsssystemd2 dregsurd2 C:sUWindowssSvstemd2“opccomn_ps.dll

Figure 49: Register OPC Core Components on Windows 7 32 bit

| cannot discover the OPC UA Wrapper

If you are not able to discover the OPC UA Wrapper from your UA client but you can directly
connect to its endpoint using its URL, you should install the Local Discovery Server (LDS),
available under “Installation Folder\Components”, which lists the OPC UA servers and wrappers
endpoints available on a given computer.

| cannot connect to the OPC UA Wrapper
The list below presents the causes preventing a successful connection to the OPC UA Wrapper:

e Your UA client does not trust the wrapper certificate. In this case, you should trust or trust
temporally the certificate from the client side.

e You are trying to open a session with unsupported security policy. In this case, you can
either establish a session with none security, or configure the security modes of the UA
wrapper from the configuration tool.

e The user token policy is not supported by the UA wrapper. In this case, you have to
configure the session using the identity settings enabled in your wrapper configuration.

e The username and/or the password are incorrect. In this case, you should set the
username/password configured in your wrapper.

e You can connect the UA wrapper locally but not remotely. In this case, you should
check if the host machine is reachable and if there is an antivirus or a firewall blocking
the communication.
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How can I fix the missing DllIs error?

When launching the product OPC UA Wrapper, If you get a message box indicating that there
is a messing DIl “VCRUNTIME140.dII”, you should install visual c++ 2015 redistributable if not
installed or reinstall it.

For additional information on this guide, questions or problems to report, please contact:

Offices

- Americas: +1 713 609 9208
- Europe-Africa-Middle East: +216 71 195 360
Email

- Support Services: customerservice@integrationobjects.com
- Sales: sales@integrationobjects.com

To find out how you can benefit from other Integration Objects products and custom-designed
solutions, please visit our website www.integrationobjects.com.
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