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PREFACE

About This User Guide

This document lists the pre-installation requirements and provides step-by-step instructions for
installing Integration Objects’ Smart IoT Highway (SIOTH) and all its modules: Data Flows, Data
Model, Job Engine and Unified HMI (UHMI).

Target Audience

This document is intended for Integration Objects’ Smart IoT Highway users responsible for
installing SIOTH in the master node and remote nodes. It assumes knowledge about Windows

operating system and its configuration.

Document Conventions

Convention Description

Bolded text indicates user interface elements,
Bold

such as buttons, menu items, and dialog names.

(!) Note
Information to be noted

customerservice@integrationobjects.com 6
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OVERVIEW

Smart IoT Highway (SIOTH®) is an advanced IT-OT integration platform designed to facilitate
secure data exchange and transformation. It establishes secure end-to-end pipelines to collect
and store data from edge [oT devices and various other sources. SIOTH® enables organizations of
all sizes to easily connect applications, systems, and services in a managed, scalable, and secure
environment. This comprehensive integration solution allows for seamless connectivity between IT
and OT, enabling the conversion of industrial data into actionable intelligence and valuable

insights.

The SIOTH® platform operates on robust functional architecture, as illustrated in the figure below:

Enterprise Systems, Command & Control Centers,

Operations Centers, etc. Unified

Anslytics Sanders AL
Dt tkes
U Ty ke gty H

SCADA K Visiahzation

Data Warnhonune s

SEEEs e QB

Q}
Elﬁﬁﬂ

ADD NET HTTPS oPCuA Aodb EST 0 CoAr MarT

EH Jobss Smart loT Highway - Ovchestration

Buflesing ‘ T - Data Model

= Scripts am  Syncheonization

Modbus DNP ¢ DIMS/COSEM OPC VA o 5 PROFINET SNMP MQ

DMZ < Comminmcution B Cyher SecurityBackbone @ 9

e L . N ™ T At Aot LU T TR WS R Nome wbarutoe ———— kit Anabytis Moty

ol oo=iPa > 0 = o {0l

1R
Dwvtens/ Merers/ | NosQL Catarmal Spetprms
B3 m m
(e || === bWtdtd :1

I

Figure 1: SIOTH® Platform Overview
SIOTH® platform can be installed on two different modes depending on user requirements:
o Standalone mode: All SIOTH components are installed in a single node called Master

Node.

customerservice@integrationobjects.com 8
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o Distributed mode: SIOTH is deployed on distributed architecture that includes:
o A master node is installed to host the SIOTH core modules and is typically deployed
on the DMZ layer.
o And remote nodes host remote connectors or UHMI modules. These remote nodes

are typically deployed on the OT or IT network level.

customerservice@integrationobjects.com 9
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GETTING STARTED

1. Compatibility
For Windows based systems, Integration Objects’ Smart IoT Highway supports the following:
e Operating Systems
o Windows 10 Enterprise
o Windows 11
o Windows 11 IoT
o Windows Server 2025
o Windows Server 2022
o Windows Server 2019
o Windows Server 2016

For Windows Server 2012 support, contact Integration Objects’ customer service team.

e Web Browsers
o Chrome in its latest version
o Firefox in its latest version

o Edge in its latest version

2. Minimum Hardware Specifications

The table below outlines the minimum hardware specifications recommended for SIOTH master

node:

customerservice@integrationobjects.com 10
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Hardware Component Minimum Specification

Processor 8 Cores

RAM 16 GB

Disk Space 10 GB dedicated to SIOTH installation

Table 1: Minimum Specifications Recommended for SIOTH Master Node

3. Master Node Installation Prerequisites

The following minimum prerequisites need to be met before installing Integration Objects’ Smart
IoT Highway (SIOTH) on the master node:
3.1. Web Browser

Make sure that a web browser is installed on the master node. Refer to the compatibility section

for the list of supported web browsers.

3.2. Windows features Activation

3.2.1. For Windows Server OS

1. Open the Control Panel and click on “Turn Windows features on or off".

2. Activate the following features as illustrated in the screens below:

customerservice@integrationobjects.com 11
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1
f&z Add Roles and Features Wizard — O >

DESTINATION SERVER

Select server roles VIM-FEE-20250211
Before You Begin Select one or more roles to install on the selected server.
Installation Type Roles Description
Server Selection || Active Directory Certificate Services Web Server (IS} provides a reliable,
[[] Active Directory Domain Services manfige_able_, and scalable Web
[] Active Directory Federation Services application infrastructure,

[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[] Device Health Attestation

Fole Services [] DHCP Server
Confirmation L] DNS Server
[] Fax Server

[m] File and Storage Services (1 of 12 installed)
[1 Host Guardian Service

[] Hyper-v

[[] Metwork Policy and Access Services

1 Print and Document Services

[] Remote Access

[] Remote Desktop Services

[1 Volume Activation Services

[] Windows Deployment Services

[] Windows Server Update Services

| < Previous | | Mext > | Install Cancel

Figure 2: Server Roles Activation on Windows Server

customerservice@integrationobjects.com 12
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-rﬁ Add Roles and Features Wizard

Select features

Before You Begin

Installaticn Type

Server Selection

Server Roles

Web Server Role (II5)
Fole Services

Confirmation

Select one or more features to install on the selected server.

Features

I [ MET Framewark 2.5 Features
4 [W] NET Framework 4.8 Features (2 of 7 installed)
«f| .MET Framework 4.8 (Installed)
ASP.MET 4.8
4 [W] WCF Services (1 of 5 installed)
HTTP Activatio
Message Queuing (M5MQ) Activation
MNarned Pipe Activation
TCP Activation
+f| TCP Port Sharing (Installed)
| Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[] BitLocker Metwork Unleck
[] BranchCache
[] Client for NFS
[] Containers
[[] Data Center Bridging
[] Direct Play
[71 Enhanced Storage

- a X

DESTINATIOMN SERVER

Description

WIN-1EIBBPHELCT

HTTP Activation supports process
activation via HTTP. Applications
that use HTTP Activation can start
and stop dynamically in response to
work items that arrive over the

network via HTTP.

| < Previgus | | Mext =

| Install

Figure 3: Features Selection on Windows Server
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s Add Roles and Features Wizard

Select role services

Before You Begin Select the role services to install for Web Server (1iS)

Instaliation Type Role services

SRR Veb Server

P Common HTTP Features
[¥] Default Document
Directory Browsing
[V HTTP Errors
[¥] Static Content
[¥/] HTTP Redirection
[C] WebDAV Publishing
L Health and Diagnostics
4 [] Performance
[V] Static Content Compression
[C] Dynamic Content Compression
- Security
[¥/] Request Filtering
[] Basic Authentication
[] Centralized SSL Certificate Support
[] Client Certificate Mapping Authentication
[] Digest Authentication

[C] 1P and Domain Restrictions
[T] URL Authorization
Windows Authentication
a [V] Application Development
[] .NET Extensibility 3.5
[¥] NET Extensibility 4.8
[V Application Initialization
[v1 Asp
[C] ASP.NET 35
ASB.NET 4.8
] cat
[V] ISAPI Extensions
[¥] 1SAPI Filters
Server Side Includes
W] WebSacket Protocol
v [[] FTP Server
“ Management Tools
] IS Management Console
] IS & Management Compatibility
(] 1S Management Scripts and Tools
] Management Service

[C] 1S Client Certificate Mapping Authentication

Figure 4: Role Services Activation on Windows Server

(1) Note

For Windows Server 2012 and Windows Server 2016 operating systemes, it is necessary to download and

install .NET Framework 4.8 using a separate installer.
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3.2.2. For Windows Client OS

Activate the following features as illustrated in the screens below:

Windows Features — O >
Turn Windows features on or off [ 7]

To turn a feature on, select its check box. To turn a feature off, clear its check box. A
filled box means that only part of the feature is turned on.

> |

=R .MET Framewerk 3.5 (includes JMET 2.0 and 3.0)

[] | Windows Communication Foundation HTTP Activation

[l  Windows Communication Foundation Mon-HTTP Activation
=] .MET Framework 4.8 Advanced Services

ASP.MET 4.8

= WCF Services

HTTP Activation
Message Cueuing (M5MO) Activation
Mamed Pipe Activation
TCP Activation
TCP Port Sharing
[l | Active Directory Lightweight Directory Services
|:|__ Containers e

Cancel

Figure 5: .NET Features Activation on Windows Client

REEEE

customerservice@integrationobjects.com 15
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[E1 Windows Features

Turn Windows features on or off
To turn a feature on, select its check box. To turn a feature off, clear its check box. A filled box means that only part of the feature is turned on.

= [m] MET Framework 3.3 (includes MET 2.0 and 3.0}
[0 | wWindows Communication Foundation HTTP Activation
[0 | Windows Communication Foundation Non-HTTP Activation

MET Framework 4.8 Advanced Services
[ | Active Directery Lightweight Directory Services
] | Containers
[] | Data Center Bridging
=Rl Device Lockdown
O Guarded Host
L1 | Hyper-V
Internet Explorer 11
=RC] Internet Information Services

| FTP Server
= W] | Web Management Tools
(1 | IS & Management Compatibility
115 Management Console
] | 15 Management Scripts and Tools
] | 15 Management Service
= [m] | World Wide Web Services
= m] | Application Development Features

[0 | .METExtensibility 3.5
MET Extensibility 4.8
Application Initialization
ASP

[ | ASP.MET3.5
ASP.NET4.8

[ | cal

ISAP| Extensions
ISAPI Filters
Server-Side Includes
WebSocket Protocol

=RC]] Commaon HTTP Features

Default Document

Directory Browsing

HTTP Errars

HTTP Redirection

Static Content

WebDAY Publishing

(W] | Health and Diagnostics

[m] Performance Features

=RC]] Security

Basic Authentication

Centralized 55L Certificate Support

Client Certificate Mapping Authentication
Digest Authentication

115 Client Certificate Mapping Authentication
IP Security

Request Filtering

URL Authorization

Windows Authentication

— . — . - . - PP

ORERRRIE

ROROOOOOO

Figure 6: IIS Features Activation on Windows Client
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4. Remote Node Installation Prerequisites

4.1. Data Source/Destination Server
The following minimum prerequisites need to be met on each server where a SIOTH connector will
be deployed:

4.1.1. Windows Features Activation

Open the Control Panel and click on “Turn windows features on or off”

[ ] .MET Framework 3.5 Features
4 |+ MET Framework 4.8 Features (Installed)
| MET Framework 4.8 (Installed)
o ASP.MNET 4.8 (Installed)
alv
w| HTTP Activation (Installed)
| Message Queuing (M3MQ) Activation (Insta
| Named Pipe Activation (Installed)
w| TCP Activation (Installed)
| TCP Port Sharing (Installed)
] Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[] BitLocker Metwerk Unlock
[ ] BranchCache
[ ] Client far MFS
[] Containers
[] Data Center Bridging
[] Direct Play
[ 1 Enhanced Sterage

&

Figure 7: Data Source/Destination Server Features Activation

4.2. UHMI Server

The following prerequisites need to be met on the server hosting the UHMI Designer and UHMI

Runtime environments:
4.2.1. Web Browser

For further details, refer to Web Browser section.
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4.2.2. Windows Features Activation

e For Windows Server operating system: Refer to the For Windows Server OS section.

e For Windows Client operating system: Refer to the For Windows Client OS section.

5. Specific Connectors Prerequisites

For specific SIOTH connectors, additional prerequisites may be required based on the supported

communication protocol or data store:

5.1. DNP Connector

e Install the dotnet-hosting-5.0.12-win.
e Install Microsoft Visual C++ Redistributable 2015-2019 v 14.28.29913.0 (x64).
e Install OpenSSL for Windows 1.1.1L x64 (Win64OpenSSL_Light-1_1_1k).

5.2. PI/PI AF Connector

e Install PI SDK 2018 (PISDK_2018-SP1-Patch-3).
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INSTALLING SIOTH

1. Installation Process

Right-click on the downloaded IntegrationObjects'SmartloTHighway_2.4.4.exe file and select

Run as administrator from the displayed menu. The installation will start automatically, and the

setup wizard will take you through the following steps.

(1) Note
If SIOTH is already installed on your machine, the setup wizard will proceed to the uninstallation of the

existing version as a first step. You will need to remove the existing version before installing a new one.

1. Click the Next button on the prompt dialog to go to the next page.

Integration Objects’ Smart loT Highway

InstallAnywhere will guide you through the installation of Integration Objects’ Smart loT Highway.
It is strongly recommended that you quit all programs before continuing with this installation.

Click the Mext’ button to proceed to the next screen. If you want to change something on a
previous screen, click the "Previous’ button.

You may cancel this installatien at any time by clicking the 'Cancel’ button.

Previous

Figure 8: Welcome Dialog

2. Read and accept the license agreement by selecting “I accept the terms of the license

agreement” and click Next.
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E Integration Objects’ Smart loT Highway — X

Installation and Use of Integration Objects’ Smart loT Highway Requires Acceptance of the
Following License Agreement:
Integration Objects End-User License & Customer Support Services Agreement

Integration Objects End-User License Agreement

PLEASE READ THIS END-USER LICENSE AGREEMENT (the "Agreement”) CAREFULLY
BEFORE PROCEEDING. THIS AGREEMENT LICENSES THE SOFTWARE TO YOU AND
CONTAINS WARRANTY AND LIABILITY DISCLAIMERS. BY INSTALLING THE
SOFTWARE. YOU ARE CONFIRMING YOUR ACCEPTAMCE OF THE SOFTWARE AMND
AGREEING TO BECOME BOUND BY THE TERMS OF THIS AGREEMENT. IF YOU DO
MNOT WISH TO DO S0, CLICK "Do not accept” BELOW AND DO NOT INSTALL THE
SOFTWARE.

1. Definitions

(a) "IO Software” means the software program covered by this Agreement and all related
updates supplied by 10.

(b) "1 Product” means the Smart loT Highway (SIOTH®) Software and the related
documentation and content and all related updates supplied by 10.

Figure 9: License Agreement Dialog

3. Configure the local node settings:
a. Select whether you are installing SIOTH on the Master Node or not. The Master Node
stands for the machine where the SIOTH Middleware will be installed along with the
SIOTH configuration portal.
b. Select MongoDB to install it if it is not installed yet and in case of master node
installation.
c. Select InfluxDB to install it if it is not installed yet and in case of master node

installation.
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Integration Objects’ Smart 0T Highway = X

Node Type :

(® Master Node

The master node is the machine that hosts the SIOTH® core modules. It is
typically in the DMZ Layer.

Install MongoDB

MongoDB

Install InfluxDB

™ InfluxDB

(O Remote Node

The remote node is the machine where one or more SIOTH® connectors will be
installed. It is typically deployed in the same layer as the data source or
destination in case of a distributed architecture.

Install InfluxDB

InfluxDB

Figure 10: Prerequisites Configuration Dialog

4. Choose the type of installation you want to proceed with and click Next.

Integration Objects' Smart loT Highway = X

Select the installation type

(@ Complete
All SIOTH® modules will be installed.

O Custom
Only selected SIOTH® modules will be installed.

Figure 11: Installation Type Dialog
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After the installation type has been verified, the setup process checks the required IIS features and
confirms that the necessary .NET components are present. Specifically, the setup ensures that .NET
6 and .NET 8 components are available on the system before continuing with the installation. If

.NET 6 and .NET 8 are not installed, the setup will automatically proceed with their installation.

In case of Custom installation, you will be redirected to the list of SIOTH components. Select the

components you want to install and unselect the ones you do not and click Next.

Integration Objects’ Smart loT Highway - x

Install Set Complete

E- (AALL

5[] Connectors

& 7Protocals

- [Z]OPCUA

- [Z]OPC 32-bit
- MQTT

- [Z]REST Client
- [ AMQP-091
- [#/IModbus

Description
Installs all available features.

Previous

Figure 12: Custom Components Selection Dialog
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(!) Note

If the following message is prompted and the required .NET features were already activated, you may click the
"Skip” button, as illustrated below:

| E Integration Objects’ Smart loT Highway

Prerequisites check

Y¥ou have one or more missing prerequisites

Click OK to return and install the missing prerequisites before
completing the installation or Skip to mowe to the next installation
dialog and install the missing prerequisites later.
Refer to Integration Objects’ SI0TH installation guide for more
o your system.
details about the required prerequisites. b Ve

Cancel

Figure 13: Remote Node Installation — Skip Missing Prerequisites

5. Choose the installation folder path. Click Next for the default path or click Choose to

select a different destination folder.
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Integration Objects’ Smart loT Highway - X

Select a destination folder

Where Would You Like to Install?
C:\Program Files\ntegration Objects\Integration Objects’ Smart loT Highway

Restore Default Folder Choose. ..

Figure 14: Selecting Install Destination Folder Dialog

6. Choose the license mode that SIOTH will be following:
a. Centralized Mode: The software license is managed by a single, centralized license
server installed on the Master Node.
b. Decentralized Mode: In a distributed setup, the license of each SIOTH component

is managed by a local license server installed on its respective remote node.
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Integration Objects’ Smart koT Highway - x

License Mode:

@ Centralized

When the Centralized option is selected, the SIOTH® license will be installed on
the master node and all modules will request their license authorization from the
license server of the master node.

YRS NNA

(O Decentralized

When the Decontradized option is selected, a SIOTHE licensas will be instalied on

noch node and the retated module will requsst is Hoonse authorization from the

lheense server of Its focal node

Figure 15: License Mode Selection Dialog

7. Review your pre-installation summary, then click Install to start the installation.
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Integration Objects’ Smart loT Highway = X

Review the following before continuing:

Product Name:
Integration Objects’ Smart foT Highway

Install Folder:
C-\Program Fies\Integration Objects¥ntegration Objects’ Smart loT Highway

Shortcut Folder:
C:\Users\Admin\AppData'RoamingMVicrosoftWindows\Start Menu'Programsiintegration Objects

DI RN RN NSNS

Disk Space Information {for Installation Target):
Required: 5,304 08 MegaBytes
Available 73 632 95 MegaBytes

Figure 16: Pre-Installation Summary Dialog
The setup will copy the necessary files to the target folder, create the SIOTH application pools and
websites in IIS, create a shortcut icon to access the SIOTH configuration portal, create the services
for installed features and make an uninstallation entry in the Add/Remove Programs in the Control

Panel. This process may take a few minutes.
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Integration Objects' Smart loT Highway = X

v
4
v
v
v
v
v
v
v
v
>

Extracting duplicates...

Cancel

Figure 17: Installation Progress Dialog

8. During the installation process, MongoDB setup will be launched. Go through the setup

wizard to install MongoDB.
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ﬁ MongoDB 8.0.17 2008R2Plus SSL (64 bit) Setup - X

Welcome to the MongoDB 8.0.17
2008R2Plus SSL (64 bit) Setup Wizard

The Setup Wizard will install MongoDB 8.0.17 2008R 2Plus
SSL (64 bit) on your computer, Click Next to continue or
Cancel to exit the Setup Wizard.

Back : Next Cancel

Figure 18: MongoDB Setup - Welcome Dialog

ﬁ MongeDB 8.0.17 2008R2Plus S5L (64 bit) Setup — >

End-User License Agreement

Please read the follawing license agreement carefully

Server Side Public License o)
WERSION 1, OCTOBER 16, 2018

Copyright © 2018 MongoDE, Inc.

Evervone is permitted to copy and distribute verbatim copies of this
license document, but changing it is not allowed.

TEREMS AND CONDITIONS
W
[11 accept the terms in the License Agreement:
Print Back Cancel

Figure 19: MongoDB Setup - License Agreement
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15 MongoDB 8.0.17 2008R2Plus S5L (64 bit) Setup - ot

Choose Setup Type
Choose the setup type that best suits your needs

I Complete I

All program features will be installed. Requires the maost disk space.
Recommended for most users.

Custom

Allows users to choose which program features will be installed and where
they wil be installed. Recommended for advanced users.

The Mongo Shell must be installed separately for Windows installations., Download
MNow

Back Mext Cancel

Figure 20: MongoDB Setup Type - Choose Complete

ﬁ MengoDB 8,017 2008R2PIus 551 (B4 bit) Service Customization  —

Service Configuration

Specify optional settings to configure MongoDEB as a service,

Install MongoD as a Service
@ Run service as Metwork Service user

(") Run service as a local or domain user:

Account Domain: |

Account Mame:

MongoDB
Account Password: |
Service Name: |I'~"I|:|ng|:|DB
Data Directory: |C:\Program Files\MongoDE\Server\8. 0\datal,
Log Directory: |C:\Program Files\MangoDB\Server\3.0Yog),

Figure 21: MongoDB Setup - Service Configuration
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ﬁ MongoDB Compass - x

Install MongoDB Compass
MongoDB Compass is the official graphical user interface for MongoDEB.

By checking below this installer will automatically download and install the
latest version of MongoDB Compass on this machine. You can learn more
about MongoDEB Compass here: https: /fwww.mongodb. comproductsfcomp...

[“]install MongoDE Compass! Back Mext Cancel

Figure 22: MongoDB Setup - Install MongoDB Compass

‘ﬁ MongeDB 8.0.17 2008R2Plus 55L (64 bit) Setup — >

Ready to install MongoDB 8.0.17 2008R2Plus SSL (64 bit)

Click Install to begin the installation. Clidk Badk to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back i Install { Cancel

Figure 23: MongoDB Setup - Start Installation
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R |

“H MongoDB 8.0.12 2008R2Plus SSL (64 bit) Setup = X

Installing MongoDB 8.0.12 2008R2Plus SSL (64 bit) -

Please wait while the Setup Wizard installs MongoDB 8.0.12 2008R2Plus SSL (64 bit).

Status: Updating component registration

Figure 24: MongoDB Setup - Installation in Progress

ﬁ MongoDB 8.0.17 2008R2Plus SSL (64 bit) Setup = X

Completed the MongoDB 8.0.17
2008R2Plus SSL (64 bit) Setup Wizard

Click the Finish button to exit the Setup Wizard.

Back Cancel

Figure 25: MongoDB Setup - Installation Complete

customerservice@integrationobjects.com 31


mailto:customerservice@integrationobjects.com

l 0D infeqration

Dbj@CtS Integration Objects’ Smart IoT Highway Installation Guide

9. Specific components’ pre-requisites installation is launched during the SIOTH

installation process as follows:

e IS URL Rewrite, in case complete installation or UHMI module is selected.
¥ 1S URL Rewrite Module 2 Setup - X

Please read the [1S URL Rewrite Module 2

License Agreement
MICROSOFT SOFTWARE l
SUPPLEMENTAL LICENSE TERMS

URL REWRITE MODULE

Microsoft Corporation (or based on where you
live, one of Its affiliates) licenses this
supplement to you. If you are Bcensed to use
Microsoft Windows operating system software
(the "software™), you may use this
supplement. You may not use it if you do not
have a license for the software. You mav use

J acoapt the tenms I the License Agroament

Prim Cancel

Figure 26: URL Rewrite Installation Wizard

e OPC Core components, in case complete installation or OPC connector is selected.
P 1

-" >
License Agreement s

<

FOUNDATION

Flasze take & moment 10 read the license agreemeant now. if you eccept he terms balow, dick
Agrac®. han "Next® Ctherwise chck *Cancol®

[NON-EXCLUSIVE LICENSE AGREEMENT

1 Do Not Agree O '4gws

Cancal Naxt >

Figure 27: OPC Core Components Redistributable Installation Wizard
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e OPC UA Local Discovery Server, in case complete installation or OPC UA connector is

selected.

o

liShieid Wizard

Welcome to the InstaliShield Wizard for
OPC UA Local Discovery Server 1.04

The instaliShield{R) Wizard will install OFC UA Local Discovary
Server 1,04 on your computer. To continue, dick Next.

WARNING: Thes program is protected by copyright law and
International treaties,

Net > | Cancel

Figure 28: OPC UA Local Discovery Server Installation Wizard

Once the installation is complete, the following dialog will be displayed. Click Done to close the

installer.
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E Integration Objects’ Smart loT Highway — *

Integration Objects’ Smart 0T Highway has been successfully installed to:
C:\Program Files\Integration Objects\Integration Objects’ Smart loT Highway

Press "Done” to quit the installer.

v
v
v
v
v
v
v
v
v
v
v
>

Previous

Figure 29: Installation Complete Dialog

(1) Note

In the event of an interruption during the installation phase, navigate to the following path: “C:\Program
Files\Zero G Registry” and remove the “.com.zerog.registry” file, as shown below. This interruption
may happen if previous versions of SIOTH were installed on the same machine. Once done, re-run the

setup to proceed with the installation phase.

.IY}-_nD( v Loca Dk (C:) » Program Files » Zero G Regustry I

Name Dete modified Type
pas

€ .com.asrogregistry : 51 AM Mecrocaft Fdge H 1 ¢ P —
’

ds ’
jnts .

Figure 30: Recovery for Installation Interruption
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2. Post-Installation Verification

After installation, the SIOTH Windows services will start automatically. The installed services are

described below:

Terace - O X
fie  Action View Malp
o A Bm o . nun

 Services (Local] [ 1 Sardices WD

Select am dem tn view I3 deicrpton.  Mame Cenczphion tatin Startup Type g Onda
EE e o p Ak Thsibzees " I S 5

L im0 Irdhall Windows Serace Rurning  Awtomatic (Detsyed Stast)
53 Wlegration Dyects’ SOTH Data Model 2achiver Serace SOTH sary o hiver module Purning  Actosatx (Detayed Sta)
S Irtagration Ot et OTH Date Modd Serace SOTH servea d(k feta medel modude o 5 Actometi |Deleyesd Stan)
o lm:,mm Ok o Dats custon Sene " aton Otyests SOTH Dats Syratrona.. Dwatied

Integration Ojacrs 50 s ) Sere ¢ 500 Oyacts vnm MbErgre ﬂot, Sen harning  Autometic Melaged 5o Loos System
W Irtegation Oigpects’ S0 'NM 7T Broker Serves harn Autometic (Defayed S1an) Lol Sythern
%b intagration Ojects 4L]’1'(zdlk\ml,ll Serce o 3 Automatic |Dewywd Start)
LRty | 10

peterd Protecson HED Sevice - el Rumming  Maval Local Systen
s Apphcetion Losder Hoot intarl.. Rumning  Automat Locd Systern

- s TN O -
IntedR) Contert Protecion HED Service

L3 imteb ) Oyraemc

scabion Losder Howt intertace Servxce

W) Intel)t) Dyruemic Tuning mrace 1 Dynemec Turesg senvice Punning  Aucamets Local Syt

Lab T rasin e s rand mmbas Tai o Ca dos Vit M abVN Crnabio s Fornas sl Casim Bunnine Actamast [PONT -
Fil  Action View Malp
L L i Em v rmnwn
s ol [ sarmes taett
Sebect am e e view 15 deicription.  Neme Oeaz=phion Satin  Startp Type Log On A
o Mcronctt Seere hrated Sencs Provides rhmatiuctuse wappodt boe the Mososef..  Parming  Mansel Locel Syshern
L Maronctt Uage end Qualty maghts A Moot weace pradecng wmmany et & Marvaal (Tngger Seat) Locel Service
23 MCTOS 00t Wit hiwvs M5 Fouter Saneee Roastes messages tused a0 Nnies 59 apragiate Ml Trigges St Local Service
Makide s v ; I g, & A % % SERacs
I L5 Mzngel8 Sanver MzngolE) Mengedll Windows Serace Purnng  Awtomaetic [Deleved Stast)  Network Serac

Yo\ Maohs Martmance seice Lo pervice de manierance de Nortls ¢ stsere § Macat Local Systam
MO Putor AUomats Netwerd Sorvce

Figure 31: SIOTH Services

The installed services are configured to start up automatically and are running with the Local
System account by default, except for the MongoDB service that runs with the Network Service

account.

The table below outlines the installed services:

Service Name Description

I0 SIOTH Node Manager SIOTH service managing local and remote installation of

Service SIOTH components.

IO SIOTH MQTT Broker Service | SIOTH MQTT Message Server for receiving, filtering, and
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publishing messages to all subscribers.
10 SIOTH Job Engine
SIOTH service of the Job Engine module.
Service
I0 SIOTH Data Model
SIOTH service of the Data Model module.
Service
10 SIOTH Data Model
SIOTH service of the Data Model Archiver module.
Archiver
10 SIOTH Redundancy SIOTH service for managing redundant SIOTH master node
Service pairs.
SIOTH service enabling seamless and reliable data
10 Data Synchronization
synchronization between two SIOTH machines, ensuring
Service
consistent and up-to-date data across both systems.
InfluxDB InfluxDB service.
MongoDB MongoDB database server service.

Table 2: Services Description

SIOTH websites and APIs will also be created in IIS and run automatically using the Local System

account.
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=

qf] Internet [nformation Services (11S) Manager
, q_='_| » MMSIDOMMOU-LAP »

File  View Help

Connections

~ 185 MMSIDOMMOU-LAP (INTEG-OBJECTS\mmsidommou) |
i} Application Pools

o @ Sites
> 40 Default Web Site
5 & SIOTH_Adminldentity
5 & SIOTH_BufferRestAP|
5 & SIOTH_Clientldentity
> @ SIOTH_Cenfiguration
5 4 SIOTH_DatabasesRestAP|
> @ SIOTH_DataFlowManagement
> & SIOTH_DataModel
> @ SIOTH_EmailMotificationRestAP|
> @ SIOTH_EnvirenmentBackupAPI
5 & SIOTH_ExplorerRestAP|
5 & SIOTH_FrontEnd
5 4D SIOTH_LicenseRestAP|
5 & SIOTH_OcelotRestAP|
5 49 SIOTH_OPCUADataRestAPI(AE)
5 49 SIOTH_OPCUADataRestAPI(DA)
> @ SIOTH_Redundancy
5 4D SIOTH_Serverldentity
5 4D SIOTH_Tracker
S @ SIOTH_UHMI_Designer_BackEnd
S @ SIOTH_UHMI_Designer_FrontEnd
S @ SIOTH_UHMI_Runtime_BackEnd
S @ SIOTH_UHMI_Runtime_FrantEnd

Figure 32: SIOTH Web APIs

(1) Note
The list of the SIOTH Web APIs created in the IIS might vary according to the setup type and selected

features.

3. SIOTH Login Credentials Page

Use the following credentials to log in to the SIOTH Platform:
e Username: Administrator

e Password: Pa$$word123
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SIOTH Authenticaticn Server

Figure 33: Login Interface
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UPDATING SIOTH INSTALLATION

1. Uninstallation Process

Proceed as follows to uninstall SIOTH from your machine:
1. Go to the Control Panel and select Uninstall a Program under Programs.

2. Right-click on Integration Objects’ Smart IoT Highway and choose Uninstall.

Organize *  Uninstall/Change

Name Publisher InﬁaII;d On  Size Version
§ MongoDB 8.0.17 2008R2Plus SSL (64 bit) MengoDB Inc. 3/4/2026 204GB 8017
S Integration Objects' Smart loT Highway Integration Obje 518GB 2430
e Microsoft Edge Microsoft Corpo LT BT 143.0.3800.82

P - s e var e

Figure 34: Uninstall SIOTH

3. Select the Uninstall Product option, then click Next.

Configure Integration Objects’ Senart loT Highway - x

Select one of he following optons

; *0 Add Features
A A0 TRatures 10 e nstaked product

’9 Remove Features
T Ml REMOVE feabares from e nslated product

Repair Product
Repail he nstaked peoduct

© 4 Uninstall Product
—_— Uninsis the product

Figure 35: Uninstall Dialog
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4. Confirm the uninstallation of all installed features by clicking Next.

Configure Integration Objects’ Senan loT Highway - *

About to Lninstall

Indegration Objects’ Sman loT Highway

InstaliAnywhara will remove the features that wese installed dunng product installason.

Figure 36: Uninstall Confirmation Message

5. Select whether to uninstall the InfluxDB or not, then click Uninstall to continue.

E Configure Integration Objects' Smart [oT Highway - *

Check if you want to uninstall InfluxDB:
[ InfluxDB

Previous Uninstall

Figure 37: Uninstall Prerequisites Selection Dialog
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6. You will be prompted to confirm if the MongoDB and InfluxDB data should be deleted
during the uninstallation. Click Yes to confirm the deletion of MongoDB and InfluxDB data

or No to keep them.

Data Cleaning X

[ " MongoDB and InfluxDB Data Cleaning

Do youwantto clean MongoDB and InfluxDB data?

No

Figure 38: MongoDB and InfluxDB Data Cleaning

The uninstall process will then begin and progress will be displayed.

Configure Integration Objects” Smart ioT Highway = X

Please wail while InstallAnywhere's uninstaller removes the following features

Perform actions
Files
LaunchAnywheres
Shortcuts/Links/Aliases
Registry Entries
Folders

Others Category

Uninstalling...
=

Figure 39: Uninstall Progress
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Once the uninstallation is complete, a dialog will appear summarizing the uninstallation status.
Choose Yes, restart my system and click Done to finish.

E Configure Integration Objects' Smart loT Highway = X

All items were successfully uninstalled.

You should restart the system to complete the uninstallation.

0O Yes. restart my system

(O No, | will restart my system myself

Cancel Previous

Figure 40: Completed Uninstallation

(1) Note

It is recommended to restart the system after SIOTH uninstallation for all files clean-up and Windows

services deletion.

2. Repair Process

Proceed as follows to repair the SIOTH installation on your machine:
1. Go to the folder where SIOTH is installed and run the “Change Integration Objects’

Smart IoT Highway Installation” program as Administrator, as illustrated below:
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Integration Objects’ Smart lo” X + = a 2
€ y * (& P ri\Integration Obyects\integration Objects” Srmart loT Highway " Search intogration Objecty Q
*) New 1] T son = View wee (5 Details
HNuene Date modfied Type Soe
@ Oesitop » & wnnstaler jar 1722026 207 AM Execunnbie Jar Fie 3N
b Downiceds # S Seup.ico TANANE2 208 PM o0 File 129 XKH
= & licenseast 22272005 1192 AM TXY fde 138
o Documwenty #
S ioico M I
N Picture ’
& instalivanables.properbes 1720206 37 AWM PROSERTIES File 1Y)
© Muric ” . InataltSenptiap_smi 1/ 2071026 207 AM AD XML File 1651 KR
B Videos o Change ¥rtegration Olpects’ Smart loT Highway installation lax 202026 M LAX Hle B
I Change tegration Otyects’ Smart loT Mighwey instalaton exe atin %l I
v B ThsPC &l comiercg regattyom| 1 XM File W9 AR
| = e UHMI 1/20/2026 210 AM File folde
e ] SKITH Sernces 1S S5 AM fiefolde
e Data (D)
SIOTH identity T026 10017 AM File folde
W Network
SIOTH Configuestion 1/20/2026:- 205 AM Filn folder
rescurce V2028 211 AM file folde
26 aemns —Eji |
Figure 41: Repair Process - Installation Folder
2. A pop-up window will appear. Select Repair Product and click Next.
Configure Integration Objects’ Smart 10T Highway - *

Sefect one of he following optons

- *0 Add Features
T A A00 Teatures 1o hie nataked product

Remove Features
Remove features Trom e nslated proguct

o Repair Product
Repail e nstaked product

Y 1. Uninstall Product
< — Uninsis the product

Figure 42: Repair Product

customerservice@integrationobjects.com 43


mailto:customerservice@integrationobjects.com

1@ infeqralion

objects Integration Objects’ Smart IoT Highway Installation Guide
3. Click Install.
Mtegration Objects’ Smart 10T Highway = %

InstallArywhare will guide you through repainng the Intagradon Objects’ Smant loT Highway
inssaliadan

It Is strongly recommanded that you quit all programs bedore continuing

Click tha Next' busion %0 procesd to the next screen. If you want to change something o a previous
screnn, click the Pravious' bution

You may cancal thes mstaiation af any ime by chicking #ie 'Cancel’ bulton

Figure 43: Repair Installation

This action may require repairing, changing or removing the setup for MongoDB, and InfluxDB.

nTegraton Objects’ Smart 10T Highway = 2

Figure 44: Repair in Progress
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Once the repair process is complete, a confirmation dialog will appear. Choose Yes, restart my

system and click Done to close the installer.

Integraton Dbjects’ Smart (oT Highway - *
Integration Objects’ Smart loT Highway has been successtully mstalled to

C \Program Filesintegration Objectsintegration Objects’ Smar 1oT Haghway

Press *Done” o qud the instalier

You shousd ressan he system 10 complele he installaton

O Yeos restant my system
Nao, | will restan my system nrysell

Figure 45: Repair Complete Dialog

3. Add Features Process

Proceed as follows to add a new feature into the SIOTH installation:
1. Go to the folder where SIOTH is installed and run the "Change Integration Objects’

Smart IoT Highway Installation” program as Administrator, as illustrated below:
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Integration Objects’ Smart lo” X + = o 2
€ ™ Search intogtation Objects’ 2
) New _TJ N son = View e (B Details
Huene Dats medttied Type .
@ Oesitop  # & unstalerjor 17202026 207 AM Evecutnbie Jar Fie 7331 40
L Dewnloads # S Setup.ico TAVNANE2 24 PM C0 File 123 XH
= & licensexst 22272005 1142 AM XY fde ER T
o Documwenty #
€ icico 7/45/3022 2:03 FM 20 Flle 125 %D
N Pictures »
& installvanables.properbes AN (31]
© Music £ __ InanaitSenptiap amid 17207 302¢ TAM AD XML File AR
B Videos o Change itegration Obsects’ Smart loT Hi installationta 120/ 2006 S07 20 LAX File L
Chanqe tegration Obyects’ Smart loT Mighwey instalsbonese  1/20/2026 =07 AM Appixatinn 5Kl I
v B ThsPC Bl comaercg regatyom| 1 MG R AM XM Fil 1,049 AR
| y Sy ) UHMI /2072026 210 AM File folde
Sl SIOTH Sernces 1/ M2 0% AM File folde
w Data (D)
SIOTH Idertity V026 10:12 AM Fiimfolde
W Network
SIOTH Configuestion VAV 026-208 AW Filn foide
rescurce VU036 311 AM File folde
26 aemns VE‘I d

Figure 46: Add Features Process - Installation Folder

2. Click the Add Features option to add a feature to the installed product and click Next.

[ Configure Integration Objects Senar loT Highway - x

Select one of e following optons

o *o Add Features
Al A0 TRatures 1o he nstiked product

- Remove Features

Remore feabres Trom e nslakec proguct

- Repair Product
= Repail he nstaked peoduct

sl 5 Uninstall Product
T o Uninsis the product

Figure 47: Add Features Dialog
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3. Click the Next button on the prompt dialog to go to the next page.

Integraton Objects’ Smart [oT Highway - x

InsaaliAnywhera will gude you through adding jeatures 1o Integration Objects’ Smart loT Highway.

I 15 strongly recommended thal you quit all programe belore continuing

Click the 'Next’ bution to proceed o the naxt screan. If you want 1o changa somathing on a previous
screen, chck the Previous’ buson

You may cancal thes inssallation at any ime by clicking the ‘Cancel’ button

Figure 48: Add Features Confirmation Message

4. Select the desired features you want to install, then click Install.

[ Integraton Objects’ Smart [oT Highway - x

Install Set Cusiom

AL
B Connectors
8 Protocols

B OPCUA
@orc
@ OPC 32-bit
@nart
®ONP3
@ REST Client
8 AMOP-091
@ Modvus
B EC 60870-5-104
|8s7

M allan Fradics
Deascnpson
Installs all avalabée features

T

Figure 49: Add Features - Features List
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[ Integration Objects Smart (oT Highway = X 1

Figure 50: Features Installation in Progress
Once complete, the following dialog will be prompted to confirm that the Add Features process is

completed successfully. Click Done to close the installer.

[ Integraton Objects Smart [oT Highway - x 1

Integration Objects’ Smart loT Highway has been successtully mstalled to
C\Program Filesintegration Objectsintegration Objects’ Smar IoT Haghway

Press *Done” 1o qud the installer

Figure 51: Features Installation Complete Dialog
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4. Remove Features Process

Proceed as follows to remove an installed feature from the SIOTH installation:

1. Go to the folder where SIOTH is installed and run the “Change Integration Objects

Smart IoT Highway Installation” program as Administrator, as illustrated below:

- (n] X
Integration Objacts’ Smart lo” X =
X Search intogration Objecty 2
*) New 1) T son = View aee (5 Details
ata modfie ¥
@l Oeatop  # & unnstater,jor 26.307 AN vecutnble Jar Fée
! H TAANING2 3 [J A X
& Dewnloads # » Sup.ico
. & licensexnt
o Documenty #
S ioico A

N Pictures ’
& imstalivanebles. properbes

& Munic » X \ AD XML File [AS RN

InataltSenptiap smil r A

B Videos . Change rtegration Obpects’ Smart loT Highway instaliation lax
I Change mtegration Otyects’ Smart loT MHighwey instaliston exe D/20GG ST AM cobcatinn & 1l I
v B ThsPC B comaercgregatryom| M ;
UHMI 200202 10 AM Sile fold
- System (C) .
SIOTH Sernces
e Data (Dv)
SIOTH identity A fiim folde
W Network
SIOTH Configuestion o/202¢ AM Filn foid
resource 6311 AM
26 aems =Jd

Figure 52: Remove Features Process - Installation Folder

2. Click the Remove Features option to add a feature to the installed product and click Next.
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[ Configure Integration Objects Senart loT Highway = X

Select one of he follow|ng opeons

*0 Add Features
AQ0 TRatures 1o Me nstaked product

o ’p Remove Features
Sl Remove feabares Trom e nslakec proguct

Repair Product
Repair he nstaked peoduct

) Uninstall Product
T amm Uninsis the product

Figure 53: Remove Features Dialog

3. Click the Next button on the prompt dialog to go to the next page.

[e Configure Integration Objects’ Senart loT Highway - *

InstaliAnywhera will gusde you through removing features from Integration Objects’ Smart loT
Highway.

It Is strongly recommended that you quit all prograrms before continuing

Click the "Nex!’ bution 1o procend 1o the next screen Il you want 10 change somelhing on a previous
acrean, duck the Previous’ buion

You may cancal thes installabion ot any lime by clicking the ‘Cancel’ button

Figure 54: Remove Features Confirmation Message
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4. Select the features you want to remove from the installation.

r Configure Integration Objects’ Senart loT Highway - P R

Check features that you want to uninstall.

“JALL
(=) Connectors
= [=) Brokers
0 OPG)ASEWEQ
8 MOTT Broker
| @ Data Stotes
+ (@ Protocols
- @ Network Watchers
= @ Routers
8 Bridge Sever
8 Bridge Client
B Router
[JJob Engne
Dascripion
Installs the OPC UA Sesver 10 expose data from SIOTH connectors 10 OPC UA dlients

Figure 55: Features to be Removed

5. Click Uninstall to launch the uninstall process.

[ Configure Integration Objects’ Senan loT Highway - % |

Please wat while InstaliAnywhere's uninstalier remaoves he folfiowing features

Perform actions
Faes
LaunchAnywheres
ShortcutsLinksiinses
Registry Entnes
Folders

Others Categary

Figure 56: Uninstallation in Progress
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Once complete, a confirmation dialog will appear. Choose Yes, restart my system and click Done

to close the installer. The features uninstallation will be completed after restarting the system.

( Configure Integration Objects’ Senan loT Highway - b B

Al tlems were successallly uninstatied.
You should restan the system o complete the uransiallabon

© Yes, rstart my systam

L_INo, | will restart my system mysell

Figure 57: Remove Features Complete Dialog

(1) Note

It is recommended to restart the system after removing features from SIOTH installer.

(1) Note
Refer to the SIOTH Application Configuration Guide for more information on how to use and
configure SIOTH platform. It is located at the following path:

“.:\Program Files\Integration Objects\Integration Objects' Smart IoT Highway\Documentation”
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For additional information on this guide, questions or problems to report, please contact:

Offices

- Americas: +1713 609 9208
- Europe-Africa-Middle East: +216 71 195 360
Email

e Support Services: customerservice@integrationobjects.com

e Sales: sales@integrationobjects.com

To find out how you can benefit from other Integration Objects’ products and services, please visit
our website:
Online

- www.integrationobjects.com/
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