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1. About This User Guide

OPC Classic standard specifications rely on Microsoft's COM and DCOM to exchange data
between automation hardware and software. DCOM needs to be configured properly in order to
allow users to establish remote communications between their OPC client and server components.
In this document, we describe the necessary steps to get DCOM waorking properly under Windows
Seven in a Workgroup configuration.

2. Machines Configuration

2.1. Install OPC Core Components

OPC Core Components need to be installed on the OPC server and OPC client machines. You
need to install OPC Core Components version according to the operating system version (64-bit
or 32-bit).

2.2. Configure Users

In a typical scenario, we would have two machines as follows:

Machine 1 2

Name User-101 User-102

User Login 101 101

User Password iol iol
Workgroup IOGROUP IOGROUP
Type Client Machine Server Machine

Integration Objects’ OPC Integration Objects’ OPC
Software DA Explorer Driver for Databases

Table 1: Platform Configuration

The created users must have the same name and password on both computers.
Further on, you should run the OPC client and OPC Server using this user account.

2.3. Assign Permissions

In order to allow the users to work with DCOM, you need to add them to the corresponding "DCOM
Users" group in both client and server machine. To do so:

customerservice@integrationobjects.com
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1. Click on Computer > Manage

Open

Manage

Map network drive...

Disconnect network drive...

Show on Desktop

Rename

Properties

Figure 1: Computer Management

2. Navigate to ‘System Tools’ > ‘Local Users and Groups’ - ‘Groups’
3. Right click on ‘Distributed COM Users’ and then click on properties.

Al Computer Management 0

File Action View Help

A Computer Management (Local | pjame Description
4 '[r‘}' S}rst:kaSooP:sd | Pl Administrators Administrators have complete an...
g @ 2s c. Eeuer P Backup Operators Backup Operators can override se...
' @ Event Viewer . .
— Shared Fold & Cryptographic Operat.. Members are authorized to perfor..,
> ared Folders
&l .4 Distributed COM Users  Members are allowed to launch, a...
a # Local Users and Groups .
= Users &% Event Log Readers Members of this group can read e..
| Groups %Guests Gu.est-s have the same access as m...
. () Performance ~%-'[[S_IUSRS Built-in group used by Internet Inf...
= Device Manager %'Network Configuratio... Members in this group can have s...
4 g Storage %JPerformance Log Users  Members of this group may sche...
=% Disk Management .k-'Performance Menitor ... Members of this group can acces...
s :ﬂ;:,-; Services and Applications || &%/ Power Users Power Users are included for back...
e Remote Desktop Users  Members in this group are grante...
P Replicator Supports file replication in a dem..,
Pl Users Users are prevented from making ...
dns_weG 05 Worker Process Group

Figure 2: DCOM Group

4. On the properties tab, click on Add - Advanced - Find Now and select the IO1 user.
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Distributed COM Users Properti;s M
|
General i
% Distributed COM Users
Description: Members are allowed to launch, activate and use

Distributed COM objects on this machine.

Members:

Al user |

Changes to a user's group membership

Remove are not effective until the next time the

user logs on.

[ ok [ camcel || 2eply Help

Figure 3: Add User to DCOM Group

3. Windows Firewall Configuration in OPC Server Machine

By default, the Windows firewall stops any incoming requests across the network. However, it
gives the ability to add exceptions by specifying applications and ports that need to be allowed.

To add an exception, please proceed to the following steps:

1.
2.

3.

Go to Control Panel - System and Security=> Windows Firewall

Check the status of the firewall, in case it is enabled, continue with the following steps.
Otherwise, you can skip this section.

Right click on “Inbound Rule”

Click on “New Rule”

customerservice@integrationobjects.com
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## Windows Firewall with Advanced Security =]
File Action VWView Help
o= | HE =]
g Windows Firewall with Advance JEt Gl Actions
Iohoun ™= Rule.. G ~ || Inbound Rules -
Cutbo Elle
B 1Cache Content Retrieval (HTTP-In) B—'|| @@ MNew Rule...
=M Conr_1ec Filter by Profile » Cache Hosted Cache ( H'I_I':I B -
o B Monito L , [Cache Hosted Cache Server (HTT... T Filter by Profile  }
Bl Fire tiker by state 1Cache Peer Discovery (W5D-In) B Eilter by S ,
% Cor Filter by Group ¥ lctto a Network Projector (TCP-In)  C 7 Filter by State
a ) Sec — , [cttoa Network Projector (TCP-In)  C SF Filter by Group  »
|t it to a Network Projector (WSD Ev... C View »
L] Refresh it to a Network Pro_?ector (WSD Ev... C G Refresh
Export List... ict to a Metwork Projector (WSD Ev... C _
it to a Network Projector (WSD Ev... C = ExportList..
Help ict to a Network Projector (WSD-In)  C Help
@Core Metworking - Destination Unreacha... C
@Core Metworking - Destination Unreacha... C
@Core Metwaorking - Dynamic Host Config... C
@) Core Networking - Dynamic Host Config.. C
1| 1 [ T 3
Mew Rule...

Figure 4: New Rule

5. Select “Program” and click on Next
6. Click on “Browse” and select your OPC Server executable
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I B Mew Inbound Rule Wizard =] .
Program

Specify the full program path and executable name of the program that this iile matches.

Steps:

@ Fule Type Does thiz rule apply to all programs or a specific program?

# Program

@ Action ' All programs

& Profie Fule applies to all connections on the computer that match other ile properties.
@ Mame

@ This program path:
%ProgramFiles? (86 ntegration Objectsh ntegration Objects’ OPC Driver f Browse...

ﬁ Open @

e
W | . Inteq.. » Integration Objects' OP., » - | 4 | | Search Integration Ohjects' OF., O l
Organize « Mew folder =~ O '@'3'
-~
- Favarites “  Mame Date modified Type
Bl Desktop , Documents 9/14/2016 4186 PR File folder
& Downloads J LogFiles 9/14/2016 442 PR File folder
=] Recent Places & Licensefuthorization B/272010 2:12 Ph Applicatic
£ L OPCDriverForDataBases GUT 8722016 4:15 PR Applicatic
7 Libraries L OPCDriverForDataBasesService B/2/2016 4:15 PR Applicatic
3 Documents | OPCHDADriverForDatabasesService B/2/2016 4:15 Phi Applicatic
rJ'- Music
k| Pictures :]
E Yideos
"M Charmnter | il k
File narme: OPCDriverForDataBasesService - [F‘rngrams [*.exel vl

| open |+ [ cConcel |

Figure 5: Add Program

7. Select “Allow the connection” and then click Next
8. Click next then name your rule to “RuleOPCDADriver”
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ﬁ' Meww Inbiound Rule Wizard @

Name

Specify the name and description of thiz rule.

Steps:

Fule Type
Frogram

Achion

Profile Name:

Rule0OPCDAD iver
M ame

Deszcription [optional]:
Fiule for OPC D& Driver for D atabases|

< Back |[ Finish ] | Cancel

9. Click Finish
10. Redo the same procedure to add rule to OPC HDA Driver for Databases.
11. Redo the same procedure to add rule to the OPCEnum:
Choose This program path, hit Browse, find opcenum.exe, double click it and hit next>
The path should be:
For 32 bit machine: c:\\Windows\system32\opcenum.exe
For 64 bit machine: c:\\Windows\SysWOW64\opcenum.exe.
12. Redo the same procedure to add rule to add the DCOM TCP port “135”
13. Make sure to enable both rules

4. Network Discovery

1. Click Start | Control Panel | Network and Sharing Center.
2. Click Change advanced sharing settings
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@Uv :‘.: v Control Panel » All Control Panel kerms » Network and Sharing Center - |¢7| | Search Control Panel R |
(7]
Control Panel Home . . . . . -
View your basic network information and set up connections
Ch dapter setti [ | = r A See full map
ange adapter settings t* = ® (.
Ch d d shari -
TR VMI-TESTSAL? Unidentified network Internet
(This computer)
View your active networks Connect or disconnect
% Unidentified network Access type: Mo Internet access
F ™ Public network Connections: [l Local Area Connection
Change your networking settings
élkn Set up @ new connection or network
= Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point,
§. Connectto a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
*6 Choose homegroup and sharing eptions
Access files and printers located on other network computers, or change sharing settings.
Fey @ Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information,
HomeGroup
Internet Options
Windows Firewall

3. Click the Turn on network discovery radio button, and then click Save changes button.

(D el

@thﬁ « Metwork and Sharing Center » Advanced sharing settings < | + | | Search Controf Paned 3

»

Change sharing options for different network profiles

Windows creates a separate network profile for each network you use. You can choose specific options for

each profile,
Home or Waork (vl
Public {current profile) () =

Metwark discovery

When network discovery is on, this computer can see other network computers and devices and is
visible to other network computers, What is network discovery?

@ Turn on network discove
urn off networl Iscovery

File and printer sharing

When file and printer sharing is on, files and printers that you have shared from this computer can
be accessed by people on the network.

(71 Turn en file and printer sharing
@ Turn off file and printer sharing

Fublic falder sharing

When Public folder sharing is on, people on the network, including homegroup members, can
access files in the Public folders. What are the Public folders?

(") Turn on sharing so anyone with network access can read and write files in the Public folders =

[ @Savechanges H Cancel

Figure 6: Turn on the network discovery
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Make sure to apply the Network Discovery steps on both server and client
machines.

5. DCOM Configuration

5.1. OPC Server Machine Configuration

5.1.1. Configure System-Wide DCOM settings

The system-wide DCOM settings affect all Windows applications that use DCOM, including OPC
applications. In fact, any OPC Client application does not have its own DCOM settings, which
make it affected by changes of the default DCOM configuration. This is why, system settings must
be configured properly. To do so, follow the steps below:

e Click on the Windows Start button, and select Run and then type “dcomcnfg” to open the
DCOM configuration dialog box.

' See more results

dcomenfg| « | | Shutdown | » |

Figure 7: Run dcomcnfg Command

¢ Navigate inside the Console Root folder to the Component Services folder and then to the
Computers folder. Finally, you will find the My Computer tree control inside the Computers
folder.

¢ Right-click on My Computer > Properties - Default Properties tab
- Make sure to check the “Enable Distributed COM on this computer’ check box

- Set the ‘Default Authentication Level’ to ‘Connect’
- Set the ‘Default Impersonation Level’ to ‘Identify’

10
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My Computer Properties m

Defautt Protocols |  COMSecuty | mspTC |
General | Options | Default Properties

Enable Distributed COM an this computer
|| Enable COM Intemet Services on this computer
Default Distibuted COM Communication Properties
The Authentication Level specifies security at the packet level.

Default Authertication Level:
Connect -

The impersonation level specifies whether applications can deteming
who is calling them, and whether the application can do operations
using the client's identity.

Default Impersonation Level:
[ identiy -

Security for reference tracking can be provided if authentication is used
and that the default impersonation level is not anommous.

[7] Provide additional security for reference tracking

Leam more about getting these properies.

[ OK l[ Cancel ] Apply

Figure 8: My Computer Default Properties

¢ Right-click on My Computer - Properties > COM Security tab > Access permissions -

Edit limits :
1. You need to add the user 101 to the list and give it all local and remote access
rights.

2. You need to check the remote Access for the User “ANONYMOUS LOGON” and
for the “Distributed Com Users” as shown below:

11
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My Computer Properties |b @

General | Options I Default Properti |

_Defaui Protocols | COMSecuity | MsDTC |

Access Permission @
Security Limits

GI’OLID or User names:

93‘ Everyone

‘3{ Performance Log Users {SERVERM\Performance Log Users)
‘33‘ Distributed COM Users (SERVERM"\Distributed COM Users)
b= 4 ANONYMOUS LOGON

2 Io1{ SERVERM \o1)

[ Add... ] [ Remove ]
Permissions for ANONYMOUS
LOGON Allow Deny
Local Access [
Remote Access |:|

Leam about access control and pemissions

[ ok ][ coneed |

Coc J( coon J (o ]

Figure 9: Access Permission

Under the ‘Launch and activation permissions’ tab:
1. You need to add the user 101 to the list and give him all local and remote access.
2. You need to check the remote boxes for the User labeled “Everyone” and for the
“Distributed Com Users” as shown in the figure below.

12
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My Computer Properties [® ||%|
‘ General I Options | Default Properti |
L Launch and Activation Permission @

Security Limits
Group or user names:
Evenore ]
Q?JAdministmtors (SERVERM"Administrators)
82, Distributed COM Users (SERVERM\Distributed COM Users)
2 ANONYMOUS LOGON
2 lo1{ SERVERM o)
Permissions for Everyone Allow Derry
Local Launch |
Remote Launch |
Local Activation (]
Remote Activation (]
Leam sbout access control and permissions
[ ok || concel |[ Aoy |

Figure 10: Launch and Activation Permission

5.1.2. Configure Server Specific DCOM Settings

In this section, we will see how to configure the OPC server specific DCOM settings to allow
access only for the user (login: 101, password: i0l).
e Go to Windows start button - select the ‘run’ menu - type “DCOMCNFG” and then click
on ‘OK’.
e On the Component Services window, navigate inside the Console Root folder to the
Component Services folder and then to the Computers folder.
e Open My Computer folder and then the DCOM Config folder
e Locate the server your need to allow remote access on
e Right click on it and select the ‘Properties’ tab:

= Go to "General”’ tab and set the “Authentication level” to "Connect” as illustrated in
the figure below:

13
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Integration Objects' OPC Driver for Databases; httpi/fammaai., @

General | Location | Security | Endpointz I Identity|

Gerneral properties of this DCOM application

Application Mame: Integration Objects’ OPC Driver for Databases: h
Application [0 {814CD307-9F39-4776-845E-0AD B5AB 33068}

Application Tepe: Local Service

Authentication Lesel; [ Connect A4 ]

Service Mame: Integration Objects’ OPC Driver for Databaszes 5

Learn more about getting these properties,

[ (1] 4 H Cancel ] Apply

Figure 11: General Tab

= Go to the “Security” tab. For each permission type, choose the ‘Customize’ radio button
and then click on the “Edit” button

14
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Integration Cbjects' OPC Driver for Databases: hitp/fnmnani.., @
| General | Locati0n| Secuity | Endpaints | Idenlit_l,l|

Launch and Activation Permissions

) Use Default

Access Permissions

() Use Default

Configuration Permizsions

() Use Default

Learn more about zetting these properties.
[ ak ] [ Cancel ] Apply

Figure 12: Security Tab

5.1.2.1. Launch and Activation Permissions

Click on the “add” button - add the user (I01, iol) to the group or users names, give all the
permissions for I01( Local Launch, Remote Launch, Local Activation, Remote Activation), and
make sure to add Everyone to the list as illustrated in the figure below:

15
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-

Integration Objects' OPC Driver for Databases; http:/fasnanei., @

| General | anatiu:un| Security | Endpaints | Identit_l,ll

Launch and Activation Permission @
Security

Grnup ar UEer names:

& 101 [USEH 102401)

b[_ SYSTEM

B2 METWORK,

.Qﬂﬂdministlatuls [USER-02%administrators)

[ Add.. H Remave ]

FPermizsions for Everyone Al Deny

Local Launch
Remate Launch
Local Activation
Remate Activation

HEEE
aEaEG

Learn shout access control and permizsions

Figure 13: Launch and Activation permission

5.1.2.2. Access Permissions

Perform the same steps as the previous section. Make sure to remove Everyone from the list
add user I01and give it all permissions

16
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-

Integration Objects' OPC Driver for Databases; hitpe/Aannmii,.., @

| General | Locati0n| Security | Endpaints I Identity|

-

Access Permission @
Security

G[DUD Or User names:
82 5YSTEM
82 NETWORK
b 4101 (USER-I024071)
.%Administrators [USER-102%\administrators)

[ Add... H Remove ]
Permizzions for 101 Allow Dery
Local dccess 0
Remote Access |

Leam about access control and permissions

L] [ ok ][ Cancel

¢ T T T T ot T

Figure 14: Access Permission

5.1.2.3. Configuration Permissions

Make sure to remove Everyone from the list, add user 101 and give it all access rights

17
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-

Integration Objects' OPC Driver for Databases; http:/fnmmai.,, @

| General I Locationl Security Endpointsl Identity|

Change Configuration Permission IEI
Security

GlDup or Usel names:
2 CREATOR OwWNER:

B2 5vSTEM
b X101 (USER-I02401]

,9‘3‘ Administratars (USER-102\Adminiztratars]
B2 Users (USER-I024Users)

’ Add.. ][ Remaove ]

Pemizzions for 101 Allova Deny
Full Contral |
Read ]

Special permizzions

For special permizsions or advanced settings,
click Advanced.

Learn about access control and permissions

[ Ok ” Canicel ]

T = T =TT |

Figure 15: Change Configuration Permission

= Go to the “Identity” tab:
1. If your OPC server is running as a service, choose “The system account (service
only)” option and make sure to set the logon for your service to |01 user.
2. Otherwise, choose “The interactive user” option.

18
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Integration Objects’ Advanced OPC DA HDA Server Simulat... [ 7 |[w23a]

| General | Location | Security'l Endpoints| Identity |

Which user account do you want to use to nun this application?

@ The interactive user.
() The launching user.

() This user.

Browse...

The system account (services only).

Leam more about setting these properties.

[ ok [ Cancel || eply

Figure 16: Identity Rab
> 4 Go to the “Endpoints” tab and choose Connection-oriented TCP/IP

-

Integration Objects’ OPC Server Enterprise; http://www.inte... @

| General | Location | Security | Endpoints | identity |

DCOM Protocols and endpoints:

"‘T ... default system protocols .. ‘

Select DCOM protocol and endpoint @I

7 Select the DCOM network protocol sequence that you want to
:T add. Erter the endpoint details and click OK when you have
finizhed.

Protocal Sequence: Connection-oriented TCP/IP -

() Disable protocol sequence.
(@ Use default endpaints.
() Use static endpoint
1 Use intranet range of dynamic endpoints.
() Use intemet range of dynamic endpoirts.

[ ok | [ Cancel

Leam more about setting these properties.

[ ok J[ Caced |[ ey |

Figure 17: Endpoints Tab

19
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5.1.3. OPCEnum Configuration

Using the Component services window, right click on OPCEnum. The following window will
appear:

=

OpcEnurmn Properties @

General | Location | Security | Endpoints | Identity |

General properties of this DCOM application

Application Name:  OpcEnum
Application 1D: {13486D44-4821-11D2-A454-3CE306C 10000}

Application Type: Local Service

Authentication Lewvel: [Connect - ]

Service Name: OpcEnum

Leam more about setting these properties.

[ OK ][ Cancel ] Poply

Figure 18: DCOM OPC Enum - General

¢ Make sure to select Connect as Authentication level.
o Select “Security” tab. The following window will appear:

20
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OpcEnum Properties @

| General I Locationl Security |Endpoirrts I Ident'rtyl

Launch and Activation Permissions

() Use Defautt

@ Customize

Access Permissions

1 Use Defautt

(@ Customize

Configuration Permissions

1 Use Defautt

@ Customize

Leam more about sefting these properiss.

[ ok || cancel || ooy

Figure 19: OPCEnum Security

5.1.3.1. Launch and Activation Permissions

Click on the “add” button, add everyone and ANONYMOUS LOGON, give them all permissions:
Local Launch, Remote Launch, Local Activation, and Remote Activation.

5.1.3.2. Access Permissions
Perform the same steps as the section 5.1.2.2.

5.1.3.3. Configuration Permissions
Perform the same steps as the section 5.1.2.3.

21
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5.2. OPC Client Machine Configuration
5.2.1. Configure System-Wide DCOM Settings

Perform the same steps as described in the section 5.1.1.

5.2.2. Configure Windows Firewall

On the client machine, follow the steps below:

e Make sure that OPC core component is installed and configure windows firewall by adding
the following rules:
1. Go to Control Panel - System and Security-> Windows Firewall
2. Check the status of the firewall, in case it is enabled, continue with the following steps.

Otherwise, you can skip this section.

3. Right click on “Inbound Rule”
4. Click on “New Rule”

g Windows Firewall with Advanced Security E\@
File Action VWView Help
o= | HE =]
g Windows Firewall with Advance JEt Gl Actions
" IT— G ~ || Inbound Rules -
Cutbo |?|
B Cache Content Retrieval (HTTP-In) B—'|| i Mew Rule...
=M Conneg Filter by Profile » ( ) (=
4 X Monitol Cache Hosted Cache Server (HTT... B 7 Filter by Profil >
o Filter by State 8 : iiter by Profile
Bl Fire ¥ Cache Peer Discovery (W5D-In) B Eilter by S ,
% Cor Filter by Group ¥ lctto a Network Projector (TCP-In)  C 7 Filter by State
a ) Sec — , [cttoa Network Projector (TCP-In)  C SF Filter by Group  »
|t it to a Network Projector (WSD Ev... C View »
] Refresh it to a Network Project SDEv.. C
L) res| oa or ro_!e or (W5D Ev. G Refresh
Export List... ict to a Metwork Projector (WSD Ev... C _
it to a Network Projector (WSD Ev... C = ExportList..
Help ict to a Network Projector (WSD-In)  C Help
@Core Metworking - Destination Unreacha... C
@Core Metworking - Destination Unreacha... C
@Core Metwaorking - Dynamic Host Config... C
@) Core Networking - Dynamic Host Config.. C
1| 1 [ NI T T 3
New Rule...

Figure 20 : New Rule (Client side)

5. Select “Program” and click on Next
6. Click on “Browse” and select your OPC Client executable

22
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ﬁ' Meww Inbiound Rule Wizard @
Program

Specify the full program path and executable name of the program that thiz rule matches.

Steps:

Fule Type Does this rule apply to all programs or a specific program’?

Program
@ Achion All programs

Profile Rule applies to all connectionz on the computer that match other rile properties.
@ Mame

@ This program path:

%ProgranFiles? [«86]4 ntegration Dbjectsntegration Objects' OFC DA HD,

Ewample; chpath'program. exe
EProgramFiles®h\browser\browser. exe

Leam more about specifying programs

| < Back || Hewut » | | Cancel

Figure 21: Add Program (Client side)

7. Select “Allow the connection” and then click Next
8. Click next then name your rule to “RuleOPCClient”
9. Click Finish

23
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6. System Restart

Restart both Client and Server Machines and test your DCOM communications.

7. Troubleshooting

In some cases, the client cannot connect to the remote OPC Server because it does not have
access to browse the remote registry. It is recommended to prepare and apply a customized .reg
file on the client computer in order to export Implemented categories and CLSID from the server
machine registry database and add them to the client machine registry. To do so, proceed to the
following steps:

15t Step:

e On the server machine, click on the Windows Start button, and select Run, and then
type “regedit” to open the registry Editor Dialog box.

e Search for your server CLSID under “HKEY_CLASSES ROOT” - “CLSID”.

¢ Right click on your Server CLSID and click on “Export.

e Save the Exported CLSID.

1819d1334-9d74-4254-9ac8-dcT45ebc5386)

_‘ {EIACDBDT AC2n A73E QACLC ﬂ.’nr'l'l?l:.’nl:l:l:h"li:q}

; Impler Collapse

- Locals Mew 3

b PngID Find...
{81b43e73
{81 CSFEOL Delete 1}
181D4EDCE Rename K
{B1E9DDE2 '
{820825FD Export
182353540 Permissions... -
{823B& 267 "
{82435bdf Copy Key Name

Figure 22: Export the Server CLSID

Copy the .reg file in your client machine and double click on it.

24 Step:

e Search for your server ProgID under “HKEY_CLASSES_ROOT” ->”"Server ProgID”.
¢ Right click on your Server ProglD and click on “Export”.

o Copy the Exported ProgID and execute it on the client machine.

[ ]

3'd Step:
e GotoHKEY_CLASSES ROOT - ApplD and search for your server CLSID.
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e Right click on it and Click on “Export”.
v Copy the Exported file and execute it on the client machine.

Make sure that there are no other firewall or antivirus blocking the communication

between the server and client machines.
Now you will be able to connect to the server located on the server machine (User-102)

from the client machine (User-101).
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For additional information on this guide, questions or problems to report, please contact:

Offices

- Americas: +1 713 609 9208
- Europe-Africa-Middle East: +216 71 195 360
Email

- Support Services: customerservice@integrationobjects.com
- Sales: sales@integrationobjects.com

To find out how you can benefit from other Integration Objects products and custom-designed
solutions, please visit us on the Internet:

Online
- www.integrationobjects.com
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